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<<<<<<<<<<<<<<<<<<<<<<<<<< DISCUSSION >>>>>>>>>>>>>>>>>>>>>>>>>>>>
Requirement R6.2-180 in TS 33.126 [3] requires that the complete communications of a target be intercepted:
	 “R6.2 - 180          Completeness - The CSP shall be able to intercept all Target Communications as specified in the warrant."
Further, clause 6.2.3.6 Network topologies in TS 33.127 [5], also requires that the complete communications of a target be intercepted:
When a target UE's PDU session involves multiple Data Network (DN) connections, the generation and delivery of xCC shall be done in such a way that:
· All applicable user plane packets are captured and delivered.
As a consequence, if content interception is required for a given target, then all Data Network connections managed by the CSP for that target shall be intercepted. There is no case in which only some DNs are to be intercepted, while some are excluded. TS 33.128 should be modified to reflect this consequence of the completeness requirement.
<<<<<<<<<<<<<<<<<<<<<<<<<< END OF DISCUSSION >>>>>>>>>>>>>>>>>>>>>>>>>>>>
























<<<<<<<<<<<<<<<<<<<<<<<<<< START OF CHANGE >>>>>>>>>>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc3239785]6.2.3.3.3	CC interception with multi-homed PDU session
When a target UE accesses multiple Data Networks (DNs) via a multi-homed PDU session (see TS 23.501 [2] clause 5.6.4.3), multiple UPFs are involved in providing the PDU Session Anchors, with one UPF providing the Branching Point functionality. The Branching Point UPF may, or may not, be a PDU Session Anchor UPF (see TS 33.127 [5] Annex A3.2). The CC-TF present in the SMF shall send the CC intercept trigger to the CC-POI present in an UPF if and only if that UPF is selected to provide the CC-POI functions.
When the target UE is involved in multi-homed PDU session, the CC-TF present in the SMF (i.e. in the SMF that establishes the PDU session) shall determine which UPF(s) is(are) more suitable to provide the CC-POI functions adhering to the following requirements specified in TS 33.127 [5]:
· All applicable user plane packets are captured and delivered.
· Duplicate delivery of CC is suppressed to the extent possible.
· To meet the above requirements, the CC-TF present in the SMF shall follow the rules specified below:
NOTE 1: 	The below rules are based on theis clause assumptiones that a PDU session has contains only one Branching Point UPF (with N3 reference point toward the target UE) and one PDU Session Anchor UPF for each DN connection).
Scenario 1: CC Interception of all DN connections is not required.
a. CC interception at PDU Session Anchor UPF.
If the CC interception of all DN connections is not required, then the CC-TF present in the SMF shall choose one or more of the PDU Session Anchor UPFs (that are on the user plane path of DN connections that require CC interception) to provide the CC-POI functions.
In this case, the CC intercept trigger shall be sent to the CC-POIs present in the selected PDU Session Anchor UPFs and shall include the packet detection rules. Examples of the packet detection rules are:
-	Generate the xCC from the user plane packets sent and received from the DN connection that requires the interception, or
-	Generate the xCC from all the incoming user plane packets.
In this case, the CC-TF present in the SMF shall select the Branching Point UPF to provide the CC-POI functions unless the Branching Point UPF is also a PDU Session Anchor UPF. 
b. Branching Point UPF is also a PDU Session Anchor UPF.
If the CC interception of all DN connections is not required and if the UPF playing the role of Branching Point is also a PDU Session Anchor UPF, and if the CC interception for the related DN connection is required, then SMF shall choose the Branching Point/PDU Session Anchor UPF to provide the CC-POI functions for the related DN connection. The CC interception trigger sent to CC-POI present in the Branching Point/PDU Session Anchor UPF shall include the following packet detection rule:
-	Generate the xCC from the user plane packets that are sent and received from the DN network to which the Branching Point UPF is providing the PDU Session Anchor PDU function.
In this case, the user plane packets sent/received on the common path (i.e. over the N3 interface) shall not be intercepted since such an interception, if performed, will result in a duplicate delivery of CC intercepted at the CC-POIs present in the PDU Session Anchor UPFs.
Scenario 2: CC interception of all DN connections is required.
If Since the CC interception of all DN connections is required, the SMF may choose either all the PDU Session Anchor UPFs or the Branching Point UPF to provide the CC-POI functions.
a) PDU Session Anchor UPFs are chosen.	Comment by Michael Bilca: Covered in the CC Interception at PDU session anchor UPFs clause
With this method, to ensure that all user-plane packets are intercepted, the CC-TF present in the SMF will have to choose all PDU Session Anchor UPFs to provide the CC-POI functions and accordingly, send the CC interception trigger to CC-POIs present in all the PDU Session Anchor UPFs. The CC interception trigger shall include the packet detection rules as applicable to respective CC-POIs and the examples of those rules are the same as described under scenario 1, a.
In this case, the CC-TF present in the SMF shall select the Branching Point UPF to provide the CC-POI functions if, and only if, the Branching Point UPF is also a PDU Session Anchor UPF and the packet detection rules included within the CC interception trigger sent to the CC-POI present in the Branching Point/PDU Session Anchor UPF shall be according to scenario 1, b.
b) Branching Point UPF is chosen.
When The Branching Point UPF may be chosen when all user plane packets pass through the Branching Point UPF, and the CC-TF present in the SMF may choose the Branching Point UPF to provide the CC -POI function and accordingly, send the CC interception trigger to the CC-POI present in the Branching Point UPF. The CC intercept trigger shall include the packet detection rules.  and eAn examples of these rulessame areis:
-	Generate the xCC from all the incoming and outgoing user plane packets to the target UE, or
-	Generate the xCC from all the incoming user plane packets.	Comment by Michael Bilca: Using this rule exclusively may lead to incomplete interception
In this case, the CC-TF present in the SMF shall not select any of the PDU Session Anchor UPFs to provide the CC-POI functions.
NOTE 2: 	When a Branching Point UPF is chosen to provide the CC-POI functions, and if the Branching Point UPF is removed from the user plane path during a PDU session, then the CC POI functions will have to be moved to the PDU Session Anchor UPFs.
The xCC delivered to the MDF3 shall be correlated to the PDU session related xIRI messages. The use of Correlation Id shall be on a user-plane path basis, which means that the xCC generated at different UPFs that belong to different PDU sessions may need to have separate Correlation Ids, each correlating to their own PDU session related xIRI messages.
<<<<<<<<<<<<<<<<<<<<<<<<<< END OF CHANGE >>>>>>>>>>>>>>>>>>>>>>>>>>>>
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