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<<<<<<<<<<<<<<<<<<<<<<<<<< DISCUSSION >>>>>>>>>>>>>>>>>>>>>>>>>>>>
Requirement R6.2-180 in TS 33.126 [3] requires that the complete communications of a target be intercepted:
	 “R6.2 - 180          Completeness - The CSP shall be able to intercept all Target Communications as specified in the warrant."
Further, clause 6.2.3.6 Network topologies in TS 33.127 [5], also requires that the complete communications of a target be intercepted:
When a target UE's PDU session involves multiple Data Network (DN) connections, the generation and delivery of xCC shall be done in such a way that:
· All applicable user plane packets are captured and delivered.
As a consequence, if content interception is required for a given target, then all User Plane packets shall be intercepted. Use of the qualifier “applicable” without any definition or indication of meaning, and leaving interpretation to the reader, may lead to incomplete interception. 
<<<<<<<<<<<<<<<<<<<<<<<<<< END OF DISCUSSION >>>>>>>>>>>>>>>>>>>>>>>>>>>>
<<<<<<<<<<<<<<<<<<<<<<<<<< START OF CHANGE >>>>>>>>>>>>>>>>>>>>>>>>>>>>
6.2.3	LI for SMF/UPF
[bookmark: _Toc532820404]6.2.3.1	Architecture
In the 5GC network, user plane functions are separated from the control plane functions. The SMF that handles control plane actions (e.g. establishing, modifying, deleting) for the PDU sessions shall include an IRI-POI that has the LI capability to generate the related xIRI. The UPF that handles the user plane data shall include a CC-POI that has have the capability to duplicate the user plane packets from the PDU sessions based on the interception rules received from the SMF. Figure 6.2-4 shows the LI architecture for SMF/UPF based interception.


Figure 6.2-4: LI architecture showing LI at SMF/UPF
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides it to the LIPF.
The LIPF present in the ADMF provisions IRI-POI (present in the SMF), MDF2 and MDF3 over the LI_X1 interfaces. To enable the interception of the target's user plane packets (e.g. when the warrant requires the interception of communication contents), the CC-TF present in the SMF is also considered to be provisioned with the intercept data.
NOTE 1:	The IRI-POI and CC-TF represented in figure 6.2-4 are logical functions, require a close coupling between the two and as such may be handled by the same process within the SMF.
The LIPF may interact with the SIRF (over LI_SI) present in the NRF to discover the SMFs and UPFs in the network. The IRI-POI present in the SMF detects the PDU session establishment, modification, and deletion related events, generates and delivers the related xIRI to the MDF2 over LI_X2. The MDF2 delivers the IRI messages to the LEMF over LI_HI2.
When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI present in the UPF over the LI_T3 interface which can be based on N4 functionalities (between SMF and UPF) with LI specific security measures applied.
The trigger sent from the CC-TF to CC-POI includes the following information:
· User plane packet detection rules.
· Target identity.
· Correlation number.
· MDF3 address.
NOTE 2:	When LI_T3 is used, the LI_X1 between LIPF and CC-POI present in the UPF is used to monitor the user plane data.
The CC-POI present in the UPF generates the xCC from the user plane packets, and delivers the xCC (that includes the correlation number and the target identity) to the MDF3. The MDF3 delivers the CC to the LEMF over LI_HI3.
A warrant that does not require the interception of communication contents, may require IRI messages that have to be derived from the user plane packets. To support the generation of related xIRI (i.e. that requires access to the user plane packets), the present document supports two implementation approaches:
-	In approach 1, the IRI-POI responsible for the generation of such xIRI resides in the UPF. Such an IRI-POI requires a trigger to enable it to detect the user plane packets. The corresponding Triggering Function (IRI-TF) resides in the same SMF that has the IRI-POI for the other xIRI.
-	The trigger sent by the IRI-TF (present in the SMF) to the IRI-POI (present in the UPF) includes the following:
-	User plane packet detection rules.
-	Target identity.
-	Correlation number.
-	MDF2 address.
-	The IRI-POI present in the UPF generates the xIRI (that includes the correlation number and the target identity) from the user plane packets and sends it to the MDF2. The MDF2 generates the IRI messages and send them to the LEMF.
-	In approach 2, xCC is generated by the CC-POI present in the UPF as if the warrant involves the interception of communication contents. To enable this, the CC-TF presumed to be present in the SMF even when the warrant does not require the interception of communication contents. As explained before, the CC-POI generates the xCC and sends it to the MDF3. The MDF3 (based on the provisioned intercept information) does not generate and deliver the CC to the LEMF. Instead, the MDF3 forwards the xCC to the MDF2 over LI_MDF interface. The MDF2 then generates the IRI messages from xCC and delivers those IRI messages to the LEMF.
NOTE 3:	The IRI-POI and IRI-TF present in the SMF may be handled by the same process in the SMF.
NOTE 4: 	When multiple warrants are active on a target with one requiring the interception of communication contents and the other not (in other words, this other one requiring xIRI from user plane packets), the first approach requires the UPF to have both CC-POI and IRI-POI and the SMF to have IRI-POI, IRI-TF and CC-TF. Alternatively, the interception of communication contents is required anyway for one warrant, and hence, the second approach will become simpler and therefore, may be preferable.
NOTE 5:	Directly provisioned CC-POI is not considered in the present document.
[bookmark: _Toc532820405]6.2.3.2	Target identities
The LIPF provisions the intercept related information associated with the following target identities to the IRI-POI present in the SMF:
· SUPI.
· PEI.
· GPSI.
The interception performed on the above three identities are mutually independent, even though, an xIRI may contain the information about the other identities when available.
[bookmark: _Toc532820406]6.2.3.3	IRI events
The IRI-POI present in the SMF shall generate xIRI, when it detects the following specific events or information:
· PDU session establishment.
· PDU session modification.
· PDU session release.
· Start of interception with an established PDU session.
PDU session establishment xIRI is generated when the IRI-POI present in the SMF detects that a PDU session has been established for the target UE.
PDU session modification xIRI is generated when the IRI-POI present in the SMF detects that a PDU session is modified for the target UE.
PDU session release xIRI is generated when the IRI-POI present in the SMF detects that a PDU session is released for the target UE.
The Start of Interception with an Established PDU Session xIRI is generated when the IRI-POI present in a SMF detects that interception is activated on the target UE that has an already established PDU session in the 5GS.
When a target UE has multiple PDU sessions, the above xIRI shall be sent for each PDU session with a different value of correlation information.
When the warrant requires the packet data header information reporting, the following xIRI shall be generated:
· Packet data header information report.
The generation of packet data information report can be done by either the IRI-POI present in the UPF or the MDF2.
[bookmark: _Toc532820407]6.2.3.4	Common IRI parameters
The list of xIRI parameters are specified in TS 33.128. Each xIRI shall include at the minimum the following information:
· Target identity.
· Time stamp.
· Correlation information.
· Location information.
· Session related information.
[bookmark: _Toc532820408]6.2.3.5	Specific IRI parameters
The parameters in each xIRI are defined in TS 33.128.
[bookmark: _Toc532820409]6.2.3.6	Network topologies
The SMF shall provide the IRI-POI functions in the following network topology cases:
· Non-roaming case.
· Roaming case, in VPLMN.
· Roaming case, in HPLMN.
· Non-3GPP access case, in the PLMN where N3IWF resides.
When the target UE has multiple PDU sessions active, the generation and delivery of xCC for each PDU session shall be done independently, each with separate correlation information.
When a target UE's PDU session involves multiple Data Network (DN) connections, the generation and delivery of xCC shall be done in such a way that:
· All applicable user plane packets are captured and delivered.
· Duplicate delivery of CC is suppressed to the extent possible.
A PDU session may involve more than one UPFs. In that case, the CC-TF present in the SMF shall determine which UPF(s) is (are) more suitable to provide the CC-POI functions adhering to the above two requirements. Furthermore, independent of which UPF is used to generate the xCC, the CC delivered from the MDF3 shall be correlated to the IRI messages related to the PDU session. 
<<<<<<<<<<<<<<<<<<<<<<<<<< END OF CHANGE >>>>>>>>>>>>>>>>>>>>>>>>>>>>
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