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<<<<<<<<<<<<<<<<<<<<<<<<<< DISCUSSION >>>>>>>>>>>>>>>>>>>>>>>>>>>>
This contribution enhances cell ID reporting to support primary/secondary cell IDs in TS 33.107 for Release 15.
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<<<<<<<<<<<<<<<<<<<<<<<<<< START OF CHANGE 2 >>>>>>>>>>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc4072329]4	Functional architecture
The following figures contain the reference configuration for the lawful interception. The circuit-switched configuration is shown in figure 1a. The packet-switched configuration is shown in figure 1b. Intercept configurations for HLR and IMS are shown in figures 1c and 1d. The WLAN interworking configuration is shown in figure 1e. The intercept configurations for IMS conferencing is shown in figure 1f. The CC intercept configuration for IMS-based VoIP is shown in figure 1g. Intercept configurations for LALS are shown in figure 1h. The intercept configuration for Non-Local ID at IBCF and MGCF is shown in figure 1i. The intercept configuration for S8HR VoLTE in the visited PLMN is shown in figure 1j. The intercept configuration for Push to Talk over Cellular (PTC) is shown in figure 1k and 1l. Within the present document PTC encompasses PoC as a service and Mission Critical Push-To-Talk (MCPTT) services. The CSP Cell Supplemental Information configuration is shown in figure 1m. The various entities and interfaces are described in more detail in the succeeding clauses. The additional intercept configurations for Evolved 3GPP Packet Switching Domain are described in clause 12.
NOTE 0:	WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN Interworking.
PS domain of the UMTS system (GSN and Multimedia Packet Data services), 3GPP-WLAN interworking network and Evolved Packet Switching Domain provide UMTS/GSM/EPS customer's mobile equipment (UE) with connectivity service to another end of the communication. Another end of the communication may be a network element (server) or another UE. Therefore, UMTS/EPS system provides IP layer TS 23.008 [15] services. Hence, UMTS/EPS NO/AP is responsible only for IP layer interception of CC data. In addition to CC data, the LI solution for UMTS/EPS offers generation of IRI records from respective control plane (signalling) messages. The IP layer connectivity service is needed to support application layer TS 29.234 [16] service provision to UMTS/GSM/EPS customers. For instance, the following are examples of application layer services: email service; web browsing service; FTP service; audio services (e.g. VoIP, PoC); other multimedia services (MBMS, video telephony); The majority of the application layer services require addition of respective server functionality to the network. Note that it is not necessary that such application layer SP should be the same commercial entity as the UMTS/EPS AP/NO in question.
When location information of the target is delivered by an ICE, the MF may need to add the civic address associated with the access network point as known by the CSP. The method used to obtain the civic address will depend on the CSP implementation. (e.g. by accessing a remote database). National regulations define whether the civic address needs to be provided.
NOTE 1:	For instance in MBMS a BM-SC and especially content providing server might be operated by different commercial entity than UMTS network.
The LALS provides LCS information of the target on-demand, independently of the target's activity/events. Additionally, LALS may be triggered by any IRI event detected by an ICE to provide LCS location information of the target correlated to the triggering event.
When IA is provisioned LCS may provide enhanced geographic capabilities
For all UE locations obtained, generated or reported to the MF/DF, the ICE shall report the time at which the location was established by the location source (e.g. MME or HSS) and provide this to the MF/DF along with the location information. If this information cannot be provided by the location source the ICE shall indicate that the time is not available. If the signalling from RAN to the MME [XXX][YYY] includes the secondary cell ID, both the primary and secondary cell IDs shall be reported to the LEMF whenever location reporting is triggered.
<<<<<<<<<<<<<<<<<<<<<<<<<< START OF CHANGE 2 >>>>>>>>>>>>>>>>>>>>>>>>>>>>





<<<<<<<<<<<<<<<<<<<<<<<<<< START OF CHANGE 3 >>>>>>>>>>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc4072505]12	Lawful Interception for Evolved Packet System
[bookmark: _Toc4072506]12.1	LI functional architecture for EPS
In addition to the reference configurations applicable to PS interception, the following figures contain the reference configuration applicable for the lawful interception in the EPS nodes (TS 23.401 [22], TS 23.402 [23]):


Figure 12.1.1: MME Intercept configuration


Figure 12.1.1a: Configuration for Intercept of HeNB
[image: ]
Figure 12.1.2: HSS Intercept configuration


Figure 12.1.3: S-GW, PDN-GW, ePDG Intercept configuration


Figure 12.1.4: Intercept Configuration for SGW and PGW with CUPS

The definition of the LI functional entities (ADMF, DF, MF, LEMF) and interfaces (X, HI) is the same as for 3G as given in chapter 4. Packet Header Information Reporting is a national option. For Packet Data Header Information reporting, a S-GW/PDN-GW either isolates the relevant data and sends it to the DF2 or sends the packet stream to another entity in the network (e.g., DF3) for isolation which then provides the relevant data to the DF2.
National regulations on a per interception basis may limit delivery of communications (CC and IRI) of an outbound international roaming target by the MME/S-GW/PDN-GW as described in clause 5.1.4 of TS 33.106 [7]. 
If roaming is not allowed and it is determined that the target is outside the country, the HPLMN shall act as follows:
-	all session related EPS events defined in clause 12 are subject to this mechanism;
-	the HPLMN shall not report IRI and CC for Evolued Packet services while the target is in the VPLMN.
Non-communications-associated IRI (e.g. those identified by the HSS) are not affected by this requirement.
Procedures for LI activation, deactivation and interrogation are the same as for 3G as given in chapter 5, provided that:
-	the 3G ICE is replaced by the EPS node;
-	the proper target identity applicable to EPS node is used.
When the SGSN is used as node in the Evolved Packet System, to support 2G/3G access and mobility between E-UTRAN and pre-E-UTRAN 3GPP radio access technologies, it is subjected to all the related PS requirements specified throughout this document.
Figure 12.1.1a depicts how the HeNB location information is transferred from the HeNB location verifying node per TS 33.320 [34] to the DF2 via an Xv interface, in order to allow the DF2 to perform its functionality. The public IP Address of the HeNB is provided to the HeNB location verifying node. The manner that the HeNB location verifying node provides the DF2 with the HeNB location and HeNB IP Address is outside the scope of this document. Additional information on HeNB interception is found in Clause 13.
Figure 12.1.4 depicts the LI configuration for SGW and PGW with PLMN implementing CUPS (see 3GPP TS 23.214 [75]). This is described in subclause 12.9. The Sxa’ and SXb’ are the LI specific instances of Sxa and Sxb reference points. The X2 reference point support at SX3LIF is required only if the first option described in sub-clauses 12.9.4.1 and 12.9.4.2 are used to generate the IRI events that require access to the user plane packets (e.g. packet data header information). The IRI events generated by the SX3LIF are therefore limited to the IRI events that require access to user plane packets. The administrative information passed onto the SX3LIF is to provide the DF2 and DF3 addresses to enable SX3LIF to deliver those IRI events to the DF2, and the CC to the DF3.
The target identities for 3GPP HeNB interception can be IMSI, MSISDN, IMEI, or ME Id. Use of the HeNB ID or the CSG ID as a target identity is FFS.
[bookmark: _Toc4072507]12.2	Functional requirements for LI in case of E-UTRAN access and GTP based S5/S8.
[bookmark: _Toc4072508]12.2.0	General
The target identities for interception at the MME, HSS, S-GW , PDN-GW and LI LCS Client are IMSI, MSISDN and ME (Mobile Equipment) Identity.
NOTE 1:	Void.
Details about information included in the ME Identity and the relationship with IMEI needs to be considered. The term Mobile Equipment Identity is used in this text according to TS 23.401 [22] so as to indicate that the EPC should support multiple equipment identity formats (e.g. those from 3GPP2, WiMAX, etc) as well as the IMEISV.
NOTE 2:	In case of local breakout the PDN Gateway is in the VPLMN. In this case LI relevant information in the H-PLMN might be available at the H-PCRF. Interception at the H-PCRF is FFS.
NOTE 3:	In case the ME Identity and/or MSISDN is not available in a node, interception based on the missing identity is not applicable at that node.
NOTE 4:	MSISDN is a possible identity available in the EPC nodes, which may be provided by the HSS to the MME and then forwarded to the S-GW/PDN-GW.
As the MME only handles control plane, interception of Content of Communication is applicable only at the S-GW and PDN-GW. As the HSS only handles signaling, interception of Content of Communication is not applicable at this node.
LI in the PDN-GW is a national option.
For the delivery of the CC and IRI the S-GW and/or, per national option PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.
The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one EPS bearer.
The correlation number shall be generated by using existing parameters related to the EPS bearer.
NOTE 5:	Void.
If interception has been activated for both parties of the Packet Data communication both CC and IRI shall be delivered for each party as separate intercept activity.
Editor's note:	Location Dependent Interception for EPC is FFS.
NOTE 6:	For LALS, any UE (including inbound roamers) served by the PLMN can be targeted.
[bookmark: _Toc4072509]12.2.1	Provision of Intercept Related Information
[bookmark: _Toc4072510]12.2.1.0	General
Intercept Related Information (Events) shall be sent at the Mobile Entity Attach, Mobile Entity Detach, Tracking Area/EPS Location Update, LALS Location Report, Bearer activation (valid for both Default and Dedicated bearer), Start of Intercept with bearer active, Start of Interception with E-UTRAN attached UE, Bearer Modification, Bearer Deactivation, Serving Evolved Packet System (applicable to the HSS), UE requested PDN connectivity, UE requested PDN disconnection, and UE requested bearer resource modification.
Serving Evolved Packet System and HSS related events event reporting are national options.
[bookmark: _Toc4072511]12.2.1.1	X2-interface
The following information needs to be transferred from the EPS nodes or the HSS to the DF2 in order to allow a DF2 to perform its functionality:
-	target identity (IMSI, MSISDN, ME identity);
-	events and associated parameters as defined in clauses 12.2.1.2 and 12.2.3 may be provided;
-	the target location (if available), including secondary cell ID if signaled by RAN, or the IAs in case of location dependent interception;
-	date/time of Location (if target location provided);
-	correlation number;
-	Quality of Service (QoS) information (if available);
-	encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
For HeNB interception, the MME shall provide in addition the following:
-	HeNB Identity;
-	HeNB location.
HeNB location information needs to be transferred from the HeNB location verifying node to the DF2 in order to allow the DF2 to perform its functionality.
The EPS nodes detect packets containing packet header information in the communications path but the information needed for Packet Header Information Reporting may need to be transferred from the EPS nodes either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality.
The IRI should be sent to DF2 using a reliable transport mechanism.
[bookmark: _Toc4072512]12.2.1.2	Structure of the events
There are several different events in which the information is sent to the DF2 if this is required. Details are described in the following clause. The events for interception are configurable (if they are sent to DF2) in the EPC nodes or the HSS and can be suppressed in the DF2. The network procedures for which the events are generated are defined in TS 23.401 [22].
The following events are applicable to the MME:
-	Attach;
-	Detach;
-	Tracking Area/EPS Location Update, including secondary cell ID if signaled by RAN;
-	UE requested PDN connectivity;
-	UE Requested PDN disconnection;
-	Start of interception with E-UTRAN attached UE.
The following events are applicable to the Serving GW and PDN GW:
-	Bearer activation (valid for both Default and Dedicated bearer);
-	Start of intercept with bearer active;
-	Bearer modification;
-	Bearer deactivation;
-	UE Requested Bearer Resource Modification;
-	Packet Data Header Information.
The following events are applicable to the HSS:
-	Serving Evolved Packet System.
-	HSS subscriber record change;
-	Cancel location
-	Register location;
-	Location information request.
The following LALS Reports are applicable to the EPS (see Clause 19):
-	Report for LALS Target Positioning;
-	Report for LALS Enhanced Location for IRI.
A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option. If interception is performed at the PDN GW, then Packet Data Header Information reporting shall also be performed at the PDN GW and not at the Serving GW.
A number of elements shown below can be also associated with the LALS reports. The transmission of the information from the LI LCS Client to DF2 is triggered by an LCS Server/GMLC response to the LI LCS Client request.
Table 12.2.1.12 Elements associated with LALS reportsEPS events	Comment by Ericsson: This caption seems missing in the base version. No problem to add it but I think it is not only related to LALS.

	Observed MSISDN
MSISDN of the target.

	Observed IMSI
IMSI of the target.

	Observed ME Id
ME Id of the target; when it coincides with the IMEI, it shall be checked for each activation over the radio interface.

	Event type
Indicates which type of event is delivered: Attach, Detach, Tracking Area Update, UE requested PDN connectivity, UE Requested PDN disconnection, UE Requested Bearer Resource Modification, Bearer activation, Start of intercept with bearer active, Start of interception with E-UTRAN attached UE, Bearer deactivation, Bearer modification, Serving Evolved Packet System, Packet Data Header Information, HSS subscriber record change, Cancel location, Register location, Location information request. In case of LALS report the event type is absent. 

	Event date
Date of the event generation in the ICE.

	Event time
Time of the event generation in the ICE. Timestamp shall be generated relative to ICE internal clock.

	Change Type
This indicates what has been changed (MSISDN, A-MSISDN or IMSI) in the Subscriber Change Record

	PDN Type
The parameter is applicable to the MME only and provides the IP version (IPv4, IPv4/IPv6, IPv6) requested by the UE.

	PDN Address Allocation
The parameter is applicable to the S-GW and PDN-GW; it provides the IP version (IPv4, IPv4/IPv6, IPv6) and IP address(es) allocated for the UE.

	Protocol Configuration Options
Are used to transfer parameters between the UE and the PDN-GW (e.g. Address Allocation Preference by DHCP).

	Attach type
Indicates the type of attach (may carry indication of handover in case of mobility with non-3GPP access).

	Location Information
Location Information is the Tracking Area Identity (TAI), TA List assigned to the UE, E-CGI and/or location area identity or the derived Location from the LI LCS Client that is present at the node at the time of event record production. In case of Tracking Area Update event, the last visited TAI of the UE may be applicable. Country and network IDs can be considered as location information, by some national regulations. If the signalling from RAN to the MME [XXX][YYY] includes the secondary cell ID, both the primary and secondary cell IDs shall be included by the MME in the location information.

	Time of Location
Date/Time of location. The time when location was obtained by the location source node.

	PDN address(es)
The UE IP address(es) for the PDN connection.

	APN
When provided by the MME, the parameter carries the Access Point Name provided by the UE. When provided by the S-GW/PDN-GW, it is the Access Point Name used for the connection.

	RAT type
The Radio Access Type

	APN-AMBR
The Aggregate Maximum Bit Rate for the APN.

	Handover indication
Provides information from the GTPv2 protocol that the procedure is triggered as part of a handover.

	Procedure Transaction Identifier
Identifies a set of messages belonging to the same procedure; the parameter is dynamically allocated by the UE.

	EPS bearer identity
An EPS bearer identity uniquely identifies an EPS bearer for one UE accessing via E-UTRAN. The EPS Bearer Identity is allocated by the MME.

	Bearer activation/deactivation type
Indicates the type of bearer being activated/deactivated, i.e. default or dedicated.

	Linked EPS bearer identity
Indicates, in case of dedicated bearer, the EPS bearer identity of the default bearer.

	Initiator
The initiator of the procedure, either the network, HeNB, or the UE.

	Switch off indicator
Indicates whether a detach procedure is due to a switch off situation or not.

	Detach type
Parameter sent by the network to the UE to indicate the type of detach.

	Traffic Flow Template (TFT)
The EPS bearer traffic flow template (TFT) is the collection of all packet filters associated with that EPS bearer.

	Traffic Aggregate Description (TAD)
The TAD consists of the description of the packet filter(s) for the traffic flow aggregate.

	Serving MME address
The address of the serving MME.

	Old Location Information
Location Information of the subscriber before Tracking Area Update. If the signalling from RAN to the MME [XXX][YYY] includes the secondary cell ID, both the primary and secondary cell IDs shall be included in the location information.

	Correlation Number
The correlation number is used to correlate CC and IRI.

	Network Element Identifier
Unique identifier for the ICE reporting the event.

	Logical Function Information
Used to distinguish between multiple logical functions operating in a single physical network element.

	Failed attach reason
Reason for failed attach of the target.

	Failed bearer activation reason
Reason for failed bearer activation for the target.

	Failed Bearer Modification reason
The reason for failure of Bearer Modification.

	IAs
The observed Interception Areas.

	Bearer Deactivation cause
The cause of deactivation of the PDP context.

	EPS Bearer QoS
This field indicates the Quality of Service associated with the Bearer procedure.

	Request type
Indicates the type of request in an UE requested PDN connectivity, i.e. initial request or handover.

	CSG Identity
Uniquely identifies a CSG within one PLMN. Note: Open HeNBs do not have associated CSGs.

	CSG List
Identifies the membership of a given CSG (i.e., CSG Identities and associated expiration data for the UEs).

	HeNB Identity
Uniquely identifies a HeNB (i.e., HeNB equipment ID and HeNB name).

	HeNB IP Address
The public IP address of the HeNB provided to the HeNB location verifying node

	HeNB Location
Reports the location of the HeNB used during location verification.

	ISP Operator Identity
Identifies the ISP through which the HeNB is connected to the SeGW (e.g., IP address).

	Security Gateway IP Address
The IP Address of the Security Gateway that terminates the tunnel from the HeNB.

	Tunnel Protocol
The tunnel protocol used between the HeNB and the SeGW.

	ULI Timestamp
Indicates the time when the User Location Information was acquired.
The parameter is specified in TS 29.274 [38].

	Destination IP Address
The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number
The port number of the destination of the IP packet.

	Flow Label (IPv6 only)
The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

	Packet Count
The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason
The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size
The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address
The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number
The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)
The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period
Includes the dates and times of the first and last packets in a particular packet data interval.

	Transport Protocol (e.g., TCP)
The identification of the transport protocol of the packet or packet flow being reported.

	UE Local IP Address
The UE local IP address (IP SEC terminal Point) reported over GTP based S2b interface TS 29.274 [38] based on local policy for Fixed Broadband access network interworking.

	UE UDP Port
Used in case of GTP based S2b interface TS 29.274 [38] if NAT is detected and UE Local IP Address is present for Fixed Broadband access network interworking.

	WLAN location information
Used in case of GTP based S2b interface TS 29.274 [38]. Provides location information in form of TWAN Identifier, if available at ePDG/PDN-GW.

	WLAN location timestamp
Used in case of GTP based S2b interface TS 29.274 [38]. Provides location information timestamp in form of TWAN Identifier Timestamp, if available at ePDG/PDN-GW.

	ProSe Remote UE IDs
The identities of the ProSe remote UE connected to the Prose UE-to-NW Relay, see clause 17.3.

	ProSe Remote UE IP info
The IP address(es) of the ProSe Remote UE connected to the ProSe UE-to-NW Relay, see clause 17.3.

	location error code
	LALS positioning error identification code

	Secondary RAT Usage Indication
This is only reported by the S-GW.



[bookmark: _Toc4072513]12.2.2	X3-interface
The access method for the delivering of S-GW and/or PDN-GW Intercept Product is based on duplication of packets without modification at the S-GW and/or PDN-GW. The duplicated packets with additional information in a header are sent to DF3 for further delivery to the LEA.


Figure 12.2.2.1: Configuration for interception of S-GW/PDN-GW product data
In addition to the intercepted content of communication, the following information needs to be transferred from the S-GW and/or the PDN-GW to the DF3 to perform its functionality:
-	target identity;
-	correlation number;
-	time stamp (optional);
-	direction (indicates whether T-PDU is MO or MT) - optional;
-	the target location (if available) or the IAs in case of location dependent interception;
-	date/time of Location (if target location provided).
NOTE:	Location dependent interception for EPC is FFS.
[bookmark: _Toc4072514]12.2.3	EPS related events
[bookmark: _Toc4072515]12.2.3.1	Attach
When an attach activation is generated from the mobile an attach event is generated by the MME. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	Failed attach reason

	IAs (if applicable)

	PDN Type

	APN

	Protocol Configuration Options

	Attach type 

	EPS bearer identity

	CSG Identity (if closed/hybrid H(e)NB)*

	CSG List (if closed/hybrid H(e)NB)* 

	HeNB Identity*

	HeNB IP Address* 

	HeNB Location*

	Security Gateway IP address*

	Tunnel Protocol*

	ISP Operator Identity*



*	These elements are applicable for HeNB interception only.
[bookmark: _Toc4072516]12.2.3.2	Detach
For detach a detach-event is generated. The following elements will be delivered by the MME to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	IAs (if applicable)

	Detach initiator

	Switch off indicator

	Detach type

	CSG Identity (if closed or hybrid HeNB)*

	HeNB Identity*

	HeNB IP Address*

	HeNB Location*



*	These elements are applicable for HeNB interception only.
[bookmark: _Toc4072517]12.2.3.3	Bearer activation
When a bearer activation is generated a bearer activation-event is generated by the S-GW/PDN-GW. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	RAT type (note 1)

	PDN address allocation (note 1)

	Event Type 

	Event Time

	Event Date

	Correlation number

	APN (Access Point Name) (note 1)

	Bearer activation Type (default, dedicated)

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	Failed bearer activation reason

	IAs (if applicable)

	EPS bearer QoS (note 2)

	APN-AMBR (note 3)

	EPS bearer id (NSAPI)

	Protocol Configuration Options 

	Initiator

	Procedure Transaction Identifier

	Linked EPS bearer identity (note 2)

	Traffic Flow Template(s) (TFT) ( note 4)

	Handover indication

	UE Local IP Address (note 5)

	UE UDP Port (note 5)

	WLAN location information (note 5)

	WLAN location timestamp (note 5)



NOTE 1:	Only in case of default bearer activation; the parameter includes both PDN type and PDN address(es).
NOTE 2:	In case of unsuccessful default bearer activation, the parameter carries the requested EPS bearer QoS, otherwise it carries the EPS bearer QoS associated to the established bearer.
NOTE 3:	In case of unsuccessful default bearer activation, the parameter carries the subscribed APN-AMBR, otherwise it carries the APN-AMBR used for the established bearer.
NOTE 4:	TFT is applicable only in the case of dedicated bearer.
NOTE 5:	Applicable only to ePDG and PDN-GW in case of S2b interface.
NOTE 6:	Void.
[bookmark: _Toc4072518]12.2.3.4	Bearer deactivation
When a bearer deactivation is generated a bearer deactivation-event is generated by the S-GW/PDN-GW. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	Event Type 

	Event Time

	Event Date

	Correlation number

	Bearer deactivation Type (default, dedicated)

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	IAs (if applicable)

	EPS bearer id

	Initiator

	Procedure Transaction Identifier

	Bearer deactivation Cause (note )

	ULI Timestamp

	UE Local IP Address

	UE UDP Port

	WLAN location information

	WLAN location timestamp



In case all the bearers belonging to the same PDN connection are released at the same time, one event shall be sent for each bearer.
NOTE:	Cause can be present e.g. in case of inter S-GW TAU, when the new S-GW sends a bearer deactivation request to the old S-GW.
[bookmark: _Toc4072519]12.2.3.5	Bearer modification
When a bearer modification is detected, a bearer modification event shall be generated. These elements will be delivered by the S-GW/PDN-GW to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type 

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	IAs (if applicable)

	Initiator

	EPS Bearer QoS (Note 1)

	EPS bearer id

	Procedure Transaction Identifier

	RAT type

	APN-AMBR (Note 2)

	Traffic Flow Template(s) (TFT)

	Handover indication

	Failed Bearer Modification reason

	UE Local IP Address

	UE UDP Port

	WLAN location information

	WLAN location timestamp

	Second RAT Usage Indication



NOTE 1:	In case of unsuccessful default bearer modification, the parameter carries the requested EPS bearer QoS, otherwise it carries the EPS bearer QoS associated to the modified bearer.
NOTE 2:	In case of unsuccessful default bearer modification, the parameter carries the subscribed APN-AMBR, otherwise it carries the APN-AMBR used for the modified bearer.
The event may also be used by the PDN-GW to indicate a handover between different accesses. In this case, the RAT type indicates the new access after the handover.
[bookmark: _Toc4072520]12.2.3.6	Start of interception with active bearer
This event will be generated if interception for a target is started and if the target has at least the default bearer active. If more then one bearer is active, for each of them an event record is generated. The parameters which are defined for bearer activation (see related section) will be sent, if available, by the S-GW/PDN-GW to the DF2.
As an option, in case the event is sent due to a change of the involved S-GW, the new S-GW may provide as additional parameter, the "old location information". However, the absence of this information does not imply that interception has not started in the old location S-GW for an active bearer.
[bookmark: _Toc4072521]12.2.3.7	Tracking Area/EPS Location Update
For each TA/EPS Location Update an update-event with the elements about the new location is generated. The event shall be sent in case of Tracking Area Update, UE triggered Service Request, X2 based handover, S1 based handover, as specified in TS 23.401 [22]. In case of change of MME, the new MME shall send the event, and the old MME may optionally send the event as well. If the signalling from RAN to the MME [XXX][YYY] includes the secondary cell ID, both the primary and secondary cell IDs shall be included in the location information. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Location Information (only for the new MME)

	Old Location Information (only for the old MME)

	Time of Location

	IAs (if applicable)

	Failure reason

	HeNB Identity (NOTE1)

	HeNB IP Address (NOTE1)

	HeNB Location (NOTE1)

	ProSe Remote UE(s) IDs (NOTE 2)

	ProSe Remote UE(s) IP Info (NOTE 2)



NOTE 1:	These elements are applicable for HeNB interception only.
NOTE 2:	These elements identify the ProSe remote UEs connected to the ProSe UE-to-NW relay when the ProSe UE-to-NW relay is the target and are applicable only in case the target UE is a ProSe UE-to-NW Relay, see clause 17.3.
<<<<<<<<<<<<<<<<<<<<<<<<<< END OF CHANGE 3 >>>>>>>>>>>>>>>>>>>>>>>>>>>>






<<<<<<<<<<<<<<<<<<<<<<<<<< START OF CHANGE 4 >>>>>>>>>>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc4072735]18.2.4 SMS over NAS
[bookmark: _Toc4072736]18.2.4.0	Introduction
SMS over NAS reporting uses the architecture and interfaces defined in Clause 12 Lawful Interception for Evolved Packet System.
[bookmark: _Toc4072737]18.2.4.1	Structure of the events
SMS over NAS uses the MME as an ICE.
The following events are applicable to the MME:
-	SMS over NAS Report (Clause 18.2.4.2)
[bookmark: _Toc4072738]18.2.4.2 SMS over NAS Events
For separate delivery of SMS when the NAS infrastructure is used, the following events shall be reported from the MME to the DF:
1)	SMS over NAS (clause 18.2.4.3)
In addition, the following HSS events shall be reported:
2)	HSS Related events
a.	Serving Evolved Packet System (clauses 12.2.3.8, 12.4.3.10, 12.5.3.5)
b.	HSS subscriber record change (clauses 12.2.3.15, 12.3.4.18, 12.5.3.15)
c.	Cancel location (clause 12.2.3.16)
d.	Register Termination (clauses 12.3.3.16, 12.3.4.19)
e	Register location (clauses 12.2.3.17, 12.4.3.20)
f.	Location information request (clauses 12.2.3.18, 12.4.3.20, 12.5.3.17).
The above events shall be reported from the ICE to the DF independent of any other services that may or may not be intercepted.
Table 18.2.4.2. SMS over NAS Information Elements
	Observed MSISDN
MSISDN of the target.

	Observed IMSI
IMSI of the target.

	Observed IMEI
IMEI of the target; when it coincides with the IMEI, it shall be checked for each activation over the radio interface.

	Observed Non-Local ID
Target Identifier with the E. 164 number of Non-Local ID target.

	Event type indicating SMS over NAS.

	Event date
Date of the event generation in the ICE.

	Event time
Time of the event generation in the ICE. Timestamp shall be generated relative to ICE internal clock.

	Location Information (if available). If the signalling from RAN to the MME [XXX][YYY] includes the secondary cell ID, both the primary and secondary cell IDs shall be included by the MME in the location information.

	Time of Location
Date/Time of location. The time when location was obtained by the location source node.

	Network Element Identifier
Unique identifier for the ICE reporting the event.

	SMS
The SMS content with SMS header which is sent with the SMS-service. The header also includes the SMS-Centre address.

	SMS Initiator
SMS indicator whether the SMS is MO or MT or undefined.

	IAs
The observed Interception Areas.




<<<<<<<<<<<<<<<<<<<<<<<<<< END OF CHANGE 4 >>>>>>>>>>>>>>>>>>>>>>>>>>>>
































<<<<<<<<<<<<<<<<<<<<<<<<<< START OF CHANGE 5 >>>>>>>>>>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc4072858]22	Cell Supplemental Information Reporting
[bookmark: _Toc4072859]22.1	General 
The LEAs, when location reporting is authorized, have a need to identify the geo-location or civic location of a cell site when only a Cell Identity is provided in IRI. When this Cell Identity is provided in the IRI for location, the CSP has an obligation to provide the specific Cell site information servicing the target. If the signalling from RAN to the MME [XXX][YYY] includes a secondary cell ID, both the primary and secondary cell IDs shall be reported to the LEMF whenever location reporting is triggered. A Cell Site Reporting capability is an option for an operator to provide this supplemental cell site location information in automated fashion to the LEAs. Other means may be possible, e.g. the capability to send the all or selected sets of Cell Supplemental Information records directly to the LEMF on a one-way update at a time chosen by the operator, but are not specified here. The DF will be tasked to deliver a Cell Site Report (CSR) that is inclusive of the cell site information retained in a CSP Cell Database. It is assumed that the source of information for this comes from CSP network engineering and network planning facilities.
When a Cell Identity is encountered in the IRI being reported to the LEA, the CSP may consult internal network records and assemble the geo-location or civic location information, and add this supplemental cell information to the IRI being reported to the LEA, if the IRI event has been sent to the LEMF the DF will generate a CSR. 
<<<<<<<<<<<<<<<<<<<<<<<<<< END OF CHANGE 5 >>>>>>>>>>>>>>>>>>>>>>>>>>>>
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