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Decision/action requested

It is requested that an explicit requirement on providing encryption keys from home CSP to visited CSP in roaming situations is added to TS 33.126.
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Background

In the past, there have been some standards development in 3GPP that causes conflicts between the need for security and regulatory LI compliance in roaming situations.  For example, 

1. When using the S8HR solution [1] for access to IMS, the IMS access security cannot utilize encryption as it would prevent Lawful Intercept in the VPLMN. A similar situation exists in the case of BEST [2].
2. The Generic Bootstrapping Architecture (GBA) defined in [3] lacks a solution for LI in roaming situations (see [4], clause 14.2).

3. SA3LI has previously issued an LS on concerns with the proposed Steering of Roaming (SoR) solution, [5], creating an encrypted channel from HPLMN to the UE which cannot be intercepted in the VPLMN.

At the recent 3GPP SA3#94-Ad Hoc in Stockholm, a number of contributions on the AKMA architecture were discussed. AKMA (Authentication and Key Management for Applications, [6]) can be seen as a 5G version of the GBA standard [3], by which generic, application layer security keys are produced in the HPLMN by leveraging the USIM. In more detail, a so called anchor key is produced based on key provided by the USIM/UDM, from which other keys can be derived and provided to various network functions or even a third party, e.g. an OTT service. Some contributions, e.g. [7], proposes that this anchor key is only made available to the AUSF in the HPLMN. While regulatory concerns have been raised (see e.g. [8] and “Key issue #10” of [6]) it was also clear from the discussion at SA3#94-Ad Hoc that an obligation for the HPLMN to provide the VPLMN with encryption keys is not obvious to all parties in SA3.

Indeed, in the current version of 33.126, there is no explicit requirement on this. There are two related requirements, namely:

R6.4 - 160
Encryption - The CSP shall remove any encryption it provides or manages before delivery of the Interception Product to the LEA, or shall provide the LEA the information necessary to decrypt the intercepted communications (e.g. keys, algorithms, parameters) included with the Interception Product.
R6.4 - 170
CSP provided Encryption Keys - If the CSP provides encryption keys to the target, but is not involved in the encryption service, the CSP shall provide the keys to the LEA. 
However, the way these requirements are formulated (see underlined text), they do not cover a roaming situation where the keys are provided by the home CSP but where LI is being activated in the visited CSP jurisdiction. In the case of AKMA, if (encryption) keys are not provided to the visited CSP, the only means for LI to occur is that the visited CSP simply blocks the AKMA signalling. Furthermore, to avoid LI being detectable, this blocking needs to always occur, independent of whether LI is activated or not. This is obviously not an optimal solution from security point of view. 
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Conclusion and proposal

It is proposed to add an explicit requirement to TS 33.126, stating that generated encryption keys shared between home CSP and one of its subscribers shall always be provided to the visited CSP. Authentication keys (e.g. the AKMA anchor key itself) or keys used for remote provisioning of the USIM (e.g. OTA keys) need not be provided. On the other hand, keys provided to a 3rd party (e.g. OTT) needs always to be provided. A suggestion for a requirement to this effect can be found in the attached draft CR [9].
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