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Abstract of the contribution: This contribution highlights some issues in triggering CC interception in the CC-POI present in the UPF from the CC-TF present in the SMF. 
Introduction:
The current version of TS 33.128 specifies triggering of CC interception in the CC-POI present in the UPF from the CC-TF present in the SMF as follows (some text has been highlighted in yellow as relevant for the discussion):  

[bookmark: _Toc3239784][bookmark: _Hlk3816594]6.2.3.3.1	LI_T3 interface specifics
When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI present in the UPF over the LI_T3 interface.
When the CC-TF in the SMF detects that a PDU session has been established for a target UE (i.e. when the SMF sends the N4: Session Establishment Request and N4: Session Modification Request to the UPF), it shall send an activation message to the CC-POI in the UPF over the LI_T3 interface. The activation message shall contain the correlation identifiers that the CC-POI in the UPF shall use with the xCC. This can be achieved by sending an ActivateTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.1 with the following details.
Table 6.2.3-6: ActivateTask message for triggering the CC-POI in the UPF
	ETSI TS 103 221-1 field name
	Description
	M/C/O

	XID
	Set to the same XID associated with the interception in the SMF.
	M

	TargetIdentifiers
	[bookmark: _Hlk4059702]Packet detection criteria as determined by the CC-TF in the SMF, which enables the UPF to isolate target traffic. The CC-POI in the UPF shall support at least the following identifier types:

· GTP Tunnel ID.
· IPv4 address.
· IPv6 address.

NOTE:	This value is the target identifier for the CC-POI in the UPF, and may be different from the target identifier specified in the warrant.
	M

	DeliveryType
	Set to “X3Only”.
	M

	ListOfDIDs
	Delivery endpoints for LI_X3. These delivery endpoints shall be configured by the CC-TF in the SMF using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	CorrelationNumber
	Correlation ID to assign to X3 PDUs generated by the CC-POI in the UPF.
	M



Discussion:

Issue 1

The assumption that when the SMF sends the N4: Session Establishment Request and N4: Session Modification Request to the UPF a session can be considered established seems not correct, as the N4 procedure could fail.

Issue 2 

The text highlighted in yellow in the introduction refers to two separate messages, i.e. N4: Session Establishment Request and N4: Session Modification Request

According to TS 23.502 v.15.4.1, clause 4.3.2.2.1, Figure 4.3.2.2.1-1, in step 10a a N4 Session Establishment/Modification Request is sent from the SMF to the UPF; looking at the normative text after the figure, the following is stated 

10.	If Request Type indicates "initial request", the SMF initiates an N4 Session Establishment procedure with the selected UPF, otherwise it initiates an N4 Session Modification procedure with the selected UPF:
10a.	The SMF sends an N4 Session Establishment/Modification Request to the UPF and provides Packet detection, enforcement and reporting rules to be installed on the UPF for this PDU Session. If CN Tunnel Info is allocated by the SMF, the CN Tunnel Info is provided to UPF in this step. If the selective User Plane deactivation is required for this PDU Session, the SMF determines the Inactivity Timer and provides it to the UPF. The SMF provides Trace Requirements to the UPF if it has received Trace Requirements.
10b.	The UPF acknowledges by sending an N4 Session Establishment/Modification Response. If CN Tunnel Info is allocated by the UPF, the CN Tunnel Info is provided to SMF in this step.
So, according to the above, Session Establishment Request and Session Establishment Modification Request are mutually exclusive, and not sent both at this stage.

A N4 Session Modification request is then sent after step 16a in the same figure. 

The current text in TS 33.128 needs to be clarified as whether it should be intended as the same messages mentioned in step 10 (mutually exclusive) or if it should be intended that the CC triggering is sent after step 16a (N4 Session Modification Request from SMF to UPF). In the following, it is assumed that the former interpretation is the correct one.

Issue 3

According to TS 29.244, clause 5.5.1 “F-TEID shall be allocated either by the CP function or the UP function. The support of F-TEID allocation by the CP function is mandatory. The support of F-TEID allocation by the UP function is optional.” 
In case the F-TEID is allocated by the UP function, as specified in clause 5.5.1.3, “If the PDR(s) is created successfully, the UP function shall return the F-TEID(s) it has assigned to the PDR(s) or to the Traffic Endpoint(s) in the PFCP Session Establishment Response or PFCP Session Modification Response.”
So, in such case, it is unclear how the CC-TF in the SMF can provide the GTP tunnel id as a proper target identifier in the ActivateTask message to be sent to the CC-POI in the UPF, given that the F-TEID has not been received at the SMF yet.

Issue 4 
In case of Home-routed roaming, see TS 23.502 clause 4.3.2.2.2, immediately after the N4 session establishment procedure is performed between the H-SMF and H-UPF, the first downlink data can be sent by the UPF towards the target. If, as per issue 2, the F-TEID is not available before the N4 Session Establishment Response is received at the SMF (and UE IP address is not appropriate target id to be used), the ActivateTask message could be handled by the CC-POI present at the UPF after that the first downlink data is sent towards the target.

Issue 5
[bookmark: _GoBack]In case CC POI triggering fails at the UPF due to e.g. insufficient resources, the CC-TF at the SMF should report the error to the LIPF. This seems not covered by the current version of the TS.

Proposal:
It is proposed to agree whether the above issues need clarifications and or corrections on the LI specifications.
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