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	Reason for change:
	Based on the discussion paper in S3i90223, this contributrion provides an alternate implementation of CC-POI for 5GC. The main motiviation for providing this implementation are repeated here:

1. Most operators for 5GC are looking at multi-access edge compute (MEC) architecture with many more UPFs than is the case for 4G. This trend is also driven by opeators having many more peer-points and traffic volume increases, with a UPF at the peer-points. Having an external CC-POI can offload POI related functionality on to a separate dedicated secure LI node. This helps scalability of the UPFs. Reduce performance degradation on the UPF due to supporting full LI functionality. Enable the use of specialized hardware on the external CC-POI. Provide statistical multiplexing gains in the external CC-POI which can serve a large number of UPFs. 

2. Reduce the fan-in requirements at the MDF3 from the large number of UPFs that will be depolyed for 5G.

3. By placing external CC-POI close to the UPF, one can run more efficient protocols (eg. UDP/rUDP) between the UPF and external CC-POI. This can reduce compute requirements on the UPFs. LI_X3 between the external CC-POI and MDF3 is not changed. Efficient forms of TCP (eg. with multiple streams) can be run between the external CC-POI and MDF3

4. Similar architecture to that specified for EPC for user-plane for CUPS. The PGW-U and UPF are very similar functions and having both PGW-U and UPF to support same interfaces (to the CP and duplicated-forwarded-user-plane) will speed the development and deployment of LI for 5G. No new protocols need to be specified. X3u protocol is the same as that specified in 29.224 (CP-UP interface in CUPS stage 3 specification). N4' is already specified in 29.244. LI_X3 is not modified.

Moreover having an external CC-POI is already allowed as an implementation option in clause 8.5 as a "non-embedded" POI. However, clause 8.5 is very generic and it is better to have the option of an external CC-POI for 5GC explicitly spelled out.

	
	

	Summary of change:
	Added an alternate implementation for UPF LI with an external CC-POI which is more applicable to the large number of UPFs deployment of 5GC.

	
	

	Consequences if not approved:
	Require significant additional capability in MDF3 to handle the large number of UPFs that will be deployed in 5GC. Also will cause significant increase in compute requirements in UPF hosting full CC-POI. 
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***************** FIRST CHANGE **********************
[bookmark: _Toc4080146][bookmark: _Toc4080209]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System".
[3]	3GPP TS 33.126: "Lawful interception requirements".
[4]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[5]	3GPP TS 23.271: "Functional stage 2 description of Location Services (LCS)".
[6]	OMA MLP: "Mobile Location Protocol V3.3".
NOTE:	Available at http://www.openmobilealliance.org.
[7]	ETSI TS 103 120: "Lawful Interception (LI); Interface for warrant information".
[8]	ETSI TS 103 221-1: "Lawful Interception (LI); Part 1: Internal Network Interface X1 for Lawful Interception".
[9]	3GPP TS 33.501: "Security Architecture and Procedures for the 5G System".
[10]	ETSI GR NFV-SEC 011: "Network Functions Virtualisation (NFV); Security; Report on NFV LI Architecture".
[11]	3GPP TS 33.107: "3G Security; Lawful interception architecture and functions".
[12]	3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".
[13]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[x]	3GPP TS 29.244: "Interface between the Control Plane and the User Plane of EPC Nodes; Stage 3".

************ NEXT CHANGE ****************************

6.2.3	LI for SMF/UPF
[bookmark: _Toc4080210]6.2.3.1	Architecture
In the 5GC network, user plane functions are separated from the control plane functions. The SMF that handles control plane actions (e.g. establishing, modifying, deleting) for the PDU sessions shall include an IRI-POI that has the LI capability to generate the related xIRI. The UPF that handles the user plane data shall include a CC-POI that has have the capability to duplicate the user plane packets from the PDU sessions based on the interception rules received from the SMF. Figure 6.2-4 shows the LI architecture for SMF/UPF based interception.


Figure 6.2-4: LI architecture showing LI at SMF/UPF
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides it to the LIPF.
The LIPF present in the ADMF provisions IRI-POI (present in the SMF), MDF2 and MDF3 over the LI_X1 interfaces. To enable the interception of the target's user plane packets (e.g. when the warrant requires the interception of communication contents), the CC-TF present in the SMF is also considered to be provisioned with the intercept data.
NOTE 1:	The IRI-POI and CC-TF represented in figure 6.2-4 are logical functions, require a close coupling between the two and as such may be handled by the same process within the SMF.
The LIPF may interact with the SIRF (over LI_SI) present in the NRF to discover the SMFs and UPFs in the network. The IRI-POI present in the SMF detects the PDU session establishment, modification, and deletion related events, generates and delivers the related xIRI to the MDF2 over LI_X2. The MDF2 delivers the IRI messages to the LEMF over LI_HI2.
When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI present in the UPF over the LI_T3 interface which can be based on N4 functionalities (between SMF and UPF) with LI specific security measures applied.
The trigger sent from the CC-TF to CC-POI includes the following information:
· User plane packet detection rules.
· Target identity.
· Correlation number.
· MDF3 address.
NOTE 2:	When LI_T3 is used, the LI_X1 between LIPF and CC-POI present in the UPF is used to monitor the user plane data.
The CC-POI present in the UPF generates the xCC from the user plane packets, and delivers the xCC (that includes the correlation number and the target identity) to the MDF3. The MDF3 delivers the CC to the LEMF over LI_HI3.
An alternative implementation with an additional external CC-POI is shown in Figure 6.2-5.

[image: ][image: ]

Figure 6.2-5: LI architecture showing LI at SMF/UPF with additional external CC-POI.
The UPF duplicates the user plane packets of the traffic to be intercepted (identified by the packet detection rules) as instructed by the SMF and then sends the duplicated user plane packets to the external CC-POI over the X3u reference point. The SMF also provides the forwarding action rules (intercepted packet identification rules, address of the external CC-POI) to the UPF over the LI_T3 interface which enables the UPF to determine how to send the duplicated user plane packets over the X3u reference point to the external CC-POI. The CP function provides the intercept control information (such as correlation identifier, target identity, and intercepted packet identification rules) to the external CC-POI over the LI_X3 reference point. The external CC-POI receives the user plane packets from the UP function (over the X3u reference point), associates the user plane packets to the target interception based on the intercept related information that it received from the CP function (over the LI_X3 reference point) and then delivers the CC to the MDF3 over the LI_X3 reference point. 
NOTE 1:	The external CC-POI can be a standalone or be co-located with a UPF. In the latter case, the architecture reduces to that shown in Figure 6.2-4.
NOTE 2:	The X3u interface is same as that specified in TS 29.244 [x] for EPC and used between CUPS User plane and SX3LIF functionality specified in TS 33.107 [11]. The X3u interface needs to be a secure interface.
A warrant that does not require the interception of communication contents, may require IRI messages that have to be derived from the user plane packets. To support the generation of related xIRI (i.e. that requires access to the user plane packets), the present document supports two implementation approaches:
-	In approach 1, the IRI-POI responsible for the generation of such xIRI resides in the UPF. Such an IRI-POI requires a trigger to enable it to detect the user plane packets. The corresponding Triggering Function (IRI-TF) resides in the same SMF that has the IRI-POI for the other xIRI.
-	The trigger sent by the IRI-TF (present in the SMF) to the IRI-POI (present in the UPF) includes the following:
-	User plane packet detection rules.
-	Target identity.
-	Correlation number.
-	MDF2 address.
-	The IRI-POI present in the UPF generates the xIRI (that includes the correlation number and the target identity) from the user plane packets and sends it to the MDF2. The MDF2 generates the IRI messages and send them to the LEMF.
-	In approach 2, xCC is generated by the CC-POI present in the UPF as if the warrant involves the interception of communication contents. To enable this, the CC-TF presumed to be present in the SMF even when the warrant does not require the interception of communication contents. As explained before, the CC-POI generates the xCC and sends it to the MDF3. In the architectural alternative with the additional external cc-POI the external cc-POI generates the xCC and sends it to the MDF-3.  The MDF3 (based on the provisioned intercept information) does not generate and deliver the CC to the LEMF. Instead, the MDF3 forwards the xCC to the MDF2 over LI_MDF interface. The MDF2 then generates the IRI messages from xCC and delivers those IRI messages to the LEMF.
NOTE 3:	The IRI-POI and IRI-TF present in the SMF may be handled by the same process in the SMF.
NOTE 4: 	When multiple warrants are active on a target with one requiring the interception of communication contents and the other not (in other words, this other one requiring xIRI from user plane packets), the first approach requires the UPF to have both CC-POI and IRI-POI and the SMF to have IRI-POI, IRI-TF and CC-TF. Alternatively, the interception of communication contents is required anyway for one warrant, and hence, the second approach will become simpler and therefore, may be preferable.
NOTE 5:	Directly provisioned CC-POI is not considered in the present document.


image1.emf
LEMF

MDF2

MDF3

UPF

CC-POI

SMF

CC-TF

LIPF

LICF LEA

LI_X1

LI_X2

LI_X3

LI_HI3

LI_X1 LI_X1

LI_X1

(management)

LI_HI1

LI_MDF

LI_ADMF

MDF

ADMF

LI_T3

LI_HI2

IRI-POI


Microsoft_Visio_Drawing5.vsdx


LEMF
MDF2
MDF3

UPF
CC-POI

SMF

CC-TF
LIPF
LICF
LEA
LI_X1
LI_X2
LI_X3
LI_HI3
LI_X1
LI_X1
LI_X1
(management)
LI_HI1
LI_MDF
LI_ADMF
MDF
ADMF
LI_T3
LI_HI2
IRI-POI



image2.png
. ADMF |

LEA LI_LHM — »  LICF
LI_ADMF
LI_X1
LLX1  Lxi
le— LI_HI2 —{ MDF2 | i LI_X1
: IRI-POI | CC-TF (management)
LI_MDF

LEMF

le— LILHIB ——|





image3.emf



LEMF



MDF2



MDF3



UPF
CC-POI



SMF



CC-TF



LIPF



LICFLEA



LI_X1



LI_X2



LI_X3LI_HI3



LI_X1LI_X1



LI_X1
(management)



LI_HI1



LI_MDF



LI_ADMF



MDF



ADMF



LI_T3



LI_HI2
IRI-POI



LI_T3



CC-POILI_X3



LI_T3



X3u










LEMF

MDF2

MDF3

UPF

CC-POI

SMF

CC-TF

LIPF

LICF LEA

LI_X1

LI_X2

LI_X3

LI_HI3

LI_X1 LI_X1

LI_X1

(management)

LI_HI1

LI_MDF

LI_ADMF

MDF

ADMF

LI_T3

LI_HI2

IRI-POI

LI_T3

CC-POI

LI_X3

LI_T3

X3u


image20.png
. ADMF |

LEA LI_LHM — »  LICF
LI_ADMF
LI_X1
LLX1  Lxi
le— LI_HI2 —{ MDF2 | i LI_X1
: IRI-POI | CC-TF (management)
LI_MDF

LEMF

le— LILHIB ——|





image30.emf



LEMF



MDF2



MDF3



UPF
CC-POI



SMF



CC-TF



LIPF



LICFLEA



LI_X1



LI_X2



LI_X3LI_HI3



LI_X1LI_X1



LI_X1
(management)



LI_HI1



LI_MDF



LI_ADMF



MDF



ADMF



LI_T3



LI_HI2
IRI-POI



LI_T3



CC-POILI_X3



LI_T3



X3u










LEMF

MDF2

MDF3

UPF

CC-POI

SMF

CC-TF

LIPF

LICF LEA

LI_X1

LI_X2

LI_X3

LI_HI3

LI_X1 LI_X1

LI_X1

(management)

LI_HI1

LI_MDF

LI_ADMF

MDF

ADMF

LI_T3

LI_HI2

IRI-POI

LI_T3

CC-POI

LI_X3

LI_T3

X3u


