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Abstract of the contribution: This discussion document is analysis on what is Network Exposure Function (NEF) and why SA3LI may have enrich TS 33.127 and later TS 33.128 with a PoI in this function due for some impacts that third parties could have on target usages. 

Context
NEF provides means to securely expose the services and capabilities provided by 3GPP network functions through Northbound APIs for application developers in the enterprise, full MVNO, SMS wholesale brokers, and Over-The-Top (OTT) space. It will let them to improve the quality of experience for internet application and device provisioning of end user through partnerships with MNOs. Such interactions seem not be detected by the other PoIs defined in TS 33.127 and may not let MNO respects some existing TS 33.126 LEA’s requirements (see below) on interaction of third parties to one target.
For example, based on NEF specifications of 3GPP, LEA may not identify the source of changes, made through NEF by third parties, in target usages, such as 
· translate internal/external information,  
· add, replace or remove UPF(s) in the data path, 
· allocate new prefix to the UE (when IPv6 multi-Homing applies), 
· update the UPF with new traffic steering rules, 
· service of MSISDN-less MO SMS... 
It is also specifically involved in:
·  “5G LAN” (5G LAN group member, identifed by GPSI/update the UE Identities of the 5G LAN group at any time after the initial provisioning), 
·  “Non-IP Data Delivery (NIDD) (ie delivering data via a PDU Sessions of type "Unstructured" based on MSISDN but also specific External Identifier). 
·  “Edge Computing”, specially on Control Plane Network Functions.
· I “Reliable Data Service (RDS)” (specially for session of PDU Type 'Unstructured').
NEF may support CAPIF (see TS 23.222)
[bookmark: _Toc2698356]What is NEF? (cf. TS 23502 and TS 29.522)
From TS 23.502: 
“The Network Exposure Function (NEF) supports external exposure of capabilities of network functions. External exposure can be categorized as Monitoring capability, Provisioning capability, Policy/Charging capability and Analytics reporting capability. The Monitoring capability is for monitoring of specific event for UE in 5G System and making such monitoring events information available for external exposure via the NEF. The Provisioning capability is for allowing external party to provision of information which can be used for the UE in 5G System. The Policy/Charging capability is for handling QoS and charging policy for the UE based on the request from external party. The Analytics reporting capability is for allowing an external party to fetch or subscribe/unsubscribe to analytics information generated by 5G System.”
“The Expected UE Behaviour parameters or the Network Configuration parameters can be provisioned by external party via the NEF to the AMF or SMF”…
 From TS 29.522:
“The Network Exposure Function (NEF) is a functional element that supports the following functionalities:
-	The NEF shall securely expose network capabilities and events provided by 3GPP NFs to AF.
-	The NEF shall provide a means for the AF to securely provide information to 3GPP network and may authenticate, authorize and assist in throttling the AF.
-	The NEF shall be able to translate the information received from the AF to the one sent to internal 3GPP NFs, and vice versa.
-	The NEF shall support to expose information (collected from other 3GPP NFs) to the AF.
-	The NEF may support a PFD Function which allows the AF to provision PFD(s) and may store and retrieve PFD(s) in the UDR. The NEF further provisions PFD(s) to the SMF. “
NEF Procedures: (cf TS 29 522)
The NEF procedures are in the existing SA2/CT group specifications:
for Monitoring (example: monitoring event such as change of IMSI-IMEI(SV) to the change of SUPI-PEI association)
· for Device Triggering (it acts as MTC-IWF, UE location reporting to third party)
· for resource management of Background Data Transfer
· for CP Parameters Provisioning
· for PFD Management
· Procedures for Traffic Influence 
“The external AF can send NEF messages related to individual or group of UE that may include the AF Service Identifier, external Group Identifier, external Identifier, any UE Indication, the UE IP address, GPSI, DNN, S-NSSAI, Application Identifier or traffic filtering information, Subscribed Event, Notification destination address, a list of geographic zone identifier(s), AF Transaction Identifier, a list of DNAI(s), routing profile ID(s) or N6 traffic routing information, Indication of application relocation possibility, type of notifications, Temporal and spatial validity conditions...”
· For the time being, LEMF may not be not aware on some of this message related to a target that may be in the interest of the LEA.
More detailed information on the NEF Events for specific or group of UE of a specific authorized external AF:
“Monitoring capability is comprised of means that allow the identification of the 5G network function suitable for configuring the specific monitoring events, detect the monitoring event, and report the monitoring event to the authorized external party. Monitoring capability can be used for exposing UE's mobility management context such as UE location, reachability, roaming status, and loss of connectivity…..”
“Provisioning capability allows an external party to provision the Expected UE Behavior or the 5GLAN group information or service specific information to 5G NF via the NEF. The provisioning comprises of the authorization of the provisioning external third party, receiving the provisioned external information via the NEF, storing the information, and distributing that information among those NFs that use it….” “In the case of provisioning the Expected UE Behavior, the externally provisioned information which is defined as the Expected UE Behavior parameters in TS 23.502 [3] clause 4.15.6.3 or Network Control parameter TS 23.502 [3] clause 4.15.6.3a consists of information on expected UE movement, Expected UE Behavior parameters or expected Network Configuration parameter. The provisioned Expected UE Behavior parameters may be used for the setting of mobility management or session management parameters of the UE
“Policy/Charging capability is comprised of means that allow the request for session and charging policy, enforce QoS policy, and apply accounting functionality…”.
“Analytics reporting capability is comprised of means that allow discovery of type of analytics that can be consumed by external party… generated by NWDAF.”
TS 33126 requirements
Based on the feature of NEF function, key elements with third parties, it seems that existing TS 33.127 (and subsequently TS 33.128) don’t respect: 
R6.2 - 190	 CSP managed 3rd party functions - To the extent that a CSP manages or controls a Third Party network function (e.g. relay or forwarding functions), the CSP shall be able to perform LI on the function.
R6.3 - 30	Multi Party Service Interception - CSP shall be able to report the multi-party service Interception Product of targeted group communications and its users.
R6.3 - 40	Third Party Assisted Services - If a CSP uses Third Parties as part of its service provision, the CSP shall be responsible for ensuring that the overall service complies with applicable LI regulations and requirements.
R6.3 - 50	Third Party ME or UE Interception - To the extent that a CSP manages a Third Party ME or UE, the CSP shall be able to report communications of such Third Party ME or UE (e.g. status of devices with a relay or forward function).
R6.3 - 60	Third Party ME or UE Users Interception - To the extent that a CSP manages Third Party ME or UE, the CSP shall be able to report communications of the end users connected to the CSP network via a Third Party ME or UE that is managed by the CSP (e.g. status of users communicating via ME or UE with a relay or forward function
R6.3 - 450	Service Modification - The CSP shall report service modifications (e.g., changes to content, content descriptors, timing descriptors, group participation, copy of service content).
R6.3 - 500	Context Comprehensibility - The CSP shall include in Interception Product information that allows the LEA to establish the Context of Communications.
R6.3 - 510	Service Indication - The CSP shall include in Interception Product an indication of the communication service as known by the CSP network.
Proposal 
Guidance and decisions from SA3LI is requested specially on TS 33.127 and later on TS 33.128 (release 16 and onwards) to add NEF as 3GPP function with PoI, to enrich some LI events and parameters, especially in case of internal/external identities translation in order:
· [bookmark: _GoBack]To intercept any exchanged content or any extra signaling between third parties and target(s).
· To respect R6.3 – 30, R6.3 – 40, R6.3 – 50, R6.3 – 60, R6.3 – 450, 	R6.3 – 510, especially R6.2 – 190.
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