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Abstract of the contribution: This contribution analyses limitations of TCP as transport protocol for X3 and HI3, considers possible ways forward for TS 33.128 and proposes to add UDP/DTLS as additional option to TCP as transport mechanism for LI_X3 and LI_HI3.
Introduction:
In the current version of TS 33.128, ETSI DTS 103 221-2 and TS 102 232-1 are adopted as standard interfaces respectively for LI_X3 and LI_HI3. For the transport protocol, DTS 103 221-2 specifies a default profile based on TCP and allows further profiles to be defined for LI_X3; TS 102 232-1 describes a transport layer based on TCP. 
In last SA3-LI meeting the proposal to add UDP/DTLS as alternative option for transport protocol, to cope with 5G full rate from a given intercepted user and typical average rates from all intercepted users in a 5G scenario, was not agreed, see S3i190031. 
This document provides some additional information and propose again possible text in light of the approval of TS 33.128 for rel-15.
TCP Limitations:
LI interface, transport connection and node capacity shall be adequate to handle full rate from a given user as well as typical average rates over all users.  In an ideal case where there is no packet loss the advantages to use TCP against UDP could be questionable.
When packet loss exists, however, TCP implies throughput restrictions.  
A classic reference on this topic is publicly available at the following web page https://www.slac.stanford.edu/comp/net/wan-mon/thru-vs-loss.html
Using this reference it can be found by using appropriate numbers, it can be found that e.g.with a packet loss of just 1 packet in 100,000 there can be a TCP limit of  76 Mbit/sec. Changing to 1 in 10 Million only changes it to 740 Mbit/sec.

So, this results that one TCP connection will be not appropriate for 5G when there is any measurable packet loss. 

Multiple TCP connections are needed for one user to deal with a loss of even 1 packet in 10 million packets.

Rates on connections will vary immensely with each transient packet loss. Those multiple TCP connections then create a huge amount of out of order packet delivery at MF/DF. To achieve in order delivery, sequence numbers and a jitter buffer at the MD/DF would be needed.  If this can be done, one can do that with UDP as well (same as what is done in RTP). So only thing TCP gave was handling small packet losses.  That is the only addition UDP needs (i.e. buffering for order of 100ms and retransmission of loss). 

Even considering recent enhancements and more advanced implementations positively affecting TCP, it has to be expected that numbers will not differ too much from the above. 

Current status:

ETSI TC-LI has approved a WI to consider the concerns above and it is expected that the outcome will be ready in a few months from now; possible impacts to ETSI LI specifications will be handled by TC-LI.

Discussion:

Given all the above it is proposed to add some text, allowing UDP/DTLS as alternative option for transport mechanism, send TS 33.128 for approval and leave further enhancements, if needed, to future versions/release of the specification.

Proposal:
Agree the proposed changes to TS 33.128. 

**** First Change ****
[bookmark: _Toc343925]5.3.3	Usage for realising LI_X3
The POI sending xCC messages over the LI_X3 interface shall set the PDU type field to “X3 PDU”. (see ETSI TS 103 221-2 [8] clause 5.1).
ETSI TS 103 221-2 [8] specifies in clause 6 a default profile, allowing further profiles to be defined. The default profile specified in ETSI TS 103 221-2 [8] shall be supported. However, based on agreement between network operator and LEA, in order to cope with 5G full rate from a given intercepted user and typical average rates from all intercepted users in a 5G scenario, UDP/DTLS may be used as alternative transport protocol for LI_X3.

**** Next Change ****

[bookmark: _Toc343931]5.5.3 	Usage for realising LI_HI3
The LI_HI3 PDUs are structured as a header and a payload. The header contains general information like LIID, timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains content of communication based on information that the MDF3 has received from sources in the network, such as the CC-POI as described in clauses 6 and 7 of the present document. Details of the LI_HI3 messages can be found in Annex B of the present document. Messages defined as passing over the LI_HI3 interface shall be passed as the payload of the threeGPPCC field (see ETSI TS 102 232-7 [10] clause 15).
Transport layer based on TCP as described in clause 6.4 of ETSI TS 102 232-1 [9] shall be supported. However, based on agreement between network operator and LEA, in order to cope with 5G full rate from a given intercepted user and typical average rates from all intercepted users in a 5G scenario, UDP/DTLS may be used as alternative transport protocol for LI_HI3.

Editor’s Note – ETSI TS 102 232-7 Clause 15 does not yet exist, and will either be introduced by a CR or the text above will be revised.
**** End of Changes ****
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