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Abstract of the contribution: This contribution proposes ASN.1 definitions for the “top level” HI- and X-interface PDU structures.

This contribution does the following
· Adds a new set of top-level structures for “X” and “HI” PDUs
· Proposes a change to the naming convention for the events to shorten them

This contribution doesn’t
· Fix the top-level module construct (see s3i190118)
· Supply any of the missing types (see s3i190116)
· Touch “Location” structures (see Roger’s contribution)



	 FIRST CHANGE (ANNEX A) 	
[bookmark: _Toc344000]Annex A (normative): Structure of the Internal Interface

Editor’s Note: Structure of the LI_X, LI_T & LI_SI etc interfaces similar to Annex B.
The threeGPPCCContents field shall be populated with the BER-encoded PDU as follows.

-- ######################################################
-- X2 xIRI Definitions
-- ######################################################

XIRIMessage ::= CHOICE
{
    fiveGxIRI   [1] FiveGxIRI
}

FiveGxIRI ::= SEQUENCE
{
    fiveGEvent [1] FiveGEvent
}



-- ######################################################
-- X3 xIRI Definitions
-- ######################################################

-- None required for Rel15



-- ######################################################
-- HI2 Definitions
-- ######################################################

IRIMessage ::= CHOICE
{
    fiveGIRI    [1] FiveGIRI
}	

FiveGIRI ::= SEQUENCE
{
    fiveGEvent [1] FiveGEvent
}	



-- ######################################################
-- HI3 Definitions
-- ######################################################

HI3CCPDU ::= CHOICE
{
    uPFCCPDU    [1] UPFCCPDU
}

UPFCCPDU ::= OCTET STRING



-- ######################################################
-- 5G Definitions
-- ######################################################

FiveGEvent ::= CHOICE
{
    aMFEvent    [1] AMFEvent,
    sMFEvent    [2] SMFEvent,
    sMSFEvent   [3] SMSFEvent,
    lALSEvent   [4] LALSEvent
}


-- AMF-related events, see clause 6.2.2
AMFEvent ::= CHOICE 
{
    registration                        [1] AMFRegistration,
    deregistration                      [2] AMFDeregistration,
    locationUpdate                      [3] AMFLocationUpdate,
    startOfInterceptionWithRegisteredUE [4] AMFStartOfInterceptionWithRegisteredUE,
    unsuccessfulProcedure               [5] AMFUnsuccessfulProcedure
}


-- SMF/UPF-related events, see clause 6.2.3
SMFEvent ::= CHOICE 
{
    pDUSessionEstablishment                         [1] SMFPDUSessionEstablishment,
    pDUSessionModification                          [2] SMFPDUSessionModification,
    pDUSessionRelease                               [3] SMFPDUSessionRelease,
    startOfInterceptionWithEstablishedPDUSession    [4] SMFStartOfInterceptionWithEstablishedPDUSession
}


-- SMSF-related events, see clause 6.2.5
SMSFEvent ::= CHOICE    
{
    sMSMessage  [1] SMSMessage
}


-- LALS-related events, see clause 7.3.3
LALSEvent ::= CHOICE    
{
    lALSReport   [1] LALSReport
}


UPFPDURecord ::= OCTET STRING
The message shall contain the following payload, encoded as per clause 5.3.2.
XIRIAMFRegistrationMessage ::= SEQUENCE
{
-- See clause 6.2.2.2.2 for details of this structure
	
	registrationType			[1] AMFRegistrationType,
	registrationResult			[2]	AMFRegistrationResult,		
	sliceInformation			[3]	SliceInformation			OPTIONAL,
	supi						[4]	SUPI,
	suci						[5] SUCI 						OPTIONAL,
	pei							[6] PEI							OPTIONAL,
	gpsi						[7] GPSI 						OPTIONAL,
	guti						[8]	GUTI,
	location					[9]	LocationInformation 		OPTIONAL,
	non3GPPAccessEndpoint 		[10] UEEndpointAddress 			OPTIONAL

}

AMFRegistrationType	::=	ENUMERATED
{
	initial		(1),
	mobility	(2),
	periodic	(3),
	emergency	(4)
}

AMFRegistrationResult	::= ENUMERATED
{
	threeGPPAccess					(1),
	nonThreeGPPAccess				(2),
	threeGPPAndNonThreeGPPAccess	(3)
}
SliceInformation	::= SEQUENCE
{
	allowedNSSAI					(1)	NSSAI			OPTIONAL,
	configuredNSSAI					(2)	NSSAI			OPTIONAL,
	rejectedNSSAI					(3)	RejectedNSSAI	OPTIONAL
}

[bookmark: _Hlk536174393]The message shall contain the following payload, encoded as per clause 5.3.2.

XIRIAMFDeregistrationMessage ::= SEQUENCE
{
-- See clause 6.2.2.2.3 for details of this structure
	deregistrationDirection	[1]	AMFDirection,
	accessType				[2]	AMFAccessType,
	supi					[3]	SUPI					OPTIONAL,
	suci					[4]	SUCI					OPTIONAL,
	pei						[5]	PEI						OPTIONAL,
	gpsi					[6] GPSI					OPTIONAL,
	guti					[7]	GUTI					OPTIONAL,
	cause					[8]	FiveGMMCause			OPTIONAL,
	location				[9] LocationInformation		OPTIONAL
}

AMFDirection	::=	ENUMERATED
{
		networkInitiated 	(1),
		ueInitiated			(2)
}

AMFAccessType	::=	ENUMERATED
{
		threeGPPAccess					(1),
		nonThreeGPPAccess				(2),
		threeGPPandNonThreeGPPAccess	(3)
}

FiveGMMCause	::= INTEGER (0..255)


The XIRIAMFLocationUpdateMessage message shall contain the following payload, encoded as per clause 5.3.2.
XIRIAMFLocationUpdateMessage ::= SEQUENCE
{
-- See clause 6.2.2.2.4 for details of this structure
	supi				[1]	SUPI,
	suci				[2]	SUCI				OPTIONAL,
	pei					[3]	PEI					OPTIONAL,
	gpsi				[4] GPSI				OPTIONAL,
	guti				[5]	GUTI				OPTIONAL,
	location			[6] LocationInformation

}

The message shall contain the following payload, encoded as per clause 5.3.2.

XIRIAMFStartOfInterceptionWithRegisteredUEMessage ::= SEQUENCE
{
-- See clause 6.2.2.2.5 for details of this structure

	registrationResult			[1]		AMFRegistrationResult,
	registrationType			[2]		AMFRegistrationType			OPTIONAL,
	sliceInformation	[3]		SliceInformation 	OPTIONAL,
	supi						[4]		SUPI,
	suci						[5] 	SUCI						OPTIONAL,
	pei							[6] 	PEI						OPTIONAL,
	gpsi						[7] 	GPSI						OPTIONAL,
	guti						[8]		GUTI,
	location					[9]		LocationInformation 		OPTIONAL,
	non3GPPAccessEndpoint 		[10] 	UEEndpointAddress 			OPTIONAL,
	timeOfRegistration			[11]	Timestamp 					OPTIONAL
}

AMFRegistrationResult	::= ENUMERATED
{
	threeGPPAccess					(1),
	nonThreeGPPaccess				(2),
	threeGPPAndNonThreeGPPAccess	(3)
}


AMFRegistrationType	::=	ENUMERATED
{
	initial		(1),
	mobility	(2),
	periodic	(3),
	emergency	(4)
}

SliceInformation	::= SEQUENCE
	{
		allowedNSSAI					(1)	NSSAI			OPTIONAL,
		configuredNSSAI					(2)	NSSAI			OPTIONAL,
		rejectedNSSAI					(3)	RejectedNSSAI	OPTIONAL
	}

The message shall contain the following payload, encoded as per clause 5.3.2.
XIRIAMFUnsuccessfulProcedure ::= SEQUENCE
{
-- See clause 6.2.2.2.6 for details of this structure

	failedprocedureType			[1] FailedAMFProcedureType,
	failurecause				[2]	AMFFailureCause,
	requestedSliceInformation	[3]	NSSAI	OPTIONAL,
	supi						[4]	SUPI						OPTIONAL,
	suci						[5] SUCI						OPTIONAL,
	pei							[6] PEI							OPTIONAL,
	gpsi						[7] GPSI						OPTIONAL,
	guti						[8]	GUTI						OPTIONAL,
	location					[9]	LocationInformation 		OPTIONAL
}

FailedAMFProcedureType ::= ENUMERATED
{
    registration            (1),
    deregistration          (2),
    locationupdate          (3),
    sms                     (4),
    pDUSessionEstablishment (5)  
}


AMFFailureCause	::= CHOICE
{
	fiveGMMCause 	[1]		FiveGMMCause,
	fiveGSMCause	[2]		FiveGSMCause

}

FiveGMMCause	::= INTEGER (0..255)
FiveGSMCause	::= INTEGER (0..255)

The message shall contain the following payload, encoded as per clause 5.3.2.


XIRISMFPDUSessionEstablishmentMessage ::= SEQUENCE
{
	-- See clause 6.2.3.2.2 for details of this structure

	supi					[0]		SUPI 							OPTIONAL,
	supiUnauthenticated 	[1] 	SUPIUnauthenticatedIndication	OPTIONAL,
	pei						[2] 	PEI 							OPTIONAL,
	gpsi					[3] 	GPSI 							OPTIONAL,
	pduSessionID			[4] 	PDUSessionID,
	gtpTunnelID				[5] 	FTEID,  
	pduSessionType			[6]		PDUSessionType,  
	sNSSAI					[7] 	SNSSAI OPTIONAL,
	ueEndpoint				[8] 	SEQUENCE OF UEEndpointAddress	OPTIONAL,
	non3GPPAccessEndpoint 	[9] 	UEEndpointAddress 				OPTIONAL,
	locationInformation		[10]	Location 						OPTIONAL,
	dnn						[11] 	DNN,
	amfID					[12] 	AMFID							OPTIONAL,
	hSMFURI					[13] 	HSMFURI							OPTIONAL,
	requestType				[14] 	FiveGSMRequestType,
	accessType				[15] 	AMFAccessType 					OPTIONAL,
	ratType					[16] 	RATType 						OPTIONAL,
	smPDUDNRequest			[17] 	SMPDUDNRequest 					OPTIONAL
}


PDUsessionType ::= ENUMERATED
{
	ipv4 			(1),
	ipv6 			(2),
	ipv4v6 			(3),
	unstructured	(4),
	ethernet		(5)
}

PDUSessionID ::= INTEGER (0..255)

SNSSAI ::= SEQUENCE
{
	sliceServiceType 	[0] INTEGER (0..255),
	sliceDifferentiator	[1]	OCTET STRING (SIZE(3)) OPTIONAL
}

FTEID ::= SEQUENCE
{
	teid		[0] INTEGER (0.. 4294967295),
	ipv4Address	[1] IPv4Address OPTIONAL,
	ipv6Address	[2] IPv6Address OPTIONAL
}

UEEndpointAddress ::= CHOICE
{
	ipv4Address		[1] IPv4Address,
	ipv6Address		[2] IPv6Address,
	ethernetAddress	[3] MACAddress

}

SMPDUDNRequest ::= OCTET STRING

DNN ::= UTF8STRING

SUPIUnauthenticatedIndication ::= BOOLEAN



AMFID ::= SEQUENCE
{
	amfRegionID		[1] INTEGER (0..255),
	amfSetID		[2] INTEGER (0..1023),
	amfPointer		[3] INTEGER (0..63)
}

HSMFURI ::= UTF8String

RATType ::= ENUMERATED
{
	nr(0),
	eutra(1),
	wlan(2),
	virtual(3)
}


FiveGSMRequestType ::= ENUMERATED
{
	initialRequest(0),
	existingPDUSession(1),
	initialEmergencyRequest(2),
	existingEmergencyPDUSession(3),
	modificationRequest(4),
	reserved(5)
}

The message shall contain the following payload, encoded as per clause 5.3.2.
XIRISMFPDUSessionModificationMessage ::= SEQUENCE
{
· See clause 6.2.3.2.3 for details of this structure
· supi						[0]	SUPI 							OPTIONAL,
· supiUnauthenticated		[1] SUPIUnauthenticatedIndication	OPTIONAL,
· 	pei						[2] PEI 							OPTIONAL,
· 	gpsi					[3] GPSI 							OPTIONAL,
· 	sNSSAI					[4] SNSSAI 							OPTIONAL,
· 	non3GPPAccessEndpoint 	[5] UEEndpointAddress 				OPTIONAL,
· 	locationInformation		[6]	Location 						OPTIONAL,
· 	requestType				[7] FiveGSMRequestType, 
· 	accessType				[8] AMFAccessType 					OPTIONAL,
· 	ratType					[9] RATType 						OPTIONAL
}

The message shall contain the following payload, encoded as per clause 5.3.2.
XIRISMFPDUSessionReleaseMessage ::= SEQUENCE
{
· See clause 6.2.3.3.4 for details of this structure
	supi				[0]	SUPI,
	pei					[1] PEI 			OPTIONAL,
	gpsi				[2] GPSI 			OPTIONAL,
	pduSessionID		[3] PDUSessionID,
	timeOfFirstPacket	[4] GeneralizedTime OPTIONAL,
	timeOfLastPacket	[5] GeneralizedTime OPTIONAL,
	uplinkVolume		[6] INTEGER 		OPTIONAL,
	downlinkVolume		[7] INTEGER 		OPTIONAL,
	locationInformation	[8]	Location 		OPTIONAL
}

The message shall contain the following payload, encoded as per clause 5.3.2.
XIRISMFStartOfInterceptionWithEstablishedPDUSessionMessage ::= SEQUENCE
{
-- See clause 6.2.3.3.5 for details of this structure
	supi					[0]	SUPI 							OPTIONAL,
	supiUnauthenticated 	[1] SUPIUnauthenticatedIndication	OPTIONAL,
	pei						[2] PEI 							OPTIONAL,
	gpsi					[3] GPSI 							OPTIONAL,
	pduSessionID			[4] PDUSessionID,
	gtpTunnelID				[5] FTEID,  
	pduSessionType			[6]	PDUSessionType,  
	sNSSAI					[7] SNSSAI 							OPTIONAL,
	ueEndpoint				[8] SEQUENCE OF UEEndpointAddress,
	non3GPPAccessEndpoint 	[9] UEEndpointAddress 				OPTIONAL,
	locationInformation		[10] Location 						OPTIONAL,
	dnn						[11] DNN,
	amfID					[12] AMFID							OPTIONAL,
	hSMFURI					[13] HSMFURI						OPTIONAL,
	requestType				[14] FiveGSMRequestType, 
	accessType				[15] AMFAccessType 					OPTIONAL,
	ratType					[16] RATType 						OPTIONAL,
	smPDUDNRequest			[17] SMPDUPDNRequest				OPTIONAL

}

The XIRISMSMessage shall contain the following payload, encoded as per clause 5.3.2.
XIRISMSMessage ::= SEQUENCE
{
-- See clause 6.2.5.3 for details of this structure
	originatingSMSParty		[1] SMSParty,
	terminatingSMSParty		[2] SMSParty,
	direction				[3] SMSDirection,				
	transferStatus			[4] SMSTransferStatus,
	otherMessage			[5] SMSOtherMessageIndication 	OPTIONAL,
	location				[6]	LocationInformation 		OPTIONAL,
	otherNFAddress			[7] SMSNFAddress 				OPTIONAL,
	otherNFType				[8] SMSNFType 					OPTIONAL,
	smsTPDUData				[9] SMSTPDUData					OPTIONAL
}

SMSParty ::= SEQUENCE
{
	supi	[0] SUPI 	OPTIONAL,
	pei		[1] PEI		OPTIONAL,
	gpsi	[2] GPSI	OPTIONAL
}

SMSDirection ::= ENUMERATED
{
	toTarget 	(0),
	fromTarget 	(1)	
}

SMSTransferStatus ::=  ENUMERATED
 {
 transferSucceeded 	(0),
 transferFailed		(1),
 undefined 			(2)
}

SMSOtherMessageIndication ::= BOOLEAN


SMSNFAddress ::= CHOICE
{
	ipAddress	[0] IPAddress,
	e164Number	[1] E164Number
}	

SMSNFType ::= ENUMERATED
{
	sms-GMSC	(0),
	iwMSC		(1),
	sms-Router	(2)
}


SMSTPDUData ::= CHOICE
{
	smsTPDU [0] SMSTPDU
}

SMSTPDU ::= OCTET STRING (SIZE(1..270))	

The message shall be encoded as per clause 5.3.2, with the following payload:
XIRILALSReportMessage ::= SEQUENCE
{	
	sUPI						[1]	SUPI 					OPTIONAL,
	pEI							[2] PEI 					OPTIONAL,
	gPSI						[3] GPSI 					OPTIONAL,
	location					[4]	LocationInformation		OPTIONAL,
	rawMLPResponse				[5] RawMLPResponse 			OPTIONAL,
	mLPErrorCode				[6] MLPErrorCode 			OPTIONAL
}

RawMLPResponse ::= UTF8String
MLPErrorCode ::= INTEGER (1..699)

	 SECOND CHANGE (6.2.2) 	

[bookmark: _Toc343939]6.2.2	LI at AMF
Editor’s Note – we should specify how Correlation IDs should be set	
[bookmark: _Toc343940]6.2.2.1	Provisioning over LI_X1
The IRI-POI present in the AMF is provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2.
The POI in the AMF shall support the following target identifier formats in the ETSI TS 103 221-1 [7] messages (or equivalent if ETSI TS 103 221-1 [7] is not used):
-	SUPI.
-	PEI.
-	GPSI.
[bookmark: _Toc343941]6.2.2.2	Generation of xIRI over LI_X2
[bookmark: _Toc343942]6.2.2.2.1	General
The IRI-POI present in the AMF shall emit X2 PDUs over LI_X2 for each of the events described in the following clauses.
xIRI messages pertaining to the same registration shall be given the same Correlation ID. Unless otherwise specified, the X2 “matched target identifier” conditional attribute shall be set to indicate what target identity was matched to generate the xIRI message (see ETSI TS 103 221-2 [8] clause 5.3.18).
[bookmark: _Toc343943]6.2.2.2.2	Registration
The IRI-POI in the AMF shall generate an XIRIAMFRegistrationMessage xIRI containing an AMFRegistration record  when the IRI-POI present in the AMF detects that a UE matching one of the target identifiers provided via LI_X1 has successfully registered to the 5GS via 3GPP NG-RAN or non-3GPP access. Accordingly, the IRI-POI in the AMF generates the XIRIAMFRegistrationMessage xIRI when one of the following events are detected:
-	AMF sends a N1: REGISTRATION ACCEPT message to the target UE and the UE 5G Mobility Management (5GMM) state within the AMF is changed to 5GMM-REGISTERED.
-	When the N1: REGISTRATION ACCEPT message is sent to the target UE that requires a confirmation from the UE (e.g. 5G GUTI is changed), AMF receives the N1: REGISTRATION COMPLETE message from the target UE and the UE 5GMM state within the AMF is 5GMM-REGISTERED.

Editor’s Note: TS 24.501 does not provide the ASN.1 definition for the referenced parameter types (e.g. NSSAI and rejected NSSAI). So, we will have to define it locally in the TS 33.128, or define as OCTET STRING and use CT spec value.
Editor’s Note – We may choose to refactor the ASN.1 into a single module later, but for now we will write each in the relevant section to make them easier to discuss. At that point we can also consider any other factorisation (e.g. grouping fields together) subject to keeping the number of OPTIONAL fields to a minimum.
Editor’s Note – Need to consider impacts of unauthenticated emergency calls and PARLOS. This editor’s note also applies to other events.
Table 6.2.2-1: Payload for XIRIAMFRegistrationMessageAMFRegistration record
	Field name
	Description
	M/C/O

	registrationType
	Specifies the type of registration, see TS 24.501 [13] clause 9.11.3.7. This is derived from the information received from the UE in the REGISTRATION REQUEST message.
	M

	registrationResult
	Specifies the result of registration, see TS 24.501 [13] clause 9.11.3.6.
	M

	sliceInformation
	Provide, if available, one or more of the following: 
· allowed NSSAI (see TS 24.501 [13] clause 9.11.3.37)
· configured NSSAI (see TS 24.501 [13] clause 9.11.3.37)
· rejected NSSAI (see TS 24.501 [13] clause 9.11.3.46)
This is derived from the information sent to the UE in the REGISTRATION ACCEPT message.
	C

	Supi
	SUPI associated with the registration (see clause 6.2.2.4).
	M

	Suci
	SUCI used in the registration.
	C

	Pei
	PEI provided by the UE during the registration, if available.
	C

	Gpsi
	GPSI obtained in the registration, if available as part of the subscription profile.
	C

	Guti
	5G-GUTI provided as outcome of initial registration or used in other cases, see TS 24.501 [13] clause 5.5.1.2.2.
	M

	Location
	Location information determined by the network during the registration, if available.
	C

	non3GPPAccessEndpoint
	UE's local IP address used to reach the N3IWF, if available.
	C



[bookmark: _Toc343944]6.2.2.2.3	Deregistration
[bookmark: _Hlk534730637]The IRI-POI in the AMF shall generate an XIRIAMFDeregistrationMessage xIRI containing an AMFDeregistration record when the IRI-POI present in the AMF detects that a UE matching one of the target identifiers provided via LI_X1 has deregistered from the 5GS. Accordingly, the IRI-POI in AMF generates the XIRIAMFDeregistrationMessage xIRI when one of the following events are detected:
[bookmark: _Hlk534730680]-	For network initiated de-registration, when the AMF receives the N1: DEREGISTRATION ACCEPT message from the target UE or when implicit deregistration timer expires; and in both cases the UE 5GMN state within the AMF is changed to 5GMM-DEREGISTERED.
-	For UE initiated de-registration, when the AMF sends the N1: DEREGISTRATION ACCEPT message to the target UE or when the AMF receives the N1: DEREGISTRATION REQUEST message from the target UE with deregistration type value of “switch off”; and in both cases the UE 5GMN state within the AMF is changed to 5GMM-DEREGISTERED.
Table 6.2.2-2: Payload for XIRIAMFDeregistrationMessageAMFDeregistration record
	Field name
	Description
	M/C/O

	deregistrationDirection
	Indicates whether the deregistration was initiated by the network or by the UE.
	M

	accessType
	Indicates the access for which the deregistration is handled, see TS 24.501 [13] , clause 9.11.3.20.
	M

	Supi
	SUPI associated with the deregistration (see clause 6.2.2.4), if available.
	C

	Suci
	SUCI used in the deregistration, if available (see NOTE 1).
	C

	Pei
	PEI used in the deregistration, if available (see NOTE 1).
	C

	Gpsi
	GPSI associated to the deregistration, if available as part of the subscription profile.
	C

	Guti
	5G-GUTI used in the deregistration, if available, see TS 24.501 [13], clause 5.5.2.2.1 (see Note 1).
	C

	Cause
	Indicates the 5GMM cause value for network-initiated deregistration, see TS 24.501 [13], clause 9.11.3.2.
	C

	Location
	Location information determined by the network during the deregistration, if available.
	C



NOTE 1:	At least one among SUCI, PEI and GUTI shall be provided.
[bookmark: _Toc343945]6.2.2.2.4	Location update
The IRI-POI in the AMF shall generate an AMFLocationUpdateMessage xIRI containing a AMFLocationUpdate record each time the IRI-POI present in an AMF detects that the target’s UE location is updated due to target’s UE mobility or as a part of an AMF service procedure. The generation of such separate xIRI is not required if the updated UE location information is obtained as a part of a procedure producing some other xIRIs (e.g. mobility registration). In that case the location information is included into the respective xIRI message.
The UE mobility events resulting in a XIRIAMFLocationUpdateMessage xIRI generation include the “N2 Path Switch Request” (“Xn based inter NG-RAN handover” procedure described in [4], clause 4.9.1.2) and the “N2 Handover Notify” (“Inter NG-RAN node N2 based handover” procedure described in [4], clause 4.9.1.3).
Additionally, based on regulatory requirements and operator policy, the location information obtained by AMF from NG-RAN or LMF in the course of some service operation (e.g., emergency services, LCS) may generate an AMF Location Update xIRI containing an AMFLocationUpdate record. In the case of NG-RAN, the generation is triggered by a “Location Report” from NG-RAN induced by a “Location Report Control” from AMF, as described in [4], clause 4.10. In the case of LMF, the generation is triggered by a “Nlmf_Location_DetermineLocation Response” from LMF to AMF, as described in [4], clause 5.2.15.
NOTE :	The IRI-POI in AMF needs to monitor both the service requests and the service responses to/from the NG-RAN and LMF to properly construct the location information for the xIRI Location Update messages.
Table 6.2.2-3: Payload for AMFLocationUpdateMessageAMFLocationUpdate record
	Field name
	Description
	M/C/O

	Supi
	SUPI associated with the location update (see clause 6.2.2.4).
	M

	Suci
	SUCI associated with the location update, if available, see TS 24.501 [13].
	C

	Pei
	PEI associated with the location update, if available.
	C

	Gpsi
	GPSI associated with the location update, if available as part of the subscription profile.
	C

	Guti
	5G-GUTI associated with the location update, if available, see TS 24.501 [13].
	C

	Location
	Updated location information determined by the network.
	M



[bookmark: _Toc343946]6.2.2.2.5	Start Of Interception with registered UE
The IRI-POI in the AMF shall generate an XIRIAMFStartOfInterceptionWithRegisteredUEMessage xIRI containing an AMFStartOfInterceptionWithRegisteredUE record when the IRI-POI present in the AMF detects that interception is activated on a UE that has already been registered in the 5GS (see clause 6.2.2.4 on identity privacy). A UE is considered to be already registered to the 5GS when the 5GMM state for that UE is 5GMM-REGISTERED. Therefore, the IRI-POI present in the AMF shall generate the xIRI AMF Start Of Interception with Registered UE message when it detects that a new interception for an UE is activated (i.e. provisioned by the LIPF) and the 5G mobility management state within the AMF for that UE is 5GMM-REGISTERED.
Editor’s Note: TS 24.501 does not provide the ASN.1 definition for the referenced parameter types (e.g. NSSAI and rejected NSSAI). So, we will have to define it locally in the TS 33.128, or define as OCTET STRING and use CT spec value. 
Table 6.2.2-4: Payload for XIRIAMFStartOfInterceptionWithRegisteredUEMessageAMFStartOfInterceptionWithRegisteredUR record
	Field name
	Description
	M/C/O

	registrationResult
	Specifies the result of registration, see TS 24.501 [13], clause 9.11.3.6.
	M

	registrationType
	Specifies the type of registration, see TS 24.501 [13] clause 9.11.3.7, if available.
	C

	sliceInformation
	Provide, if available, one or more of the following: 
· allowed NSSAI (see TS 24.501 [13] clause 9.11.3.37).
· configured NSSAI (see TS 24.501 [13] clause 9.11.3.37).
· rejected NSSAI (see TS 24.501 [13] clause 9.11.3.46).
This is derived from the information that was sent to the UE in the REGISTRATION ACCEPT message. IRI-POI in AMF can include this information if and only if it retained the information that it had previously sent in the REGISTRATION ACCEPT message to the UE.
	C

	supi
	SUPI associated with the registration (see clause 6.2.2.4).
	M

	suci
	SUCI used in the registration.
	C

	pei
	PEI provided by the UE during the registration, if available.
	C

	gpsi
	GPSI obtained in the registration, if available as part of the subscription profile.
	C

	guti
	5G-GUTI provided as outcome of initial registration or used in other cases, see TS 24.501 [13], clause 5.5.1.2.2.
	M

	location
	Location information, if available.
	C

	non3GPPAccessEndpoint
	UE's local IP address used to reach the N3IWF, if available.
	C

	timeOfRegistration
	Time at which the last registration occurred, if available. This is the time stamp when the REGISTRATION ACCEPT message is sent to the UE or (when applicable) when the REGISTRATION COMPLETE is received from the UE.
	C



[bookmark: _Toc343947]6.2.2.2.6	AMF unsuccessful procedure
The IRI-POI in the AMF shall generate an XIRIAMFUnsuccessfulProcedure xIRI containing an AMFUnsuccessfulProcedure record when the IRI-POI present in the AMF detects an unsuccessful procedure for a UE matching one of the target identifiers provided via LI_X1.
Unsuccessful registration shall be reported only if the target UE has been successfully authenticated.
Table 6.2.2-5: Payload for XIRIAMFUnsuccessfulProcedureAMFUnsuccessfulProcedure record
	Field name
	Description
	M/C/O

	failedprocedureType
	Specifies the procedure which failed at the AMF.
	M

	failurecause
	Provides the value of the 5GSM or 5GMM cause, see TS 24.501 [13], clauses 9.11.3.2 and 9.11.4.2.
	M

	requestedSliceInformation
	Slice requested for the procedure, if available, given as a NSSAI (a list of S-NSSAI values as described in TS 24.501 [13] clause 9.11.3.37).

	C

	supi
	SUPI associated with the procedure, if available (see Note).
	C

	suci
	SUCI used in the procedure, if applicable and if available (see Note).
	C

	pei
	PEI used in the procedure, if available (see Note).
	C

	gpsi
	GPSI used in the procedure, if available (see Note).
	C

	guti
	5G-GUTI used in the procedure, if available, see TS 24.501 [13], clause 9.11.3.4 (see Note).
	C

	location
	Location information determined during the procedure, if available.
	C



NOTE:		At least one identity shall be provided, the others shall be provided if available.
[bookmark: _Toc343948]6.2.2.3	Generation of IRI over LI_HI2
When an AMF xIRI message is received over LI_X2, the MDF2 shall emit an IRI message over LI_HI2 without undue delay. The IRI message shall contain a copy of the AMFEvent record received in the xIRI message from LI_X2. This record may be enriched with any additional information available at the MDF (e.g additional location information).
The timestamp field of the psHeader structure shall be set to the time that the AMF event was observed (i.e. the timestamp field of the X2 PDU).
The payload of the xIRI messages shall be used as the payload of the IRI contents. 
The ETSI TS 102 232-1 threeGPPIRIContents field shall be populated with the BER-encoded HI2Message PDU.
[bookmark: _Hlk526235424]When additional warrants are activated on a target UE, MDF2 shall be able to generate and deliver the Start Of Interception with already registered UE message to the LEMF associated with the additional warrants without receiving a corresponding xIRI.
[bookmark: _Toc343949]6.2.2.4	Identity privacy
The AMF shall ensure for every registration (including re-registration) that SUPI has been provided by the UDM to the AMF and that the SUCI to SUPI mapping has been verified as defined in TS 33.501 [11]. This shall be performed regardless of whether the SUPI is a target of interception, and whether the null encryption algorithm is used for the SUCI. The AMF shall maintain the SUPI to SUCI mapping for at least the lifetime of the registration in order to allow interception on SUPI after the initial registration.

	 THIRD CHANGE (6.2.3) 	
[bookmark: _Toc343950]6.2.3	LI for SMF/UPF
Editor’s Note – we need to specify how Correlation IDs are managed.
[bookmark: _Toc343951]6.2.3.1	Provisioning of SMF over LI_X1
The IRI-POI and CC-TF present in the SMF are provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. If an SMF and UPF are implemented as a single function, then this interface may be sufficient to provision both (see section 6.2.3.3).
The POI in the SMF shall support the following target identifier formats in the ETSI TS 103 221-1 [7] messages (or equivalent if ETSI TS 103 221-1 [7] is not used):
-	SUPI.
-	PEI.
-	GPSI.
Editor’s Note: Are there any significant differences between provisioning of the two functions?
 Editor’s Note: Point out somehow that if the two functions are co-located or implemented together, a single provisioning message containing all the information is sufficient.
[bookmark: _Toc343952]6.2.3.2	Generation of xIRI at SMF over LI_X2
[bookmark: _Toc343953]6.2.3.2.1	General
The IRI-POI present in the SMF shall emit X2 PDUs over LI_X2 for each of the events described in the following clauses.
[bookmark: _Toc343954]6.2.3.2.2	PDU session establishment
The IRI-POI in the SMF shall generate an XIRISMFPDUSessionEstablishmentMessage xIRI containing an SMFPDUSessionEstablishment record when the IRI-POI present in the SMF detects that a PDU session has been established for the target UE. The IRI-POI present in the SMF shall generate the xIRI SMF PDU session sstablishment message for the following events:
-	For a non-roaming scenario, the SMF (or for a roaming scenario, V-SMF in the VPLMN), sends the N1 NAS message (via AMF) PDU SESSION ESTABLISHMENT ACCEPT to the UE and the 5G Session Management (5GSM) state within the SMF is changed to PDU session active (see TS 24.501 [13]).
-	For a home-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) sends the N16: Nsmf_PDU_Session_Create response message with n1SmInfoToUe IE containing the PDU SESSION ESTABLISHMENT ACCEPT (see TS 29.502 [16]).
Editor’s Note: If UPF has two tunnels, should both tunnel IDs be reported? 
Editor’s Note: Name of parameter type AMFAccessType should be common to both AMF and SMF.
Table 6.2.3-1: Payload for XIRISMFPDUSessionEstablishmentMessageSMFPDUSessionEstablishment record
	Field name
	Description
	M/C/O

	supi
	SUPI associated with the PDU session (e.g. as provided by the AMF in the associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be present except for PEI-only unauthenticated emergency sessions.
	C

	supiUnauthenticated
	Shall be present if a SUPI is present in the message, and set to “true” if the SUPI has not authenticated, or “false” if it has been authenticated.
	C

	pei
	PEI associated with the PDU session if available.
	C

	gpsi
	GPSI associated with the PDU session if available.
	C

	pduSessionID
	PDU Session ID See clause 9.4 of TS 24.501 [13].
	M

	gtpTunnelID
	Contains the F-TEID identifying the GTP tunnel used to encapsulate the traffic, as defined in TS 29.244 [15] clause 8.2.3. Non-GTP encapsulation is for further study.
	M

	pduSessionType
	Identifies selected PDU session type, see TS 24.501 [13] clause 9.11.4.11.
	M

	sNSSAIs
	Slice identifiers associated with the PDU session, if available. See TS 23.003 [19] clause 28.4.2 and TS 23.501 [2] clause 5.12.2.2.
	C

	ueEndpoint
	UE endpoint address(es) if available.
	C

	non3GPPAccessEndpoint
	UE's local IP address used to reach the N3IWF, if available.
	C

	locationInformation
	Location information provided by the AMF, if available.
	C

	dnn
	Data Network Name associated with the target traffic, as defined in TS 23.003[19] [16] clause 9A and described in TS 23.501 [2] clause 4.3.2.2.
	M

	amfID
	Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19] clause 2.10.1 when available.
	C

	hSMFURI
	URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See TS 29.502 [16] clause 6.1.6.2.2.
	C

	requestType
	Type of request as described in TS 24.501 [13] clause 9.11.3.47 if available.
	C

	accessType
	Access type associated with the session (i.e. 3GPP or non-3GPP access) if provided by the AMF (see TS 24.501 [13] clause 9.11.3.11).
	C

	ratType
	RAT Type associated with the access if provided by the AMF as part of session establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571 [17] clause 5.4.3.2.
	C

	smPDUDNRequest
	Contents of the SM PDU DN Request container, if available, as described in TS 24.501 [13] clause 9.11.4.15.
	C



At least one of the SUPI, PEI or GPSI fields shall be present.
[bookmark: _Toc343955]6.2.3.2.3	PDU session modification
The IRI-POI in the SMF shall generate an XIRISMFPDUSessionModificationMessage xIRI containing an SMFPDUSessionModification record when the IRI-POI present in the SMF detects that a PDU session has been modified for the target UE. The IRI-POI present in the SMF shall generate the xIRI SMF PDU session modification message for the following events:
-	For a non-roaming scenario, the SMF (or for a roaming scenario, V-SMF in the VPLMN), receives the N1 NAS message (via AMF) PDU SESSION MODIFICATION COMMAND COMPLETE from the UE and the 5G Session Management (5GSM) state within the SMF is returned to PDU session active (see TS 24.501 [13]). This applies to the following two cases:
-	UE initiated PDU session modification.
-	Network (VPLMN) initiated PDU session modification.
-	For a non-roaming scenario, the SMF (or for a roaming scenario, V-SMF in the VPLMN), sends the N1 NAS message (via AMF) PDU SESSION ESTABLISHMENT ACCEPT to the UE and the 5G Session Management (5GSM) state within the SMF remains in the PDU session active (see TS 24.501 [13]). This applies to the following case:
-	Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP).
-	For a home-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) receives the N16: Nsmf_PDU_Session_Update response message with n1SmInfoFromUe IE containing the PDU SESSION MODIFICATION COMMAND COMPLETE (see TS 29.502 [16]). This applies to the following three cases:
-	UE initiated PDU session modification.
-	Network (VPLMN) initiated PDU session modification.
-	Network (HPLMN) initiated PDU session modification. 
-	For a home-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) sends the N16: Nsmf_PDU_Session_Create response message with n1SmInfoToUe IE containing the PDU SESSION ESTABLISHMENT ACCEPT (see TS 29.502 [16]) while it had received a N16 Nsmf_PDU_Session_Create request message with an existing PDU session Id with access type being changed.  This applies to the following case:
-	Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP).
Editor’s Note: The TS 23.502 infers that the SMF sends the N4: Session Modification Request after it receives the PDU Session Modification Command Complete message from the UE. The TS 23.502 flow diagram requires further analysis. If the flow is correct, then the trigger may have to be moved to the reception of N4 message from the UPF. Table 6.2.3-2: Payload for XIRISMFPDUSessionModificationMessageSMFPDUSessionModification record
	Field name
	Description
	M/C/O

	supi
	SUPI associated with the PDU session (e.g. as provided by the AMF in the associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be present except for PEI-only unauthenticated emergency sessions.
	C

	supiUnauthenticated
	Shall be present if a SUPI is present in the message, and set to “true” if the SUPI was not authenticated, or “false” if it has been authenticated.
	C

	pei
	PEI associated with the PDU session if available.
	C

	gpsi
	GPSI associated with the PDU session if available.
	C

	sNSSAI
	Slice identifier associated with the PDU session, if available. See TS 23.003 [19] clause 28.4.2 and TS 23.501 [2] clause 5.12.2.2.
	C

	non3GPPAccessEndpoint
	UE's local IP address used to reach the N3IWF, if available.
	C

	locationInformation
	Location information provided by the AMF, if available.
	C

	accessType
	Access type associated with the session (i.e. 3GPP or non-3GPP access) if provided by the AMF (see TS 24.501 [13] clause 9.11.3.11).
	C

	ratType
	RAT type associated with the access, if available. Values given as per TS 29.571 [17] clause 5.4.3.2.
	C



[bookmark: _Toc343956]6.2.3.2.4	PDU session release
[bookmark: _Hlk536168734]The IRI-POI in the SMF shall generate an XIRISMFPDUSessionReleaseMessage xIRI containing an SMFPDUSessionRelease record when the IRI-POI present in the SMF detects that a PDU session been released. The IRI-POI present in the SMF shall generate XIRISMFPDUSessionReleaseMessage the xIRI for the following events:
-	For a non-roaming scenario, the SMF (or for a roaming scenario, V-SMF in the VPLMN), receives the N1 NAS message (via AMF) PDU SESSION RELEASE COMMAND COMPLETE from the UE and the 5G Session Management (5GSM) state within the SMF is changed to PDU session inactive (see TS 24.501 [13]). This applies to the following two cases:
-	UE initiated PDU session release.
-	Network initiated PDU session release.
-	For a non-roaming scenario, the SMF (or for a roaming scenario, V-SMF in the VPLMN), receives the N1 NAS message (via AMF) PDU SESSION MODIFICATION COMMAND REJECT from the UE with the cause value #43 indicating an invalid PDU Session ID and the 5G Session Management (5GSM) state within the SMF is changed to PDU session inactive (see TS 24.501 [13]). This applies to the case where the UE rejects a PDU session modification command as it finds that the indicated PDU session ID is invalid. The state is changed to PDU Session inactive implicitly within the SMF.
-	For a home-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) receives the N16: Nsmf_PDU_Session_Update response message with n1SmInfoFromUe IE containing the PDU SESSION RELEASE COMMAND COMPLETE (see TS 29.502 [16]) from the V-SMF. This applies to the following three cases:
-	UE initiated PDU session release.
-	Network (VPLMN) initiated PDU session release.
-	Network (HPLMN) initiated PDU session release. 
-	For a home-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) receives the N16: Nsmf_PDU_Session_Update response message with n1SmInfoFromUe IE containing the PDU SESSION MODIFICATION COMMAND REJECT (see TS 29.502 [16]) from the V-SMF with the cause value #43 indicating an invalid PDU Session ID.
Editor’s Note: The TS 29.502 lists another case of H-SMF sending the N16: NotifyStatus to the V-SMF indicating that a PDU session is released in the H-SMF. Also, the TS 29.502 gives the case where V-SMF (or SMF in a non-roaming case) sending of N2: NotifySMContext Status to the AMF indicating that a PDU session is released. However, the flow in TS 23.502 implies that the message is preceded by the steps described in the above trigger. Any impact to the Notify event to the xIRI generation is required further analysis. 
Table 6.2.3-3: Payload for XIRISMFPDUSessionReleaseMessageSMFPDUSessionRelease record
	Field name
	Description
	M/C/O

	supi
	SUPI associated with the PDU session.
	M

	pei
	PEI associated with the PDU session if available.
	C

	gpsi
	GPSI associated with the PDU session if available.
	C

	pduSessionID
	PDU Session ID as assigned by the AMF.
	M

	timeOfFirstPacket
	Time of first packet as reported in the usage report IE if available in the UPF deletion response (see TS 29.244 [15] clause 7.5.7.2).
	C

	timeOfLastPacket
	Time of last packet as reported in the usage report IE if available (see TS 29.244 [15] clause 7.5.7.2).
	C

	uplinkVolume
	Number of uplink octets, as reported in the volume report IE if available (see TS 29.244 [15] clause 7.5.7.2).
	C

	downlinkVolume
	Number of downlink octets, as reporting the volume report IE if available (see TS 29.244 [15] clause 7.5.7.2).
	C

	locationInformation
	Location information, if available.
	O



[bookmark: _Toc343957]6.2.3.2.5	Start Of Interception with an established PDU session
The IRI-POI in the SMF shall generate an XIRISMFStartOfInterceptionWithEstablishedPDUSessionMessage xIRI containing an SMFStartOfInterceptionWithEstablishedPDUSession record when the IRI-POI present in the SMF detects that a PDU session has already been established for the target UE when interception starts. 
In a non-roaming scenario, the IRI-POI in the SMF (or in a roaming scenario, the IRI-POI in the V-SMF in the VPLMN) shall generate the xIRI SMF Start Of Interception with established PDU session message when it detects that a new interception for a UE is activated (i.e. provisioned by the LIPF) for the following case:
-	The 5G Session Management (5GSM) state within the SMF for that UE is 5GSM: PDU SESSION ACTIVE or 5GSM: PDU SESSION MODIFICATION PENDING. 
NOTE:	The above trigger happens when the SMF (V-SMF in VPLMN) had not sent an N1 NAS message PDU SESSION RELEASE COMMAND to the UE for a PDU session and the SMF (V-SMF in the VPLMN) had previously sent an N1 NAS message PDU SESSION ESTABLISHMENT ACCEPT to that UE for the same PDU session.
In a home-routed roaming scenario, the IRI-POI in the H-SMF shall generate the xIRI Start Of Interception with established PDU session message when it detects that a new interception for a UE is activated (i.e. provisioned by the LIPF) for the following case:
-	The H-SMF had not sent an Nsmf_PDU_Session_Update Request (n1SmInfoToUe: PDU SESSION RELEASE COMMAND) to the V-SMF for a PDU session and H-SMF had previously sent an Nsmf_PDU_Session_Create response (n1SmInfoToUE: PDU SESSION ESTABLISHMENT ACCEPT) to the V-SMF for that PDU session.
The IRI-POI in the SMF shall generate the xIRI SMF Start Of Interception with established PDU session message or each of the PDU sessions (that meets the above criteria) associated with the newly identified target UEs.
Table 6.2.3-4: Payload for XIRISMFStartOfInterceptionWithEstablishedPDUSessionMessageSMFStartOfInterceptionWithEstablishedPDUSession record
	Field name
	Description
	M/C/O

	supi
	SUPI associated with the PDU session (e.g. as provided by the AMF in the associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be present except for PEI-only unauthenticated emergency sessions.
	C

	supiUnauthenticated
	Shall be present if a SUPI is present in the message, and set to “true” if the SUPI has not authenticated, or “false” if it has been authenticated.
	C

	pei
	PEI associated with the PDU session if available.
	C

	gpsi
	GPSI associated with the PDU session if available.
	C

	pduSessionID
	PDU Session ID as assigned by the AMF, as defined in TS 24.007 [14] clause 11.2.3.1b.
	M

	gtpTunnelID
	Contains the F-TEID identifying the tunnel used to encapsulate the traffic, as defined in TS 29.244 [15] clause 8.2.3. Non-GTP encapsulation is for further study.
	M

	pduSessionType
	Identifies selected PDU session type, see TS 24.501 [13] clause 9.11.4.11.
	M

	sNSSAI
	Slice identifier associated with the PDU session, if available. See TS 23.003 [19] clause 28.4.2 and TS 23.501 [2] clause 5.12.2.2.
	C

	ueEndpoint
	UE endpoint address(es) if available.
	C

	non3GPPAccessEndpoint
	UE's local IP address used to reach the N3IWF, if available.
	C

	locationInformation
	Location information provided by the AMF at session establishment, if available.
	C

	dnn
	Data Network Name associated with the target traffic, as defined in TS 23.003 [19] clause 9A and described in TS 23.501 [2] clause 4.3.2.2.
	M

	amfID
	Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19] clause 2.10.1.
	M

	hSMFURI
	URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See TS 29.502 [16] clause 6.1.6.2.2.
	C

	requestType
	Type of request as described in TS 24.501 [13] clause 9.11.3.47 if available.
	C

	accessType
	Access type associated with the session (i.e. 3GPP or non-3GPP access) if provided by the AMF (see TS 24.501 [13] clause 9.11.3.11).
	C

	ratType
	RAT type associated with the access if provided by the AMF as part of session establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571 [17] clause 5.4.3.2.
	C

	smPDUDNRequest
	Contents of the SM PDU DN request container, if available, as described in TS 24.501 [13] clause 9.11.4.15.
	C



[bookmark: _Toc343958]6.2.3.3	Triggering of the UPF from SMF over LI_T3
When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI  present in the UPF over the LI_T3 interface.
When the CC-TF in the SMF detects that a PDU session has been established for a target UE, it shall send an activation message to the CC-POI in the UPF over the LI_T3 interface. The activation message shall contain the correlation identifiers that the CC-POI in the UPF shall use when emitting xCC. This can be achieved by sending an ActivateTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.1 with the following details:
Table 6.2.3-5: ActivateTask message for triggering the CC-POI in the UPF
	ETSI TS 103 221-1 Field name
	Value
	M/C/O

	XID
	Set to the same XID associated with the interception in the SMF.

NOTE: 	It is for further study how the CC-TF and IRI-POI in the SMF agree on the XID.
	M

	TargetIdentifiers
	Packet detection criteria as determined by the CC-TF in the SMF, which enables the UPF to isolate target traffic. The UPF CC-POI shall support at least the following identifier types:

GTP Tunnel ID.
IPv4 addressIPv6 address

NOTE: 	This value is the target identifier for the UPF CC-POI, and may be different from the target identifier specified in the warrant.
	M

	DeliveryType
	Set to “X3Only”.
	M

	ListOfDIDs
	Delivery endpoints for LI_X3. These delivery endpoints shall be configured by the CC-TF in the SMF using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	CorrelationNumber
	Correlation ID to assign to X3 PDUs generated by the CC-POI in the UPF.
	M



When the CC-TF in the SMF detects that a targeted PDU session has changed in a way which requires changes to the interception by the CC-POI in the UPF, the CC-TF shall modify the interception at the CC-POI in the UPF over the LI_T3 interface. This is achieved by sending an ModifyTask message as defined in ETSI TS 103 221-1[ [7] clause 6.2.2 with the following details.
Table 6.2.3-6: ModifyTask message for updating interception at the CC-POI in the UPF
	Field name
	Value
	M/C/O

	XID
	Set to the XID associated with the interception.
	M

	TargetIdentifiers
	Updated packet detection criteria as determined by the CC-TF in the SMF.

NOTE: 	See notes on TargetIdentifiers in Table 6.2.3-5.
	M



When the CC-TF in the SMF detects that the PDU session has been released for a target UE, it shall send a deactivation message to the CC-POI in the UPF over the LI_T3 interface. When using ETSI TS 103 221-1 [7] this is achieved by sending a DeactivateTask message with the XID field set to the XID associated with the interception, as described in ETSI TS 103 221-1 [7] clause 6.2.3.
[bookmark: _Toc343959]6.2.3.4	Generation of xIRI at UPF over LI_X2
Editor’s Note – Someone who knows about Packet Data Header Reporting probably ought to write this…
Editor’s Note – also need a section on use of LI_T2 to trigger Packet Data Header Reporting in the UPF.
[bookmark: _Toc343960]6.2.3.5	Generation of xCC at UPF over LI_X3
The CC-POI present in the UPF shall emit X3 PDUs over LI_X3 for each IP packet matching the criteria specified in the Triggering message received over LI_T3 from the CC-TF in the SMF.
NOTE:	Implementers are reminded of the completeness and non-duplication requirements (see TS 33.127 [5]).
Editor’s Note: What do we do with packets that reached the UPF on N6 from the DN, but were not delivered to the UE? 
Each X3 PDU shall contain the contents of the GTP-U packet given using the GTP-U payload format.
[bookmark: _Toc343961]6.2.3.6	Generation of IRI over LI_HI2
When an SMF xIRI PDU is received over LI_X2, the MDF2 shall send an IRI message over LI_HI2 without undue delay. The IRI message shall contain a copy of the SMFEvent record received from LI_X2. The record may be enriched by other information available at the MDF (e.g. additional location information).
The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time that the AMF event was observed (i.e. the timestamp field of the LI_X2 PDU). The LIID and CID fields shall correctly reflect the target identity and communication session to which the IRI belongs.
The ETSI TS 102 232-1 threeGPPIRIContents field shall be populated with the BER-encoded HI2Message PDU.
[bookmark: _Toc343962]6.2.3.7	Generation of CC over LI_HI3
When an UPF xCC PDU is received over LI_X3, the MDF3 shall emit a CC PDU over LI_HI3 without undue delay.
The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time that the UPF observed the data (i.e. the timestamp field of the LI_X3 PDU). The LIID and CID fields shall correctly reflect the target identity and communication session to which the CC PDU belongs.

	 FOURTH CHANGE (6.2.5) 	
[bookmark: _Toc343965]6.2.5	LI at SMSF
[bookmark: _Toc343966]6.2.5.1	Provisioning over LI_X1
The IRI-POI present in the SMSF is provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. 
The POI in the SMSF shall support the following Target Identifier Formats in the ETSI TS 103 221-1 [7] messages:
-	SUPI.
-	PEI.
-	GPSI.
[bookmark: _Toc343967]6.2.5.2	Generation of xIRI over LI_X2
The IRI-POI present in the SMSF shall send X2 PDUs over LI_X2 for each of the events listed in TS 33.127 [5] clause 6.2.5.3, each of which is described in the following clauses.
[bookmark: _Toc343968]6.2.5.3	SMS
The IRI-POI in the SMSF shall generate an xIRI SMS containing an SMSMessage record for each SMS message.
Table 6.2.5-1: Payload for XIRISMSMessageSMSMessage record
	Field name
	Description
	M/C/O

	originatingSMSParty
	Identity of the originating SMS party.
	M

	terminatingSMSParty
	Identity of the terminating SMS party.
	M

	direction
	Direction of the SMS with respect to the target.
	M

	transferStatus
	Indicates whether the transfer succeeded or not.
	M

	otherMessage
	In the event of a server-initiated transfer, indicates whether the server will send another SMS. May be omitted if the transfer is target-initiated.
	M

	otherNetworkFunctionAddress
	Address of the other network function (SMS-GMSC/IWMSC/SMS-Router) involved in the communication of the SMS, if available.
	C

	otherNetworkFunctionType
	Type of the other network function (SMS-GMSC/IWMSC/SMS-Router) involved in the communication of the SMS, if available.
	C

	location
	Location information associated with the UE sending or receiving the SMS, if available.
	C

	smsTPDUData
	SMS TPDU, encoded as per TS 23.040 [18] clause 9.
EDITOR’S NOTE: The IRI-POI in the SMSF is required to support suppression of TP-User-Data, but the mechanism for handing this over is FFS.
	M




[bookmark: _Toc343969]6.2.5.4	Generation of IRI over LI_HI2
When an SMSF xIRI message is received over LI_X2, the MDF2 shall send an IRI message over LI_HI2 without undue delay. The IRI message shall contain a copy of the SMSFEvent record received from LI_X2. The record may be enriched by other information available at the MDF (e.g. additional location information).
The ETSI TS 102 232-1 threeGPPIRIContents field shall be populated with the BER-encoded HI2Message PDU.
The timestamp field of the psHeader structure shall be set to the time that the SMSF event was observed (i.e. the timestamp field of the X2 PDU). The LIID and CID fields shall correctly reflect the target identity and communication session to which the IRI belongs.
National regulations may require that the MDF2 removes information regarded as content from the smsPayload field in case of an IRI only warrant. The details of what must be removed and under what circumstances are for national regulation and outside the scope of the present document.

	 FIFTH CHANGE (7.3.3.4) 	
[bookmark: _Toc343995]7.3.3.4	Generation of xIRI over LI_X2
The IRI-POI provided by the LI-LCS client shall deliver the target location reports to respective MDF(s) as xIRI messages over the LI_X2 interface.
Table 7.3.3.4-1: Payload for the LALS Report xIRI messageLALSReport record
	Field name
	Description
	M/C/O

	sUPI
	SUPI of the target, if used for the service.
	C

	pEI
	PEI of the target, if used for the service.
	C

	gPSI
	GPSI of the target, if used for the service.
	C

	location
	location of the target, if obtained successfully.
	C

	rawMLPResponse
	The parameter contains a copy of the unparsed XML code of MLP response message, i.e. the entire XML document containing a <slia> (described in OMA-TS-MLP [20], clause 5.2.3.2.2) or a <slirep> (described in OMA-TS-MLP [20], clause 5.2.3.2.3) MLP messages.
This parameter is present when the LI-LCS client cannot fully map the MLP response message into the ASN.1 LocationInformation object.
	C

	mLPErrorCode
	Error code in the case of positioning failure. The error codes are the OMA MLP result identifiers defined in OMA-TS-MLP [20], Clause 5.4.
	C



The LI_X2 header (as per clause 5.3.2) of the LALS report xIRI message presented in the Table 7.3.3.4-1, shall contain the correlation ID (if provided) from a respective LI_T2 ActivationTask message.
[bookmark: _Toc343996]7.3.3.5	Generation of IRI over LI_HI2
The XIRILALSReportMessage LALSReport payload, defined in clause 7.3.3.4, shall be used as the payload of the respective LI_HI2 IRI LALS report message, no payload mediation is required.
[bookmark: _GoBack]NOTE: 	In some specific scenarios the amount of LALS reports data may overload the LI-HI2 and/or LI_X2 interfaces. To prevent the overload, a flow control for LALS Ttriggered location reports may be implemented in MDF and/or LI-LCS client, e.g. by limiting the frequency of the reports for individual targets.

	 END OF CHANGES 	
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