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Abstract of the contribution: The clause 6.2.3.3 describes the passage of CC intercept trigger from CC-TF present in the SMF to CC-POI present in the UPF. But, the text in the clause appears to be of stage 2 type. This pCR attempts to enhance the text to a stage 3 level. This revision corrects a few errors mainly in the descriptive part of the document. 
Discussion

When a PDU session is established, the SMF sends a PDU Session Establishment request to the UPF over the N4 reference point and PDU Session Modification Request to the UPF to establish the cross connect between the uplink and downlink data transfer. Later, if a  PDU session is modified, then the SMF sends a PDU Session Modification request to the UPF over the N4 reference point. At both these instances, the CC-TF present in the SMF shall send a CC intercept trigger to the UPF to initiate or modify the interception and delivery of xCC to the MDF3. When the PDU session is released, SMF sends a PDU Session Release to the UPF and in this case, the CC-TF present in the SMF may have to send a CC intercept trigger to stop the broadcast of CC to the MDF3. 
The following three flow-diagrams illustrate these cases: 
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Figure 1: CC Interception when a PDU session is established (VPLMN or non-roaming)
NOTE: Even though the N4: PDU Session Establishment request is sent before the xIRI PDU Session Establishment message, the first data flow happens after the xIRI. So, this flow is okay. 
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Figure 2: CC Interception when a PDU session is established (HPLMN, roaming)

NOTE: As can be seen in the above diagram even though the H-UPF receives the N4: PDU Session Establishment request before the IRI-POI in SMF has an opportunity to send the xIRI message. However, the downlink data does not go all the way to the UE since the cross connect in the VPLMN is not completed yet. 
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Figure 3: CC Interception when a PDU session is modified (VPLMN or non-roaming)
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Figure 4: CC Interception when a PDU session is modified (HPLMN, roaming)
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Figure 5: CC Interception ended when a PDU session is released (VPLMN or non-roaming)
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Figure 6: CC Interception ended when a PDU session is released (HPLMN, oaming)
When a PDU session is released, the xCC delivery automatically stops since there is no PDU session to capture the CC from.  
There can be scenarios where the target UE is involved in a multi-homed PDU session (TS 23.501) where a PDU session includes multiple PDU Session Anchors. In this case, multiple UPFs may be involved in the PDU session. Regarding this, the TS 33.127 has the following requirements: 

When a target UE's PDU session involves multiple Data Network (DN) connections, the generation and delivery of xCC shall be done in such a way that:

· All applicable user plane packets are captured and delivered.
· Duplicate delivery of CC is suppressed to the extent possible.

In that case, the CC-TF present in the SMF shall determine which UPF(s) is (are) more suitable to provide the CC-POI functions adhering to the above two requirements. Furthermore, independent of which UPF is used to generate the xCC, the CC delivered from the MDF3 shall be correlated to the IRI messages related to the PDU session. 
NOTE: 
Alternatively, if more than one UPF is delivering the xCC, then perhaps, separate correlation Id may have to be used to let the LEAs know the  relationship between the PDU session establishment related IRI for a user plane path and the associated CC. 
The Annex A of TS 33.127 provides following information when multiple UPFs are involved in a PDU session: 

When a PDU session involves multiple UPFs, the interception of user plane packets can be done in two ways:

· At one UPF (Branching Point UPF) through which all the user plane packets pass through.
· At the PDU Session Anchor UPFs.

When the second approach is chosen with Branching Point UPF being one of the PDU Session Anchor UPFs, redundant delivery of CC should be avoided.

Basically, as per the TS 33.127, the CC-TF in the SMF shall determine which UPF can provide the CC-POI functions and accordingly send the trigger. The two scenarios of TS 33.127 are depicted below, in a smaller figure: 
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Figure 7: Multiple DN connections in a PDU session
There can be a few scenarios that an SMF will have to be aware of while dealing with the multi-homed PDU session. Four scenarios are identified below: 

Scenario 1:

When the branching UPF does not provide the Anchor UPF function, and the CC interception of all DN connections is not required, then the SMF may choose the PDU Session Anchor UPFs that provide the DN connections which require CC interception. The CC-TF in the SMF shall inform the CC-POI in the respective PDU Session Anchor UPFs that the user plane packets received over N9 and N6 reference point are to be delivered to MDF3 as xCC (see figure 8 below). In this case, the  xCC delivered by the two UPFs may need to have a different correlation Ids.   
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Figure 8: CC interception at the PDU Session Anchor  

Scenario 2

When an UPF is playing the role of Branching Point and PDU Session Anchor UPF, and if the CC interception of all DN connections is not required, but the CC interception of DN connection anchored by the Branching Point UPF is required, then SMF has to choose that Branching Point/PDU Session Anchor UPF to provide the CC-POI functions for that DN connection. However, in this case, the user plane packets coming over N3 reference point are also delivered to other branches and hence, the interception of the same have to be suppressed. The user plane packets delivered to the N6 and received over N6 are to be delivered to the MDF3 as xCC (see figure 9 below).  
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Figure 9: CC interception at the Branching Point/PDU Session Anchor UPF (restricted CC interception requirement)  

Scenario 3

When an UPF is playing the role of Branching Point and PDU Session Anchor UPF, and if the CC interception of all DN connections is required, then SMF may choose that Branching Point/PDU Session Anchor UPF to provide the CC-POI functions (left part of the figure 4 above). In this case, then the CC-TF in SMF shall inform the CC-POI in that  UPF that the user plane packets received over N3, N6 and N9 are to be delivered to the MDF3 as xCC. The xCC delivered to the MDF3 is correlated to the PDU session related xIRI messages. 
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Figure 10: CC interception at the Branching Point/PDU Session Anchor UPF (all CC interception requirement)  

Scenario 4

When the branching UPF does not provide the Anchor UPF function, the SMF may still chose the Branching UPF to provide the CC-POI functions if the CC interception of all DN connections is required. Then, it follows the same procedure as explained earlier when the Branching Point UPF plays the role of PDU Session Anchor UPF except in this case there won’t be a N6 reference point (since Branching Point UPF is not a PDU Session Anchor UPF). 
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Figure 11: CC interception at the Branching Point (all CC interception requirement)  

**** First Change ****
6.2.3.3
Triggering of the CC-POI from CC-TF over LI_T3

6.2.3.3.1
LI_T3 interface specifics

When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI  present in the UPF over the LI_T3 interface.

When the CC-TF in the SMF detects that a PDU session has been established for a target UE (i.e. when the SMF sends the N4: Session Establishment Request and N4: Session Modification Request to the UPF), it shall send an activation message to the CC-POI in the UPF over the LI_T3 interface. The activation message shall contain the correlation identifiers that the CC-POI in the UPF shall use with the  xCC. This can be achieved by sending an ActivateTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.1 with the following details:

Table 6.2.3-5: ActivateTask message for triggering the CC-POI in the UPF
	ETSI TS 103 221-1 Field name
	Value
	M/C/O

	XID
	Set to the same XID associated with the interception in the SMF.

NOTE: 
It is for further study how the CC-TF and IRI-POI in the SMF agree on the XID.
	M

	TargetIdentifiers
	Packet detection criteria as determined by the CC-TF in the SMF, which enables the UPF to isolate target traffic. The UPF CC-POI shall support at least the following identifier types:

GTP Tunnel ID.
IPv4 addressIPv6 address

NOTE: 
This value is the target identifier for the UPF CC-POI, and may be different from the target identifier specified in the warrant.
	M

	DeliveryType
	Set to “X3Only”.
	M

	ListOfDIDs
	Delivery endpoints for LI_X3. These delivery endpoints shall be configured by the CC-TF in the SMF using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	CorrelationNumber
	Correlation ID to assign to X3 PDUs generated by the CC-POI in the UPF.
	M


When the CC-TF in the SMF detects that a targeted PDU session has changed (i.e. when the SMF sends the N4 Session Modification Request to the UPF) in a way which requires changes to the interception by the CC-POI in the UPF, the CC-TF shall modify the interception at the CC-POI in the UPF over the LI_T3 interface. This is achieved by sending an ModifyTask message as defined in ETSI TS 103 221-1[ [7] clause 6.2.2 with the following details.

Table 6.2.3-6: ModifyTask message for updating interception at the CC-POI in the UPF
	Field name
	Value
	M/C/O

	XID
	Set to the XID associated with the interception.
	M

	TargetIdentifiers
	Updated packet detection criteria as determined by the CC-TF in the SMF.

NOTE: 
See notes on TargetIdentifiers in Table 6.2.3-5.
	M


When the CC-TF in the SMF detects that the PDU session has been released (i.e. when the SMF sends the N4: Session Release Request to the UPF) for a target UE, it shall send a deactivation message to the CC-POI in the UPF over the LI_T3 interface. When using ETSI TS 103 221-1 [7] this is achieved by sending a DeactivateTask message with the XID field set to the XID associated with the interception, as described in ETSI TS 103 221-1 [7] clause 6.2.3.
6.2.3.3.2
CC interception with multi-homed PDU session
When a target UE accesses multiple Data Networks (DNs) via  a multi-homed PDU session (see TS 23.501 [2] clause 5.6.4.3),  multiple UPFs are involved in providing the PDU Session Anchors with one UPF providing the Branching Point  functionality.  The Branching Point UPF may, or may not, be a  PDU Session Anchor UPF (see TS 33.127 [5] Annex A3.2). The CC-TF present in the SMF shall send the CC intercept trigger to the CC-POI present in an UPF if and only if that UPF is selected to provide the CC-POI functions.

When the target UE is involved in multi-homed PDU session, the CC-TF present in the SMF that establishes the PDU session shall determine which UPF(s) is(are) more suitable to provide the CC-POI functions adhering to the following requirements specified in TS 33.127 [5]:

· All applicable user plane packets are captured and delivered.
· Duplicate delivery of CC is suppressed to the extent possible.

To meet the above requirements, the CC-TF present in the SMF shall follow the rules specified below: 
Scenario 1: CC Interception of all DN connections is not required.
a. CC interception at PDU Session Anchor UPF
If the CC interception of all DN connections is not required, then the CC-TF present in the SMF shall choose one or more of the PDU Session Anchor UPFs (that are on the user plane path of DN connections that require CC interception) to provide the CC-POI functions.  
In this case, the CC intercept trigger shall be sent to the CC-POIs present in the selected PDU Session Anchor UPFs and the CC interception trigger shall include the  packet detection rules. Examples of the packet detection rules are: 
· Generate the xCC from the user plane packets sent and received from the DN connection that requires the interception, or 
· Generate the xCC from all the incoming user plane packets.  
In this case, the CC-TF present in the SMF shall select the Branching Point UPF to provide the CC-POI functions unless the unless the Branching Point UPF is also a PDU Session Anchor UPF. 
b. Branching Point UPF is also a PDU Session Anchor UPF
If the CC interception of all DN connections is not required and if the UPF  playing the role of Branching Point is also a PDU Session Anchor  UPF, and if the CC interception for the related DN connection is required,   then SMF shall choose the Branching Point/PDU Session Anchor UPF to provide the CC-POI functions for the related DN connection. The CC interception trigger sent to CC-POI present in the Branching Point/PDU Session Anchor UPF shall include the following packet detection rules:     
· Generate the xCC from the user plane packets that are sent and received from the DN network to which the Branching Point UPF is providing the PDU Session Anchor PDU function.
In this case, the user plane packets sent/received on the common path (i.e. over the N3 interface) shall not be intercepted since such an interception if performed will result in a duplicate delivery of CC intercepted at the CC-POIs present in the PDU Session Anchor UPFs. 
Scenario 2: CC interception of all DN connections is required 
If the CC interception of all DN connections is required, then the SMF may choose either all the PDU Session Anchor UPFs or the Branching Point UPF to provide the CC-POI functions. 
a) PDU Session Anchor UPFs are chosen
With this method, to ensure that all user-plane packets are intercepted, the CC-TF present in the SMF will have to choose all PDU Session Anchor UPFs to provide the CC-POI functions and accordingly, send the CC interception trigger to CC-POIs present in all the PDU Session Anchor UPFs. The CC interception trigger shall include the packet detection rules as applicable to respective CC-POIs and the examples of those rules are same as described under scenario 1, a.    
In this case, the  CC-TF present in the SMF shall select the Branching Point UPF to provide the CC-POI functions if and only if the Branching Point UPF is also a PDU Session Anchor UPF and the packet detection rules included within the CC interception trigger sent to the CC-POI present in the Branching Point/PDU Session Anchor UPF shall be according to scenario 1, b. 
b) Branching Point UPF is chosen
When all user plane packets pass through the Branching Point UPF, the CC-TF present SMF may choose the Branching Point UPF to provide the CC -POI function and accordingly, send the CC interception trigger to the CC-POI present in the Branching Point UPF. The CC intercept trigger shall include the packet detection rules and examples of the same are:   
· Generate the xCC from all the incoming and outgoing user plane packets to the target UE, or 
· Generate the xCC from all the incoming user plane packets.
In this case,  the CC-TF present in the SMF shall not select any of the PDU Session Anchor UPFs to provide the CC-POI functions.  
NOTE: 
When Branching Point UPF is chosen to provide the CC-POI functions, and if the Branching Point UPF is removed from the user plane path during a PDU session, then the CC POI functions will have to be moved to the PDU Session Anchor UPFs.   

The xCC delivered to the MDF3 shall be correlated to the PDU session related xIRI messages. The use of Correlation Id shall be on a user-plane path basis, in the sense, the xCC generated at different UPFs may need to have separate Correlation Ids, each correlating to their own PDU session related xIRI messages.  
**** End of all Changes ****
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