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Abstract of the contribution: The pCR proposes to add the option of using the LI_T3 and LI_T2 based on the TS 29.244 specificaiton. 
Discussion

This pCR proposes the following two changes to the draft TS 33.128: 

· Add an option to use the N4 based (TS 29.244 defined) LI_T2 and LI_T3 to pass the intercept trigger from from IRI-TF/CC-TF present in SMF to IRI-POI/CC-POI present in the UPF. 

· Add a new sub-clause to describe the LI_T2 from IRI-TF to IRI-POI and the describe the text somewhat similar to what is there in clause 6.2.3.3.

Background

The EPC CUPS LI model was introduced in Release 14 and the related architecture is defined in TS 33.107. 
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Figure 1: CUPS LI Model from TS 33.107

The interfaces Sxa’, Sxb’ carry the packet detection and packet forwarding rules from CP function to the UP function in an encrypted form. The X3c carries the information to allow the SX3LIF to construct the CC data and deliver the same to the Mediation Function/Delivery Function 3. The X3u carries the user plane packets from UP function to the SX3LIF. The Sxa’ and Sxb’ are defined in TS 29.244. X3c is not standardized. Sxa’ and Sxb’ are described in TS 29.244. 
In 5GS, the CC interception architecture is defined in 33.127. 
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Figure 2: The CC interception architecture as defined in TS 33.127
As can be seen in figure 2 above (which is for CC interception), the Sxa’, Sxb’ and X3c defined for EPC CUPS LI model (figure 1) are collapsed into LI_T3. When the UPF provides the IRI-POI functions, the LI_T2 represents the collapsed Sxa’ Sxb’ and X3c. The X3u and X3 interfaces defined for EPC CUPS LI model (figure 1) are collapsed into LI_X3. The X3u and X2 interfaces defined for CUPS LI model (figure 1) are collapsed into LI_X2. 

The TS 33.127 also gives the following information regarding the LI_T2 and LI_T3: 

When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI present in the UPF over the LI_T3 interface which can be based on N4 functionalities (between SMF and UPF) with LI specific security measures applied.
The trigger sent from the CC-TF to CC-POI includes the following information:

· User plane packet detection rules.
· Target identity.
· Correlation number.
· MDF3 address.

The current text in draft TS 33.128 provides the following information regarding the LI_T3: 

When the CC-TF in the SMF detects that a PDU session has been established for a target UE, it shall send an activation message to the CC-POI in the UPF over the LI_T3 interface. The activation message shall contain the correlation identifiers that the CC-POI in the UPF shall use when emitting xCC. This can be achieved by sending an ActivateTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.1 with the following details:

	ETSI TS 103 221-1 Field name
	Value
	M/C/O

	XID
	Set to the same XID associated with the interception in the SMF.

NOTE: 
It is for further study how the CC-TF and IRI-POI in the SMF agree on the XID.
	M

	TargetIdentifiers
	Packet detection criteria as determined by the CC-TF in the SMF, which enables the UPF to isolate target traffic. The UPF CC-POI shall support at least the following identifier types:

GTP Tunnel ID.

IPv4 addressIPv6 address

NOTE: 
This value is the target identifier for the UPF CC-POI, and may be different from the target identifier specified in the warrant.
	M

	DeliveryType
	Set to “X3Only”.
	M

	ListOfDIDs
	Delivery endpoints for LI_X3. These delivery endpoints shall be configured by the CC-TF in the SMF using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	CorrelationNumber
	Correlation ID to assign to X3 PDUs generated by the CC-POI in the UPF.
	M


In 3GPP TS CT4, efforts are being made to add the LI_T3 and LI_T2 details into TS 29.244. This pCR proposes to have an option within the stage 3 text of TS 33.128 to use the LI_T2 and LI_T3 as defined in TS 29.244. 

Additionally, the pCR proposes to add a new clause 6.2.3.x to introduce LI_T2 interface. 

The options are provided for the change to the clause 6.2.3.3.
Additional information

The TS 23.501 provides the following packet flow format for a PDU session: 
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Figure 3: Diagram from TS 23.501

In 5G, each PDU session is associated with one tunnel. Within the PDU session, there can be multiple QoS flows based on the QFI values. The CC interception need may arise to capture selected packets from one QoS flow (simplest example: multi-leg voice calls where each the communication contents from each call leg may have to be reported separately). 

The above aspects require the following interception variations at an UPF: 

Variation 1: Intercept incoming packets. 
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Figure 4: Intercept all incoming packets
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Figure 5: Packets to and from a particular DN connection

Figure 6: 
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Figure 6: Interception of all packets, or one QoS flow, or certain packets of a QoS flow
**** First Change ****
**** Option #1 ***
6.2.3.3
Triggering of the CC-POI  from CC-TF over LI_T3

When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI  present in the UPF over the LI_T3 interface.

When the CC-TF in the SMF detects that a PDU session has been established for a target UE, it shall send an activation message to the CC-POI in the UPF over the LI_T3 interface. The activation message shall contain the correlation identifiers that the CC-POI in the UPF shall use when emitting xCC. This can be achieved by sending an ActivateTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.1 with the following details:

Table 6.2.3-5: ActivateTask message for triggering the CC-POI in the UPF
	ETSI TS 103 221-1 Field name
	Value
	M/C/O

	XID
	Set to the same XID associated with the interception in the SMF.

NOTE: 
It is for further study how the CC-TF and IRI-POI in the SMF agree on the XID.
	M

	TargetIdentifiers
	Packet detection criteria as determined by the CC-TF in the SMF, which enables the UPF to isolate target traffic. The UPF CC-POI shall support at least the following identifier types:

GTP Tunnel ID.
IPv4 addressIPv6 address

NOTE: 
This value is the target identifier for the UPF CC-POI, and may be different from the target identifier specified in the warrant.
	M

	DeliveryType
	Set to “X3Only”.
	M

	ListOfDIDs
	Delivery endpoints for LI_X3. These delivery endpoints shall be configured by the CC-TF in the SMF using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	CorrelationNumber
	Correlation ID to assign to X3 PDUs generated by the CC-POI in the UPF.
	M


When the CC-TF in the SMF detects that a targeted PDU session has changed in a way which requires changes to the interception by the CC-POI in the UPF, the CC-TF shall modify the interception at the CC-POI in the UPF over the LI_T3 interface. This is achieved by sending an ModifyTask message as defined in ETSI TS 103 221-1[ [7] clause 6.2.2 with the following details.

Table 6.2.3-6: ModifyTask message for updating interception at the CC-POI in the UPF
	Field name
	Value
	M/C/O

	XID
	Set to the XID associated with the interception.
	M

	TargetIdentifiers
	Updated packet detection criteria as determined by the CC-TF in the SMF.

NOTE: 
See notes on TargetIdentifiers in Table 6.2.3-5.
	M


When the CC-TF in the SMF detects that the PDU session has been released for a target UE, it shall send a deactivation message to the CC-POI in the UPF over the LI_T3 interface. When using ETSI TS 103 221-1 [7] this is achieved by sending a DeactivateTask message with the XID field set to the XID associated with the interception, as described in ETSI TS 103 221-1 [7] clause 6.2.3.

NOTE: 
The LI-T3 interface used for the CC interception trigger from CC-TF in SMF to CC-POI in UPF can also be realized using an N4 based LI_T3 interface as defined in TS 29.244 [xx]. The approach needs to include the trigger for all user plane connections of all users in an encrypted form managed by the LICF (in ADMF). 
**** Second Change ****
6.2.3.x
Triggering of the IRI-POI from IRI-TF over LI_T2  

*** Option #1 ***
Editor’s Note: The proposed changes in S3i190111 on clause 6.2.3.3 should be added here with one of the following NOTE  at the end:   
NOTE: 
The xIRI Packet Data Header information related trigger  from IRI-TF in SMF to IRI-POI in UPF can also be realized using an N4 based LI_T2 interface as defined in TS 29.244 [xx]. The approach needs to include the trigger for all user plane connections of all users in an encrypted form managed by the LICF (in ADMF). 

**** End of all Changes ****
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