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	 FIRST CHANGE (CLAUSE 5 TITLE) 	
[bookmark: _Toc534833475]5	Transport and Communications Protocol
Editor’s Note: Equivalent to ANNEX A 33.108 goes here.
Editor’s Note: Based on working agreements;
-	Protocols must be real-time (LI_X and HI)
- 	Support real-time delivery of HI2 and HI3
-	Not use FTP as per 33.108
- 	Not include support for ROSE unless a positive use case is identified
- 	Be upgradable to support virtual networks (rate padding etc).
- 	Full AAA, confidentiality and Integrity protection as standard.

	 SECOND CHANGE (CLAUSE 5.2) 	
5.2	Protocols for LI_X1 and LI_T interfaces
[bookmark: _Toc534833478]5.2.1 	General usage of ETSI TS 103 221-1
Functions having an LI_X1, LI_T2 or LI_T3 interface shall support the use of ETSI TS 103 221-1 [7] to realise the interface.
In the event of a conflict between ETSI TS 103 221-1 [7] and the present document, the terms of the present document shall apply.
The LIPF and MDF2/3 shall maintain a mapping between internal interception identifiers (XIDs) and external interception identifiers (LIIDs), as defined by TS 103 221-1 [7] clause 5.1.2. In the case of multiple interceptions for a single target identifier, it is an implementation decision for the LIPF/TF whether multiple XIDs are used (i.e. a one-to-one mapping between XID and LIID is maintained) or whether the single XID is used and mapped to multiple LIIDs at the MDF2/3.Clauses 6 and 7 give further details for specific networks or services (e.g. minimum supported Target Identifier Formats).
In the event that a request issued over the interface fails, or an error is reported, the LIPF should raise an alert in the appropriate LI O&M system. Further procedures (e.g. retrying a failed request) are left to CSP policy to define.
[bookmark: _Toc534833479]5.2.2 	Usage for realising LI_X1
For the purposes of realising LI_X1 between the LIPF and a POI or TF, the LIPF plays the role of the “ADMF” as defined in the TS 103 221-1 reference model (clause 4.2) shall be considered to be the LIPF, and the POI or TF plays the role of the “NE” shall be considered to be the POI or TF.
[bookmark: _Toc534833480]5.2.3	Usage for realising LI_X1 (Management)
For the purposes of realising LI_X1 between the LIPF and a Triggered POI, the LIPF plays the role of the “ADMF” as defined in the TS 103 221-1 reference model (clause 4.2) shall be considered to be the LIPF, and the Triggered POI plays the role of the “NE” shall be considered to be the Triggered POI.
[bookmark: _Toc534833481]5.2.4	Usage for realising LI_T2
For the purposes of realising LI_T2X1 between a TF and a Triggered POI, the TF plays the role of the “ADMF” as defined in the TS 103 221-1 reference model (clause 4.2), and the Triggered POI plays the role of the “NE” shall be considered to be the Triggered POI.
[bookmark: _Toc534833482]5.2.54	Usage for realising LI_T3
For the purposes of realising LI_T3X1 between a TF and a Triggered POI, the TF plays the role of the “ADMF” as defined in the TS 103 221-1 reference model (clause 4.2) shall be considered to be the TF, and the Triggered POI plays the role of the “NE” shall be considered to be the Triggered POI.
Editor’s Note – TS 103 221-1 leaves the following areas open to implementation, but which this document could define (either generally, per interface type or for specific interfaces between named functions in clauses 6/7):
· TIME1/TIME2 wait timers with defaults (5/15sec respectively), these could be changed
·  defines error messages and wait timers but does not set out any specific procedures (e.g. retries) should such an error occur. Does this document want to specify any? See clause 5.2.2 and 5.2.3.
· ADMF/NE identifiers are simple opaque tokens – the format could be specified in this document if required (although there may not be a need, it could be left to implementation). See clause 6.1.
· Keepalives and Pings are supported but not enabled by default – either could be enabled by this document if required. These also define two new timers (TIME_P1 (1 minute) and TIME_P2 (1 hour)) which could be redefined if needed. See clause 6.6
· Further more specific error codes can be defined if required
Any necessary TargetIdentifierExtensions (see Annex B – although we should also consider adding the most obvious ones directly to the spec)


	 THIRD CHANGE (CLAUSE 5.3) 	
[bookmark: _Toc534833483]5.3	Protocols for LI_X2 and LI_X3
[bookmark: _Toc534833484]5.3.1 	General usage of ETSI TS 103 221-2
Functions having an LI_X2 or LI_X3 interface shall support the use of ETSI TS 103 221-2 [8] to realise the interface.
In the event of a conflict between ETSI TS 103 221-2 [8] and the present document, the terms of the present document shall apply.
[bookmark: _GoBack]xIRI and xCC messages sent using ETSI TS 103 221-2 shall contain the appropriate XID as received in the relevant LI_X1 provisioning message (or LI_T2/3 triggering message, as appropriate).
[bookmark: _Toc534833485]5.3.2 	Usage for realising LI_X2
The POI sending xIRI messages over the LI_X2 interface shall set the PDU type field for these messages to “X2 PDU”. (see TS 103 221-2 [8] clause 5.1).
The TLS transport profile (see [8] clause 6) shall be supported and used by default.
Unless otherwise specified, xIRI messages shall include the Timestamp and Sequence Number conditional attribute fields, with the Timestamp value set to the time that the event occurred. 
[bookmark: _Toc534833486]5.3.3	Usage for realising LI_X3
The POI sending xCCIRI messages over the LI_X32 interface shall set the PDU type field for these messages to “X3 PDU”. (see TS 103 221-2 [8] clause 5.1).
Editor’s Note – Need to investigate the use of e.g. UDP for X3 for high data rate scenarios, and potentially take this to ETSI.
Editor’s Note: Other areas where we may wish to define, or override defaults specified in TS 103 221-2 are:
· Whether we wish to define formats and hierarchies for the DID, NFID and IPID (clauses 5.3.3, 5.3.4 and 5.3.5)
· Whether sequence numbers are used (see clause 5.3.6). We might want to make this decision per-function. Also may wish to define procedures at the MF should sequence numbers not match up.
· Whether timestamps are used (see clause 5.3.7). We might want to make this decision per-function.


	 FOURTH CHANGE (CLAUSE 5.4) 	
[bookmark: _Toc534833487]5.4	Protocols for LI_HI1
[bookmark: _Toc534833488]5.4.1 	General
Functions having an LI_HI1 interface shall support the use of ETSI TS 103 120 [6] to realise the interface.
In the event of a conflict between ETSI TS 103 120 [6] and the present document, the terms of the present document shall apply.
[bookmark: _Toc534833489]5.4.2 	Usage of ETSI TS 103 120
Editor’s Note - TBD


	 FIFTH CHANGE (CLAUSE 5.3.3) 	
[bookmark: _Toc534833493]5.5.3 	Usage for realising LI_HI3
The LI_HI3 messages PDUs are structured as a header and a payload. The header contains general information like LIID, Timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains content of communication based on information that the MDF3 has received from sources in the network, such as the CC-POI as described in section 6 and 7 of the present document. Details of the LI_HI3 messages can be found in Annex B of the present document. Messages defined as passing over the LI_HI3 interface shall be passed as the payload of the threeGPPCC field (see TS ETSI TS 102 232 – 7 [10] clause 15).
Editor’s Note – ETSI TS 102 232-7 Clause 15 does not yet exist, and will either be introduced by a CR or the text above will be revised.
Editor’s Note – Need to investigate the use of e.g. UDP for HI3 for high data rate scenarios, and potentially take this to ETSI.
Editor’s Note – this assumes we add a new dedicated CC contents field to TS 102 232 part 1 and refer to it in part 7
Editor’s Note – There are more options in TS 102 232 than can be further specified or overridden in this document, including (contribution to specify these details are welcome):
· Use of keepalives and length of wait timers (TIME1, TIME2, TIME3). See clause 6.3.4.
· Support or use of various capabilities (encryption, payload aggregation, capability negotiation etc). See primarily clause 6.2.

	 SIXTH CHANGE (CLAUSE 5.6.2) 	
[bookmark: _Toc534833496]5.6.2 	Usage for realising LI_HI4
The LI_HI4 messages PDUs are structured as a header and a payload. The header contains general information like LIID, Timestamp (as for example defined in ETSI TS 102 232-1 [9]). The payload contains the administrative information such as a notification. Details of the LI_HI4 messages can be found in Annex B of the present document. 
Editor’s note Annex B could be copy of Annex M from 33.108
Where the LI_HI4 interface is present alongside an LI_HI2 or LI_HI3 interface, the LI_HI4 messages shall be transmitted along the same TCP or TLS connection as the LI_HI2 or LI_HI3 messages. Where ETSI TS 102 232-1 is used for LI_HI2 or LI_HI3, messages defined as passing over the LI_HI4 interface shall be passed as the contents of the threeGPP-HI1-Operation field.
The MDF2/3 shall support generation LI_HI4 notifications for at least the following events:
· Activation of an interception at the MDF2/3 via LI_X1.
· Modification of an interception at the MDF2/3 via LI_X1.
· Deletion of an interception at the MDF2/3 via LI_X1.
Use of the notifications is a deployment matter for the CSP.

	 END OF CHANGES 	
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