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	 FIRST CHANGE (CLAUSE 6.2.2) 	
[bookmark: _Toc534833501]6.2.2 	LI at AMF
Editor’s Note – we should specify how correlation numbers should be set
[bookmark: _Toc534833502]6.2.2.1	Provisioning over LI_X1
The IRI-POI present in the AMF is provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2.
The POI in the AMF shall support the following Target Identifier Formats in the ETSI TS 103 221-1 [7] messages (or equivalent iof ETSI TS 103 221-1 is not used):
· SUPI.
· PEI.
· GPSI.
· IMSI (Editor’s Note – this would seem a sensible idea for now, but can be discussed)
· IMEI (Editor’s Note – as above)
· MSISDN (Editor’s note – as above)
· 
[bookmark: _Toc534833503]6.2.2.2	Generation of xIRI over LI_X2
6.2.2.2.1	General
The IRI-POI present in the AMF shall emit X2 PDUs over LI_X2 for each of the events listed in TS 33.127 [5] clause 6.3.2.4. Details for each of these events is described in the following clauses.

xIRI messages pertaining to the same registration shall be given the same correlation number. Unless otherwise specified, the X2 “Matched Target Identifier” conditional attribute shall be set to indicate what target identity was matched to generate the xIRI message (see ETSI TS 103 221-2 [7] clause 5.3.18).
Editor’s Note – Target Identity goes in the X2 XID header
Editor’s Note – Something about fan-out at the MDF (Target Identity here may be mapped to multiple LIIDs  at the MDF, and how this happens is up to the ADMF/MDF).

[bookmark: _Toc534833504]6.2.2.2.21	Registration
The IRI-_POI in the AMF shall generate an XIRIAMFRegistrationMessage xIRI AMF Registration message when the IRI-POI present in the AMF detects that a UE matching one of the target identifiers provided via LI_X1 has successfully registered to the 5GS via 3GPP NG-RAN or non-3GPP access. Accordingly, the IRI-_POI in the AMF generates the XIRIAMFRegistrationMessagexIRI AMF Registration message when one of the following events are detected: 
· AMF sends a REGISTRATION ACCEPT message to the target UE over the N1 reference point and the UE registration state within the AMF is changed to 5GMM-REGISTERED. 
· When the REGISTRATION ACCEPT message is sent to the target UE includes the 5G-GUTI, AMF receives the REGISTRATION COMPLETE message from the target UE over the N1 reference point and the UE registration state within the AMF is 5GMM-REGISTERED. 
The message shall contain the following payload, encoded as per clause 5.3.2.
XIRIAMFRegistrationMessage ::= SEQUENCE
{
	-- See clause 6.2.2.2.21 for details of this structure
	
	registrationType			[1] AMFRegistrationType,
	registrationResult			[2]	AMFRegistrationResult,		
	sliceInformation			[3]	SliceInformation			OPTIONAL,
	supi						[4]	SUPI,
	suci						[5] SUCI 						OPTIONAL,
	pei							[6] PEI,
	gpsi						[7] GPSI 						OPTIONAL,
	guti						[8]	GUTI,
	location					[9]	LocationInformation 		OPTIONAL,
	non3GPPAccessEndpoint 		[10] UEEndpointAddress 			OPTIONAL
}

AMFRegistrationType	::=	ENUMERATED
	{
		initial		(1),
		mobility	(2),
		periodic	(3),
		emergency	(4)
	}

AMFRegistrationResult	::= ENUMERATED
	{
		threeGPPAccess					(1),
		nonThreeGPPAccess				(2),
		threeGPPAndNonThreeGPPAccess	(3)
	}

SliceInformation	::= SEQUENCE
	{
		allowedNSSAI					(1)	NSSAI			OPTIONAL,
		configuredNSSAI					(2)	NSSAI			OPTIONAL,
		rejectedNSSAI					(3)	RejectedNSSAI	OPTIONAL
	}

Editor’s Note: TS 24.501 does not provide the ASN.1 definition for the referenced parameter types (e.g. NSSAI and rejected NSSAI). So, we will have to define it locally in the TS 33.128, or define as OCTET STRING and use CT spec value.
Editor’s Note – We may choose to refactor the ASN.1 into a single module later, but for now we will write each in the relevant section to make them easier to discuss. At that point we can also consider any other factorisation (e.g. grouping fields together) subject to keeping the number of OPTIONAL fields to a minimum, and remove any duplicate types.
Editor’s Note – we may want to qualify whether each field is directly observed or obtained from some internal state within the NF associated with the POI.
Editor’s Note – we also need to indicate which identifier (e.g. SUPI) was used to isolate/identify the traffic at the POI?
Editor’s Note – Need to consider impacts of unauthenticated emergency calls and PARLOS. This editor’s note also applies to other events.
Table 6.2.2-1: Payload for XIRIAMFRegistrationMessageAMF Registration xIRI message
	Field name
	Description
	M/C/O

	registrationType
	Specifies the type of registration, see 3GPP TS 24.501 [13] clause 9.11.3.7. This is derived from the information received from the UE in the REGISTRATION REQUEST message.
	M

	registrationResult
	Specifies the result of registration, see 3GPP TS 24.501 [13] clause 9.11.3.6.
	M

	sliceInformation
	Provide, if available, one or more of the following: 
· allowed NSSAI (see 3GPP TS 24.501 [13] clause 9.11.3.37)
· configured NSSAI (see 3GPP TS 24.501 [13] clause 9.11.3.37)
· rejected NSSAI (see 3GPP TS 24.501 [13] clause 9.11.3.46)
This is derived from the information sent to the UE in the REGISTRATION ACCEPT message.  
	C

	supi
	SUPI associated with the registration (see clause 6.2.2.4)
	M

	suci
	SUCI used in the registration
	C

	pei
	PEI provided by the UE during the registration.
	M

	gpsi
	GPSI obtained in the registration, if available as part of the subscription profile.
	C

	guti
	5G-GUTI provided as outcome of initial registration or used in other cases, see 3GPP TS 24.501 [13] clause 5.5.1.2.2.
	M

	location
	Location information determined by the network during the registration, if available
	C

	non3GPPAccessEndpoint
	UE's local IP address used to reach the N3IWF, if available
	C



[bookmark: _Toc534833505]6.2.2.2.32	Deregistration
[bookmark: _Hlk534730637]The IRI-_POI in the AMF shall generate an XIRIAMFDeregistrationMessagexIRI AMF Deregistration message when the IRI-POI present in the AMF detects that a UE matching one of the target identifiers provided via LI_X1 has deregistered from the 5GS. Accordingly, the IRI-_POI in AMF generates the XIRIAMFDeregistrationMessageAMF Deregistration message when one of the following events are detected:  
· [bookmark: _Hlk534730680]For Network initiated de-registration, when the AMF receives the N1: DEREGISTRATION ACCEPT message from the target UE or when implicit deregistration timer expires; and in both cases the UE registration state within the AMF is changed to 5GMM-DEREGISTERED. 
· For UE initiated de-registration, when the AMF sends the N1: DEREGISTRATION ACCEPT message to the target UE or when the AMF receives the N1: DEREGISTRATION REQUEST message from the target UE with deregistration type value of “switch off”; and in both cases the UE registration state within the AMF is changed to 5GMM-DEREGISTERED.  
The message shall contain the following payload, encoded as per clause 5.3.2.

XIRIAMFDeregistrationMessage ::= SEQUENCE
{
	-- See clause 6.2.2.2.32 for details of this structure
	deregistrationDirection	[1]	AMFDirection,
	accessType				[2]	AMFAccessType,
	supi					[3]	SUPI					OPTIONAL,
	suci					[4]	SUCI					OPTIONAL,
	pei						[5]	PEI						OPTIONAL,
	gpsi					[6] GPSI					OPTIONAL,
	guti					[7]	GUTI					OPTIONAL,
	cause					[8]	FiveGMMCause			OPTIONAL,
	location				[9] LocationInformation		OPTIONAL,
	non3GPPAccessEndpoint 		[10] UEEndpointAddress 			OPTIONAL

}

AMFDirection	::=	ENUMERATED
	{
			networkInitiated 	(1),
			ueInitiated			(2)
	}

AMFAccessType	::=	ENUMERATED
	{
			threeGPPAccess					(1),
			nonThreeGPPAccess				(2),
			threeGPPandNonThreeGPPAccess	(3)
	}

FiveGMMCause	::= INTEGER (0..255)


Editor’s note: Type definition may have been duplicated to make checks easier. Duplications need to be removed in the final version of the ASN.1
Table 6.2.2-2: Payload for XIRIAMFDeregistrationMessageAMF Deregistration xIRI message
	Field name
	Description
	M/C/O

	deregistrationDirection
	Indicates whether the deregistration was initiated by the network or by the UE
	M

	accessType
	Indicates the access for which the deregistration is handled, see 3GPP TS 24.501 [13] , clause 9.11.3.20.
	M

	supi
	SUPI associated with the deregistration (see clause 6.2.2.4), if available
	C

	suci
	SUCI used in the deregistration, if available (see NOTE 1)
	C

	pei
	PEI used in the deregistration, if available (see NOTE 1)
	C

	gpsi
	GPSI associated to the deregistration, if available as part of the subscription profile
	C

	guti
	5G-GUTI used in the deregistration, if available, see 3GPP TS 24.501 [13], clause 5.5.2.2.1 (see Note 1)
	C

	cause
	Indicates the 5GMM cause value for network-initiated deregistration, see 3GPP TS 24.501 [13], clause 9.11.3.2
	C

	location
	Location information determined by the network during the deregistration, if available
	C

	non3GPPAccessEndpoint
	UE's local IP address used to reach the N3IWF, if available
	C



NOTE 1: At least one among SUCI, PEI and GUTI shall be provided.

[bookmark: _Toc534833506]6.2.2.2.43	Location Update
The IRI-_POI in the AMF shall generate an AMFLocationUpdateMessagexIRI AMF Location Update each time the IRI-POI present in an AMF detects that the target’s UE location is updated due to target’s UE mobility (e.g. in case of Xn based inter NG-RAN handover).  The generation of such xIRI may be omitted if the updated UE location information is already included in other xIRIs (e.g. mobility registration) provided by the IRI-POI present in the same AMF at the same time. The message shall contain the following payload, encoded as per clause 5.3.2.
AMFLocationUpdateMessage ::= SEQUENCE
{
	-- See clause 6.2.2.2.43 for details of this structure
	supi				[1]	SUPI,
	suci				[2]	SUCI				OPTIONAL,
	pei					[3]	PEI					OPTIONAL,
	gpsi				[4] GPSI				OPTIONAL,
	guti				[5]	GUTI				OPTIONAL
	location			[6] LocationInformation,
	non3GPPAccessEndpoint 		[7] UEEndpointAddress 			OPTIONAL

}

Table 6.2.2-3: Payload for AMFLocationUpdateMessageAMF Location Update xIRI message
	Field name
	Description
	M/C/O

	supi
	SUPI associated with the location update (see clause 6.2.2.4)
	M

	suci
	SUCI associated with the location update, if available, see 3GPP TS 24.501 [13].
	C

	pei
	PEI associated with the location update, if available.
	C

	gpsi
	GPSI associated with the location update, if available as part of the subscription profile.
	C

	guti
	5G-GUTI associated with the location update, if available, see 3GPP TS 24.501 [13].
	C

	location
	Updated location information determined by the network.
	M

	non3GPPAccessEndpoint
	UE's local IP address used to reach the N3IWF, if available
	C



[bookmark: _Toc534833507]6.2.2.2.54	Start Of Interception With Registered UE
The IRI-_POI in the AMF shall generate an XIRIAMFStartOfInterceptionWithRegisteredUEMessagexIRI AMF Start of Interception with Registered UE message when the IRI-POI present in the AMF detects that interception is activated on a target UE that has already been registered in the 5GS (see clause 6.2.2.4 on Identity Privacy). The message shall contain the following payload, encoded as per clause 5.3.2.

XIRIAMFStartOfInterceptionWithRegisteredUEMessage ::= SEQUENCE
{
	-- See clause 6.2.2.2.51 for details of this structure
	
	registrationResult			[1]		AMFRegistrationResult,
	registrationType			[2]		AMFRegistrationType			OPTIONAL,
	requestedSliceInformation	[3]		RequestedSliceInformation 	OPTIONAL,
	supi						[4]		SUPI,
	suci						[5] 	SUCI						OPTIONAL,
	pei							[6] 	PEI,
	gpsi						[7] 	GPSI						OPTIONAL,
	guti						[8]		GUTI,
	location					[9]		LocationInformation 	OPTIONAL,
	non3GPPAccessEndpoint 		[10] 	UEEndpointAddress 		OPTIONAL,
	timeOfRegistration			[110]	Timestamp 				OPTIONAL
}

AMFRegistrationResult	::= ENUMERATED
	{
		threeGPPAccess					(1),
		nonThreeGPPaccess				(2),
		threeGPPAndNonThreeGPPAccess	(3)
	}


AMFRegistrationType	::=	ENUMERATED
	{
		initial		(1),
		mobility	(2),
		periodic	(3),
		emergency	(4)
	}

Editor’s note: Type definitions above have been duplicated for easier check, needs to be removed from the final version.

Table 6.2.2-4: Payload for XIRIAMFStartOfInterceptionWithRegisteredUEMessageAMF Start Of Interception With Registered UE xIRI message
	Field name
	Description
	M/C/O

	registrationResult
	Specifies the result of registration, see 3GPP TS 24.501 [13], clause 9.11.3.6
	M

	registrationType
	Specifies the type of registration, see 3GPP TS 24.501 [13] clause 9.11.3.7, if available
	C

	requestSliceInformation
	Slice requested for the registration, if available
Editor’s Note – need to define valid format / values for this. This may be different to normal registration case.
	C

	supi
	SUPI associated with the registration (see clause 6.2.2.4)
	M

	suci
	SUCI used in the registration
	C

	pei
	PEI provided by the UE during the registration
	M

	gpsi
	GPSI obtained in the registration, if available as part of the subscription profile.
	C

	guti
	5G-GUTI provided as outcome of initial registration or used in other cases, see 3GPP TS 24.501 [13], clause 5.5.1.2.2.
	M

	location
	Location information, if available
	C

	non3GPPAccessEndpoint
	UE's local IP address used to reach the N3IWF, if available
	C

	timeOfRegistration
	Time at which the last registration occurred, if available
	C




[bookmark: _Toc534833508]6.2.2.2.65	AMF Unsuccessful Procedure
The IRI-_POI in the AMF shall generate an XIRIAMFUnsuccessfulProcedurexIRI AMF Unsuccessful Procedure message when the IRI-POI present in the AMF detects an unsuccessful procedure for a UE matching one of the target identifiers provided via LI_X1.
Unsuccessful registration shall be reported only if the target UE has been successfully authenticated. 
The message shall contain the following payload, encoded as per clause 5.3.2.
XIRIAMFUnsuccessfulProcedure ::= SEQUENCE
{
	-- See clause 6.2.2.2.6X for details of this structure

	failedprocedureType			[1] FailedAMFProcedureType,
	failurecause				[2]	AMFFailureCause,
	requestedSliceInformation	[3]	RequestedSliceInformationNSSAI	OPTIONAL,
	supi						[4]	SUPI						OPTIONAL,
	suci						[5] SUCI						OPTIONAL,
	pei							[6] PEI							OPTIONAL,
	gpsi						[7] GPSI						OPTIONAL,
	guti						[8]	GUTI						OPTIONAL,
	location					[9]	LocationInformation 		OPTIONAL,
	non3GPPAccessEndpoint 		[10] UEEndpointAddress 			OPTIONAL
}

FailedAMFProcedureType ::= ENUMERATED
{
    registration            (1),
    deregistration          (2),
    locationupdate          (3),
    sms                     (4),
    pDUSessionEstablishment (5)  
}


AMFFailureCause	::= CHOICE
{
	fiveGMMCause 	[1]		FiveGMMCause,
	fiveGSMCause	[2]		FiveGSMCause

}

FiveGMMCause	::= INTEGER (0..255)
FiveGSMCause	::= INTEGER (0..255)


Editor’s Note: Type definitions above may have been duplicated for easier check and need to be removed from the final ASN.1.
Editor’s Note – We may choose to refactor the ASN.1 into a single module later, but for now we will write each in the relevant section to make them easier to discuss. At that point we can also consider any other factorisation (e.g. grouping fields together) subject to keeping the number of OPTIONAL fields to a minimum.
Editor’s Note – we may want to qualify whether each field is directly observed or obtained from some internal state within the NF associated with the POI.
Editor’s Note – we also need to indicate which identifier (e.g. SUPI) was used to isolate/identify the traffic at the POI?
Table 6.2.2-5: Payload for XIRIAMFUnsuccessfulProcedureAMF Unsuccessful Procedure xIRI message
	Field name
	Description
	M/C/O

	failedprocedureType
	Specifies the procedure which failed at the AMF
	M

	failurecause
	Provides the value of the 5GSM or 5GMM cause, see 3GPP TS 24.501 [13], clauses 9.11.3.2 and 9.11.4.2.
	M

	requestedSliceInformation
	Slice requested for the procedure, if available, given as an NSSAI (a list of S-NSSAI values as described in 3GPP TS 24.501 [13] clause 9.11.3.37).
Editor’s Note – need to define valid format / values for this
	C

	supi
	SUPI associated with the procedure, if available (see Note)
	C

	suci
	SUCI used in the procedure, if applicable and if available (see Note)
	C

	pei
	PEI used in the procedure, if available (see Note)
	C

	gpsi
	GPSI used in the procedure, if available (see Note)
	C

	guti
	5G-GUTI used in the procedure, if available, see 3GPP TS 24.501 [13], clause 9.11.3.4 (see Note)
	C

	location
	Location information determined during the procedure, if available
	C

	non3GPPAccessEndpoint
	UE's local IP address used to reach the N3IWF, if available
	C


[bookmark: _GoBack]
Note: At least one identity shall be provided, the others shall be provided if available.

[bookmark: _Toc534833509]6.2.2.3	Generation of IRI over LI_HI2
When an AMF xIRI message is received over LI_X2, the MDF2 shall emit an IRI message over LI_HI2 without undue delay.
The timestamp field of the psHeader structure shall be set to the time that the AMF event was observed (i.e. the Timestamp field of the X2 PDU).
The payload of the xIRI messages shall be used as the payload of the IRI contents. 
[bookmark: _Hlk526235424]When additional warrants are activated on a target UE, MDF2 shall be able to generate and deliver the Start of Interception with Already Registered UE message to the LEMF associated with the additional warrants without receiving a corresponding xIRI.
Editor’s Note – we also want to ensure that we indicate what the LEA-provided target identifier was (e.g. SUPI provided by the ADMF). 	Comment by Mark Canterbury: As an LEA, we know what identifier we gave the ADMF by cross-referencing the LIID (and, indeed, would prefer not to repeat that unnecessarily).

However, if we explicitly want to signal this as part of the HI2 record, then we can create a separate ASN.1 definition to provide this, which would look something like this:

HI2AMFRegistration ::= SEQUENCE
{
	matchedTargetIdentity [0] MatchedTargetIdentity
	registrationReport		  [1] XIRIAMFRegistration
}
Editor’s Note - Fields could be e.g. “LEA-provided”, “Transformed from something else”, “Observed in the signalling/content”, “obtained /known from somewhere else”.

[bookmark: _Toc534833510]6.2.2.4	Identity Privacy
The AMF shall ensure for every registration (including re-registration) that SUPI has been provided by the UDM to the AMF and that the SUCI to SUPI mapping has been verified as defined in TS 33.501 [11]. This shall be performed regardless of whether the SUPI is a target of interception, and whether the null encryption algorithm is used for the SUCI. The AMF shall maintain the SUPI to SUCI mapping for at least the lifetime of the registration in order to allow interception on SUPI after the initial registration.

	 END OF CHANGES 	
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