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Abstract of the contribution: This paper gives references from 3GPP specifications to help to understand the rationale for not having any POI functions at the N3IWF. The paper concludes that the N3IWF should not have the POI functions as currently proposed by the contribution S3i190035. The paper also proposes a response that can be sent to the incoming LS from ETSI TC LI.     
INTRODUCTION
This paper is related the S3i190039 and S3i190004 which propose the introduction of POI functions to N3IWF. 

From an overall network architecture perspective, an N3IWF is like a gNB. All users with non-3GPP access will be registered to the AMF in the 5GC and all PDU sessions go through the SMF/UPF. Therefore, all xIRI messages for target UEs on non-3GPP access can be provided by the AMF, SMF and the xIRI/CC for PDU sessions can be provided by the SMF/UPF. The UDM, SMSF related xIRI apply to target UEs via non-3GPP access. 
The document S3i190035 and incoming LS from TC LI states that the reason for having a POI at N3IWF is to allow the CSPs to report the user IP address. Note that IP address known to the N3IWF is also known to the AMF and SMF as a part of the user location information.  In other words, such information is already addressed in the xIRI messages defined in TS 33.127/TS 33.128.  
DISCUSSION 

This paper is related the S3i190039 and S3i190004 which propose the introduction of POI functions to N3IWF. The S3i190039 says the following: 

In the case of non-3GPP access, the only element in the network that has visibility of the IP address used in the access network is the N3IWF, as shown in Figure 8.3.2-1: User Plane via N3IWF from 33.501:
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Figure 8.3.21: User Plane via N3IWF




The above inference is not accurate. As a matter of fact, the 3GPP specifications 29.413, 38.413, 29.502 and 29.571 give details how the user IP address, presumed to be known only to the N3IWF (in S3i190035) is available as a part of User Location information at AMF and SMF. Therefore, the information of interest to LEAs is already reported as a part of User Location, there is no need to add POI functions into an N3IWF. 

The incoming LS from ETSI TC LI states the following: 

Communications from/to the target (who is mobile subscriber) involving a WLAN access have been intercepted at a gateway entry point into the mobile network (e.g., Packet Data Gateway [PDG]) in 3G and 4G networks as described in 3GPP TS 33.107 and 3GPP TS 33.108.

In 5G, it appears that interception of such traffic is planned to occur deeper in the network (i.e., UPF) rather than at the gateway entry point (N3IWF).  This may provide for adequate interception of CC and most IRI.  However, certain IRI is only available at the N3IWF, such as the outer layer tunnel IP Address and Port Number of the UE as seen by the N3IWF.  Such information has been reported by the PDG and ePDG in 3G and 4G.

However, only reporting from the SMF/UPF, will result in Law Enforcement losing information that was previously reported by the CSP could also jeopardize a CSP’s ability to meet its regulatory requirements.  

ETSI TC LI expects that the outer layer tunnel IP Address and Port Number of the UE connecting to the 5G core network via the N3IWF would be reported by the LI solution.  

As it is not clear how this reporting is supported, ETSI TC LI would like to know how SA3-LI supports the reporting of the outer layer tunnel IP Address and Port Number of the UE in the current LI solution approach for 5G.  

It is true that in 4G, ePDG is one of the ICEs defined (in TS 33.107/TS 33.108) when the target UE is accessing the CSP’s services via WLAN. In 4G, when the target UE is on WLAN access, MME is not on the signalling path and the S-GW is not the bearer path. However, AMF and SMF/UPF are used even when the UE is on non-3GPP access.  They (AMF, SMF/UPF) provide the required IRI, CC information to the LEAs. 
The LS states that certain IRI is only available to the N3IWF, and the LS gives the outer layer tunnel IP address and port number as examples of such information. As stated above, the outer tunnel IP address and port number are available at the AMF and SMF as a part of user location. 
If any other yet-to-be identified information of interest to LEAs is only available at the N3IWF, then the N3IWF will have to be enhanced to report such information to the AMF and/or SMF, in general (not specific to LI). Since no other information of interest is identified, it will be premature to discuss on those turns at this time. 

To conclude one of the reasons the 5G architecture includes AMF, SMF/UPF for non-3GPP access, was to address any LI specific issues that may come up with non-3GPP access. Therefore, while the 3GPP SA2, CT1, RAN groups have addressed LI concerns, it is insane to ignore such architectural advantages available with 5G network and go back to lo the legacy way of thinking. 
INFORMATION 

TS 29.413 (NG-AP for non-3GPP access) clause 5.3: 
 The User Location Information IE in the applicable NGAP messages includes the IP address and port number as specified in TS 38.413 [2]. 
 TS 38.413 (NGAP)
 9.3.1.16        User Location Information
This IE is used to provide location information of the UE.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CHOICE User Location Information
	M
	
	 
	 

	>E-UTRA user location information
	
	 
	
	 

	>>E-UTRA CGI
	M
	 
	9.3.1.9
	

	>>TAI
	M
	 
	9.3.3.11
	 

	>>Age of Location
	O
	 
	Time Stamp
9.3.1.75
	If received shall be handled as specified in TS 23.502 [10].

	>NR user location information
	
	 
	
	

	>>NR CGI
	M
	 
	9.3.1.7
	

	>>TAI
	M
	 
	9.3.3.11
	 

	>>Age of Location
	O
	 
	Time Stamp
9.3.1.75
	If received shall be handled as specified in TS 23.502 [10].

	>N3IWF user location information
	 
	 
	 
	 

	>>IP Address
	M
	 
	Transport Layer Address 
9.3.2.4
	UE's local IP address used to reach the N3IWF

	>>Port Number
	O
	 
	OCTET STRING
(SIZE(2))
	UDP or TCP source port number if NAT is detected.


 
29.502 (SMF services), clause 5.2.2.3.2.2: 

The NF Service Consumer [understand the AMF] shall request the SMF to activate the user plane connection of the PDU session by sending a POST request, as specified in subclause 5.2.2.3.1, with the following information: 

-    the upCnxState attribute set to ACTIVATING; 

-    the user location and access type associated to the PDU session, if modified; 

-    the indication that the UE is inside or outside of the LADN service area, if the DNN of the established PDU session corresponds to a LADN;  

-    other information, if necessary. 

And “ueLocation” is in Table 6.1.6.2.2-1: Definition of type SmContextCreateData

	ueLocation
	UserLocation
	C
	0..1
	This IE shall be present if it is available and if it needs to be reported to the SMF (e.g. the user location has changed or the user plane of the PDU session is deactivated).

When present, this IE shall contain: 

-
the UE location information; and 

-
the timestamp, if available, indicating the UTC time when the UeLocation information was acquired.

See NOTE.


NOTE:
In shared networks, when the message is sent from the VPLMN to the HPLMN, the PLMN ID that is communicated in this IE shall be that of the selected Core Network Operator. 
In shared networks, when the AMF and SMF pertain to the same PLMN, the Primary PLMN ID shall be communicated in the ECGI or NCGI to the SMF. The Core Network Operator PLMN ID shall be communicated in the TAI and the Serving Network.
TS 29.571

UserLocation is defined in 29.571

5.4.4.7            Type: UserLocation

Table 5.4.4.7-1: Definition of type UserLocation
	Attribute name
	Data type
	P
	Cardinality
	Description

	eutraLocation
	EutraLocation
	C
	0..1
	E-UTRA user location (see NOTE).

	nrLocation
	NrLocation
	C
	0..1
	NR user location (see NOTE).

	n3gaLocation
	N3gaLocation
	C
	0..1
	Non-3GPP access user location (see NOTE).

	NOTE:      At least one of eutraLocation, nrLocation and n3gaLocation shall be present. Several of them may be present.


5.4.4.1.0
Type: N3gaLocation

Table 5.4.4.10-1: Definition of type N3gaLocation
	Attribute name
	Data type
	P
	Cardinality
	Description

	n3gppTai
	Tai
	C
	0..1
	The unique non 3GPP TAI used in the PLMN. It shall be present over the 3GPP PLMN internal interfaces, but shall not be present over the N5 interface.

	n3IwfId
	string
	C
	0..1
	This IE shall contain the N3IWF identifier received over NGAP and shall be encoded as a string of hexadecimal characters.

Pattern: '^[A-Fa-f0-9]+$' 

It shall be present over the 3GPP PLMN internal interfaces, but shall not be present over the N5 interface.

	ueIpv4Addr
	Ipv4Addr
	C
	0..1
	UE local IPv4 address (used to reach the N3IWF).

The ueIPv4Addr or the ueIPv6Addr shall be present.

	ueIpv6Addr
	Ipv6Addr
	C
	0..1
	UE local IPv6 address (used to reach the N3IWF).

The ueIPv4Addr or the ueIPv6Addr shall be present.

	portNumber
	Uinteger
	C
	0..1
	UDP or TCP source port number. It shall be present if NAT is detected.


SUMMARY

The concern expressed in the incoming LS from ETSI TC LI is already taken care by the 5G architecture defined in TS 29.413, TS 38.413, TS 29.502, TS 571 and the LI architecture defined for 5GS in TS 33.127 and will be accommodated in the xIRI definitions which are in the process of development in draft TS 33.128. In other words, the information of interest to LI which is presumed to be available only at N3IWF is also available at the AMF and SMF and such information is already reported as a part of the xIRI generated at AMF/UPF. 

Also, note that the N3IWF has no clue about the user identity which is an essential part of providing any LI functions. 

RECOMMENDATION

1. The functionality proposed by S3i190039 is not required. Therefore, note the CR rather than accepting the text to TS 33.127.  

2. Send a LS response to ETSI TC LI with the following information: 

SA3 LI thanks ETSI TC LI for the incoming LS requesting to enhance the LI architecture defined in TS33.127 to introduce POI functions into N3IWF. 

SA3 LI have discussed the request and concluded that such an architectural enhancement is not needed for the following reasons:  

It is true that in 4G, ePDG is one of the ICEs defined (in TS 33.107/TS 33.108) for intercepting the target communications when the target UE is accessing the CSP’s services via WLAN. In 4G, when the target UE is on WLAN access, MME is not on the signalling path and the S-GW is not the bearer path. 

However, in 5G, the AMF and the SMF/UPF are used even when the UE is on non-3GPP access.  They (AMF, SMF/UPF) provide the required IRI, CC information to the LEAs. 

The target’s UE’s outer layer IP address and port number while on non-3GPP access are available at the AMF, SMF/UPF and reported to the LEAs as a part of the user location information. 

In addition, the introduction of a POI into the N3IWF will introduce to new challenge as the user-identity is not known to the N3IWF and hence, identification of a target communications is not possible in N3IWF. Therefore, if any other information is found to be useful to LEAs and is not currently included as a part of IRI messages, then the necessary changes will have to be made to the 5G architecture so that such information can be made available to the AMF, SMF. Since no such information is identified, no changes are anticipated at this time to the 5G architecture. 
In summary, N3IWF does not require a POI function and hence, the LI generic architecture as currently defined in TS 33.127 will remain to be the same. 

3GPP

SA3 LI


