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Attachments:
 
1. Overall Description:

SA3 LI would like to seek clarifications from SA2 on the scope of LI capabilities that will have to be supported within the 5GS domain for voice services that are offered over new radio (VoNR) in R15. 

When the signalling and media of VoNR calls flow through the 5GS domain, SA3 LI sees no impacts to the 5GS domain to support the interception of Intercept Related Information (IRI) of such VoNR calls. According to TS 33.107, the interception of Communication Content (CC) can be done at the GGSN, PGW, IMS-AGW, IM-MGW, TrGW, or MRFP. For VoLTE, the CC interception at the PGW (as defined in TS 33.107) is an alternate to the CC interception at the IMS-AGW.  Therefore, if a VoNR deployment uses IMS-AGW to provide the CC interception, then SA3 LI sees no impacts to the 5GS domain to support the CC interception. However, if a VoNR deployment chooses UPF to provide the CC interception, then there will be an impact. SA3 LI would like to seek clarification from SA2 on whether such a capability will have to be supported in R15. 

For a home-routed roaming architecture, the 5GS in the VPLMN may have to support the interception capabilities adopting the S8HR LI like concepts. However, such a concept will require an operational impact since S8HR LI was dependent on disabling the confidentiality protection for all voice calls for all roaming subscribers with S8HR as the roaming architecture.    Furthermore, UPF will be required to be in the same security domain as the SMF or implemented by a trusted third party located in the same country/jurisdiction.  SA3 LI would like to seek clarification from SA2 whether the security implications were evaluated and allow the use of home-routed roaming architecture for 5G.         
The LI architecture defined in TS 33.127 is different from the LI architecture defined in TS 33.107. Therefore, it is presumed that the LI architecture for IMS-based voice services would be based on the TS 33.107 LI architecture unless otherwise directed differently. To use the LI architecture specified in TS 33.127, some additional changes may become necessary to the IMS-nodes to provide the LI functions.  
2. Actions:

To SA2 group.

ACTION: 
SA3-LI asks SA2 to clarify on the scope of LI capabilities that will have to support covering clarifications on the following three questions: 

1. Should LI capabilities be defined to support the CC interception at the UPF for IMS based voice services?

2. Should the S8HR LI architecture developed to provide the LI in the VPLMN for incoming roaming targets be extended to 5GS environment? If yes, will it be called N9HR roaming architecture?
3. Can SA3 LI assume that confidentiality protection is disabled for all incoming roaming subscribers with home-routed roaming architecture? Is yes, were the security implications analysed by SA3 and GSMA?
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