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Abstract of the contribution: This contribution simplifies the POI section in the Annex and moves it to the "Security" section.

Discussion:
It was agreed in a previous meeting to simplify and move the Points of Interception annex to the Security section.


















**** First Change ****
[bookmark: _Toc526802374][bookmark: _Toc526803263]8.5 Points of Interception
CSPs use a wide range of 3GPP NFs to provide services to users. In order to intercept a service, POIs are associated with specific NFs, as depicted in Figure 8.5-1. The manner in which the POI obtains the required information from the NF depends on the service and can range from something as simple as a copy-and-forward mechanism, to sophisticated isolation and filtering. The POI may be embedded in the NF or external to the NF, connected to its interfaces. The choice of one, the other, or both approaches is service specific. 
[image: ]
Figure 8.5-1. Embedded vs. External POIs
In the figures that follow the POI will be depicted straddling the edge of the NF to simultaneously indicate both approaches.
Figure 8.5-2 shows the basic job of a POI: to obtain the state, or communicated user data, of the intercepted service. As the NF changes state, or as additional user data is generated or forwarded, in the course of providing the service, the appropriate interceptable events or real-time content are transferred into the POI.
[image: ]
Figure 8.5-2. POI State Capture
Although the POI has access to service state in the NF and information flows in and out of the NF, the NF shall not be able to access data in the POI, for obvious security reasons, as depicted in Figure 8.5-3. If the POI is embedded, LI data leakage from the POI back into the non-secure area of the NF shall be prohibited. If the POI is not embedded, the implementation shall prohibit LI data leakage back into the NF. 
The same requirements apply to TFs.
[image: ]
Figure 8.5-3. POI State Capture Security
Generally, embedded POIs have full access to the state machine of the service they intercept, while external POIs have to infer the state of the intercepted service from the events detected on the interfaces or externally applied traffic filtering criteria.
[bookmark: _GoBack]**** End of First Change ****




**** Second Change ****
{Delete Annex B.2}
**** End of Second Change ****
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			Fig 3 One Way State Flow
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			Fig 1 POIs
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			Fig 2 State Flow
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