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Abstract of the contribution: This pCR attempts to clarify the use of the LICF within the ADMF for certain security related functions. This should be considered due to the importance of the security boundary between the LICF and LIPF.


	 FIRST CHANGE 	

[bookmark: _Toc526802336][bookmark: _Toc527574085][bookmark: _Toc527614212]6.2.7	External Data Storage
The UDSF or UDR as defined in 23.501 [2] are used to external store data relating to one or more NFs, separating the compute and storage elements of an NF. Where the NF contains a POI the following restrictions on the use of the UDSF/UDR shall apply;
· The UDSF/UDR shall be subject to the same location, geographic, security and other physical environment constraints as the NF POI for which it is storing data.
· No LI specific POI data (e.g. target list) shall be stored in the UDSF/UDR unless storage is directly under the control of the POI within the NF.
· LI data stored in a UDSF/UDR shall only be accessible by the specific individual POI for which the UDSF/UDR is storing data and that data shall not be shared between POIs unless specifically authorised by the LICF within the ADMF.
· By default, LI data shall not be stored in a UDSF/UDR which is shared by multiple NFs unless specifically authorised by the LICFADMF.
· Any storage of LI data outside of the POI in the UDSF/UDR must be auditable by the LICF ADMF.
· The interface between the POI/NF and the UDSF/UDR must be protected such that an attacker cannot identify targeted users based on observation of this interface. (i.e. access to the UDSF/UDR must be identical for both intercepted and non-intercepted user communications).
· The use and placement of a UDSF/UDR within an NF/POI design shall not introduce additional interception delay compared with non-separated compute and storage.
· Where the POI requires access to NF data that is stored in the UDSF/UDR, non-LI network functions and processes or non-LI authorised personnel shall not be able to detect POI access to that data in the UDSF/UDR.
· The POI, the LICF and ADMF, and the /MDF shall be responsible for managing encryption of LI data stored for the POI in addition to any default encryption applied by the NF.

[bookmark: _Hlk526956690]The above requirements shall apply when the UDSF/UDR provide data storage for TF/NF.  


	 SECOND CHANGE 	
[bookmark: _Toc526802371][bookmark: _Toc527574126][bookmark: _Toc527614246]8.3.2	Key Management
The ADMF shall implement a Certificate Authority (CA), which shall be used as the issuing CA for all LI components,. The ADMF CA is logicallyas part of the LICF within the ADMF. 
By default, the ADMF CA shall be a sub-CA of the main network root CA, and may issue intermediate certificates.
The ADMF CA shall be responsible for creating, maintaining and revoking all identity verification and encryption certificates and root keys used by LI components communicating on LI_X interfaces. It may also be responsible for issuing certificates and root keys for LI_HI interfaces if these are not issued by the LEA/LEMF.
[bookmark: _GoBack]For virtualised implementations, the ADMF LICF shall support automated certificate enrolment for POIs and MDFs. For non-virtualised deployments, support for automatic certificate enrolment is optional. 
The ADMF LICF shall maintain a list of all valid LI components to which the ADMF LICF has issued certificates. The ADMF LICF shall revoke from that list any certificate belonging to LI components that are removed from the system (eg de-instantiated).
The ADMF CA shall provide a single certificate for each LI component. The LI component shall generate individual session keys for each LI_X link.
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