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	 FIRST CHANGE 	
[bookmark: _Toc526802272][bookmark: _Toc526803156]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
Abbreviation format (EW)
<ACRONYM>	<Explanation>

5GC	5G Core Network
5G-EIR	5G Equipment Identity Register
ADMF	LI Administration Function
AMF	Access Management Function
AUSF	Authentication Server Function
CC	Content of Communication
CPOI	Control plane Point Of Interception 
CSP	Communication Service Provider
CUPS	Control and User Plane Separation
GPSI	Generic Public Subscription Identifier
IRI	Intercept Related Information
LADN	Local Area Data Network
LALS 	Lawful Access Location Services

LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility
LI	Lawful Interception
LICF	Lawful Interception Control Function
LI_CPS	Lawful Interception CC interception rules Provisioning Signalling
LI_HI1	LI_Handover Interface 1
LI_HI2	LI_Handover Interface 2
LI_HI3	LI_Handover Interface 3
LIPF	Lawful Interception Provisioning Function
LIR	Location Immediate Request
LI_SI	Lawful Interception System Information Interface
LI_X0				Lawful Interception Internal Interface 0
LI_X1	Lawful Interception Internal Interface 1
LI_X2	Lawful Interception Internal Interface 2
LI_X3	Lawful Interception Internal Interface 3
LMF	Location Management Function
LTF	Location Triggering Function
MDF	Mediation and Delivery Function
MDF2	Mediation and Delivery Function 2
MDF3	Mediation and Delivery Function 3
N3IWF	Non 3GPP Inter Working Function
NEF	Network Exposure Function
NPLI	Network Provided Location Information
NR	New Radio
NRF	Network Repository Function
NSSF	Network Slice Selection Function
PCF	Policy Control Function
PEI	Permanent Equipment Identifier
POI	Point Of Interception
SIRF	System Information Retrieval Function 
SMF	Session Management Function
SMSF	SMS-Function
SUCI	Subscriber Concealed Identifier
SUPI	Subscriber Permanent Identifier
SX3LIF	Split X3 LI Interworking Function
TF	Topology Function	Comment by Författare:  Triggering Function
UDM	Unified Data Management
UDSF	Unstructured Data Storage Function
UPF	User Plane Function
UPOI	User plane Point Of Interception
xCC	X3 Communications Content.
xIRI	X2 Intercept Related Information

Editor’s Note: Only add those abbreviations which are specifically needed and rely on 21.905 where possible.
	 SECOND CHANGE 	
[bookmark: _Toc526802278][bookmark: _Toc526803162]5.3.1	Law Enforcement Agency (LEA)
The Law Enforcement Agency (LEA) is responsible for receiving the result of the interception sent by the MDF 2 or 3. In general the LEA is also responsible for submitting the warrant to the CSPs, although in some countries the warrant by be provided by a different legal entity (e.g. Judiciary). 	Comment by Författare: Delete space
	 THIRD CHANGE 	

[bookmark: _Toc526802279][bookmark: _Toc526803163]5.3.2	Point of Interception (POI)	Comment by Författare: Comment on notation and normative language from this point on.

Since clause 5 is an overview, it perhaps does not need to use strictly normative language (“shall”, etc). So words such as “responsible for” (which are common in this section and also in claus 4,5 of 33.107) seem OK. 

However, there does exist some normative language in this clause. Also, some of the statements here seem quite important and generally valid as normative requirements and/or definitions. So perhaps those could be made (more) normative. See suggestions below.
[bookmark: _Toc526802280][bookmark: _Toc526803164]5.3.2.1	General	
The Point of Interception (POI) detects the target communication, derives the POI Output from the target communications and delivers the POI Output to the MDF2 or MDF3. A POI may be embedded within a Network Function (NF) or separate from a NF with which it is associated. 	Comment by Författare: 
Multiple POIs may have to be involved in executing a warrant.
[bookmark: _Toc526802281][bookmark: _Toc526803165]5.3.2.2	Directly Provisioned and Triggered POIs
POIs can be divided into two categories. 	Comment by Författare: Sounds like a definition of POI-categories, but using the word “can be”….

Question: are they divided in this way or is it just that they can be divided in this way? (I.e. can they also be divided in some other way that is meaningful for the rest of the spec? Do not think so….)
Suggest: “are”
· Directly Provisioned POIs are provisioned by the LIPF directly.
· Triggered POIs are triggered by a Triggering Function (see clause 5.3.3) which is in turn provisioned by the LIPF.
[bookmark: _Toc526802282][bookmark: _Toc526803166]5.3.2.3	IRI-POIs and CC-POIs
POIs can be divided into two types for each category according to the intercepted data they send to the MDF (see clause 5.3.4)	Comment by Författare: See above “can be”.
· IRI-POI delivers xIRI to the MDF2 
· CC-POI delivers xCC to the MDF3.
Both IRI-POIs and CC-POIs may be directly provisioned or triggered (see clause 5.3.2.2)	Comment by Författare: Misleading use of reserved normative “may”.

“can be” or “could be” seems more correct.

[bookmark: _Toc526802283][bookmark: _Toc526803167]5.3.2.4	Exception handling
In case a network procedure involving the target UE and requiring the generation of a xIRI fails, the IRI-POI shall be able to report the failure reason available from the involved network protocol.

[bookmark: _Toc526802284][bookmark: _Toc526803168]5.3.3	Triggering Function
The Triggering Function is responsible for triggering Triggered POIs in response to network and service events matching the criteria provisioned by the LIPF. 
As a part of this triggering, the Trigger Function shall send all necessary interception rules (i.e. rules that allow the POIs to detect the target communications), forwarding rules (i.e. MDF2, MDF3 address), target identity, and the correlation information.
A Triggering Function may interact with other POIs to obtain correlation information. Details of this interface are not specified by the current document.
The Triggering Function that triggers CC-POI is referred to as a CC-TF and the Triggering Function that triggers an IRI-POI is referred to as IRI-TF. 

[bookmark: _Toc526802285][bookmark: _Toc526803169]5.3.4	Mediation and Delivery Function (MDF)
The Mediation and Delivery Function (MDF) delivers the Interception Product to the Law Enforcement Monitoring Facility (LEMF). 
Two variations of MDF are defined – MDF2 and MDF3. 
MDF2 generates the IRI messages from the xIRI and sends them to one or more LEMFs.  The MDF3 generates the CC from the xCC and delivers the same to one or more intercepting LEMFs. An overview of this is shown in figure 5.3-2 below. 	Comment by Författare: shall generate	Comment by Författare: shall generate


Figure 5.3-2: MDF2 and MDF3
The MDF2 and MDF3 are provisioned by the LIPF with the intercept information necessary to deliver the IRI and CC to one or more LEMFs. 
The LI_MDF interface between MDF2 and MDF3 (shown in figure 5.3-2) allows the MDF3 and MDF2 to exchange information between the two.   

[bookmark: _Toc526802286][bookmark: _Toc526803170]5.3.5 	Administrative Function (ADMF)
[bookmark: _Toc526802287][bookmark: _Toc526803171]5.3.5.1	General 
The Administration Function (ADMF), responsible for the overall management of the LI system, includes the two logical functions: 	Comment by Författare: shall include?
· Lawful Intercept Control Function (LICF) 
· Lawful Intercept Provisioning Function (LIPF). 

The LICF contains the issuing Certificate Authority (CA) for all LI components (POIs, MDFs etc). Further details are defined in clause 8.3.
An ADMF may have more than one LIPF but each LIPF may only be associated with a single logical LICF.
NOTE:	It is assumed that the LICF is always implemented on dedicated LI infrastructure which is only accessible to CSP personnel explicitly authorised to handle LI. However, the LIPF is assumed in some scenarios (e.g. virtualisation) to be implemented within the main CSP network infrastructure environment, although still only accessible to LI authorised CSP personnel.	Comment by Författare: Is this appropriate to leave as an assumption or is it actually a requirement?

The whole sentence reads as “…it is assumed….that … always …”, which makes it sound like a “shall be” requirement.
	Comment by Författare: Similarly, one could consider a normative “may” here.

(Here it says that “it is assumed … in some scenarios…”, sounding like a “may” )

[bookmark: _Toc526802288][bookmark: _Toc526803172]5.3.5.2	LICF
The LICF controls the management of the end-to-end life cycle of a warrant. The LICF contains the master record of all sensitive information and LI configuration data. The LICF is ultimately responsible for all decisions within the overall LI system. The LICF, via the LIPF acting as its proxy is responsible for auditing other LI components (POIs, MDFs etc). The LICF is responsible for communication with administrative LEA systems (LI_HI1).
The LICF provides the intercept information derived from the warrant for provisioning at the POI, TF, MDF2 and MDF3.With the exception of the communication with the LEA, all other communication between the LICF and any other entities shall be proxied by the LIPF.	Comment by Författare: shall provide
The LICF also maintains and authorises the master list of POIs, TFs and MDFs. In dynamic networks the LIPF is responsible for providing the LICF with any necessary updates to the POI/TF and MDF list.	Comment by Författare: shall also maintain

[bookmark: _Toc526802289][bookmark: _Toc526803173]5.3.5.3	LIPF
The LIPF provisions all the applicable POIs, MDF2 and MDF3.
The role of the LIPF varies depending on implementation (e.g. virtual or non-virtual).
In its simplest form, the LIPF is the secure proxy used by the LICF to communicate with POIs, TFs, MDFs or other infrastructure required to operate LI within the CSP network. In this scenario the LIPF does not store target information and simply routes X1 messages from and to the LICF.	Comment by Författare: LI_X1
In scenarios where the ADMF is required to take an active role in POI triggering, the LIPF is responsible for receiving triggering information (e.g. from an IRI-TF) and forwarding the trigger to the appropriate POI that requires to be triggered. Where required it is also responsible for triggered POI selection (e.g. through interaction with the SIRF)	Comment by Författare: “…to the TF of the appropriate POI…” ?
For directly provisioned POIs, TFs and MDFs , the LIPF will forward all LI administration instructions from the LICF to the intended destination POI, TF or MDF.	Comment by Författare: shall
In SBA[2]  or virtualised deployments, the LIPF is responsible for identifying changes to NFs, POIs, and TFs and MDFs through interaction with the SIRF or underlying virtualisation infrastructure. The LIPF shall notify the LICF of changes affecting the number of active NFs/POIs and TFs or other information which the LICF requires to maintain the master POI/TF and MDF list.
While the LIPF is assumed to be stateful with respect to dynamic interceptions it is managing, it shall not hold the full static target or other historic LI data. If the LIPF is deployed in a virtualised environment, the LIPF shall not store LI information in persistent storage and shall rely on the LICF to manage re-synchronisation in the case of LIPF restart.	Comment by Författare: How does it know when to delete? Is there also a requirement on LICF to instruct the LIPF when it can/should delete information?

[bookmark: _Toc526802290][bookmark: _Toc526803174]5.3.6	System Information Retrieval Function (SIRF)
The System Information Retrieval Function (SIRF) is responsible for providing the LIPF with the system related information for NFs that are known by the SIRF (e.g. service topology).  The information provided shall allow the LIPF / LICF to perform the necessary operations to establish and maintain interception of the target service (e.g. provisioning POIs, TFs and MDFs over LI_X1). LIPF/LICF knowledge of POI, TF and MDF existence is provided directly by interactions between the LIPF/LICF and the underlying CSP management systems that instantiate NFs (as defined in clause 5.5). The NRF / SIRF are not involved in this step of NF/POI or MDF instantiation.
While the LIPF is responsible for interactions with the SIRF, the LIPF will forward applicable information to the LICF. Details of LIPF vs LICF responsibilities in managing and maintaining interception are defined in clause 5.3.2.  	Comment by Författare: shall
NOTE: The SIRF is not responsible for notifying the LIPF that a POI, TF or MDF has been instantiated. The LIPF is notified of these events directly by the relevant CSP management system, as described in clause 5.5, prior to any interaction with the SIRF. When the SIRF subsequently notifies the LIPF that, for example an NF associated with a POI has now been registered with the SIRF, the LIPF then knows the NF and POI is ready for live user traffic service.
[bookmark: _Toc522125327]	 FOURTH CHANGE 	
[bookmark: _Toc526802302][bookmark: _Toc526803186]5.4.7	Interface LI_T
[bookmark: _Toc526802303][bookmark: _Toc526803187]5.4.7.1	General
The LI_T interface is used to pass the triggering information from the Triggering Function to the POI. Depending on the POI type, LI_T can be classified as follows: 	Comment by Författare: “is” ?  (Does any other classification make sense?)
· LI_T2
· LI_T3. 
LI_T2 is used when POI Output is sent over LI_X2 and LI_T3 is used when POI Output is sent over LI_X3.   	Comment by Författare: shall be	Comment by Författare: shall be
[bookmark: _Toc526802304][bookmark: _Toc526803188]5.4.7.1	Interface LI_T2
The LI_T2 interface is from IRI-TF to IRI-POI. 
The following are some of the information passed over this interface to the IRI-POI: 
· Target Identifier
· IRI interception rules 
· MDF2 address
· Correlation Information.
The IRI interception rules allow the IRI-POI to detect the target communication information to be intercepted. 
[bookmark: _Toc526802305][bookmark: _Toc526803189]5.4.7.3	Interface LI_T3
LI_T3 interface is from CC-TF to CC-POI. 
The following are some of the information passed over this interface to CC-POI: 
· Target Identifier
· CC interception rules 
· MDF3 address
· Correlation Information.
· The CC interception rules allow the CC-POI to detect the target communication information to be intercepted.	Comment by Författare: Format, non-itemized bullet.



[bookmark: _Toc524170335]	 FIFTH CHANGE 	
[bookmark: _Toc526802310][bookmark: _Toc526803194]5.5	LI Service Discovery
In SBA as defined in TS 23.501[2] the NRF is a central repository of discovered NFs. For NFs to be discovered, they need to have been previously instantiated and undergone a degree of configuration (function identity allocated, IP addresses, certificates, network connectivity to NRF etc). 
LI functions (e.g. ADMF, POIs and MDFs) exist within a separate security domain to the main network NF to which they are embedded. Furthermore, as with legacy networks, LI functions associated with NFs must be configured and tested before the associated NF is allowed to enter active network user service (i.e. LI must be configured and tested before an NF can handle live user traffic).	Comment by Författare: shall 	Comment by Författare: “must” is not allowed by ETSI: “shall”	Comment by Författare: same comment
In the present document, all LI functions have dedicated LI_X interfaces and discovery of LI functions by the LIPF shall happen as part of the NF / LI function instantiation phase. POIs, TFs and MDFs shall not be subject to or within the scope of NRF service discovery as defined in TS 23.501[2]. The SIRF is used to provide the LIPF with NF discovery information which shall be used to identify which NFs are applicable to intercept specific user sessions, as described in clause 5.3.6. However, the SIRF is not involved directly in LI service discovery.
The SIRF may be used to inform the LIPF that an NF has been registered / deregistered with the NRF and is now ready for use in a user service chain. The LIPF is assumed to already have knowledge of which POIs are associated with which NFs. 
POIs, TFs and MDFs may be discovered in virtualised deployments using the approach described in clause 5.6. The exact mechanisms for achieving this are out of scope of the present document.

	 SIXTH CHANGE 	
[bookmark: _Toc526802316][bookmark: _Toc526803203]6.3.2	LI at AMF
[bookmark: _Toc526802317][bookmark: _Toc526803204]6.3.2.1	Architecture
In the 5GC network, the AMF handles the access and mobility functions. The AMF shall have LI capabilities to generate the target UE’s network access, registration and connection management related xIRI.  Extending the generic LI architecture presented in clause 5, the figure 6.3-3 below gives a reference point representation of the LI architecture with AMF as a CP NF providing the IRI-POI functions.  	Comment by Författare: …POI of the AMF….


Figure 6.3-3: LI Architecture for LI at AMF
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides the same to the LIPF.    
The LIPF present in the ADMF provisions the IRI-POI (over LI_X1) present in the AMF and the MDF2.  The LIPF may interact with the SIRF (over LI_SI) present in the NRF to discover the AMFs in the network. 
The IRI-POI present in the AMF detects the target UE’s access and mobility related functions (network access, registration and connection management), generates and delivers the xIRI to the MDF2 over LI_X2.  The MDF2 delivers the IRI messages as part of the Interception Product to the LEMF over LI_HI2.   
[bookmark: _Toc526802318][bookmark: _Toc526803205]6.3.2.2	Target Identities
The LIPF present in the ADMF provisions the intercept information associated with the following target identities to the IRI-POI present in the AMF: 	Comment by Författare: shall provision
· SUPI
· PEI
· MSISDN. 
Editor’s Note: May need to change MSISDN to GPSI.
The interception performed on the above three identities are mutually independent, even though, an xIRI may contain the information about the other identities when available. 
[bookmark: _Toc526802319][bookmark: _Toc526803206]6.3.2.3	Identity Privacy
TS 33.501[9] defines the ability to prevent the SUPI being exposed over the 5G RAN through the use of SUCI. Where SUPI privacy is implemented by both the UDM and UE, the SUPI is not sent in the clear over the RAN. Therefore, AMF has to rely on the UDM to provide the SUPI as part of the registration procedure as defined in TS 33.501.
If the AMF receives a SUCI from the UE then the AMF shall ensure for every registration (including re-registration) that SUPI has been provided by the UDM to the AMF and that the SUCI to SUPI mapping has been verified as defined in TS 33.501. This shall be performed regardless of whether the SUPI is a target of interception. 
The AMF IRIPOI shall provide both the SUPI and the current SUCI in all applicable events defined in clause 6.3.2.4.
[bookmark: _Toc526802320][bookmark: _Toc526803207]6.3.2.4	IRI Events
The IRI-POI present in the AMF shall generate xIRI, when it detects the following specific events or information. 
· Registration 
· Deregistration
· Location Update
· Start of Interception with Already Registered UE
· SMS.
Editor’s note: An additional event may be needed to allow the AMF reporting failure of uplink SM procedures (e.g. such as failure of PDU session activation) at the AMF, i.e. before involving the SMF.
Editor’s note: Reporting of SMS from AMF needs to be confirmed, in such case details need to be added.
Editor’s note: An additional event may be needed to allow the AMF reporting UE state changes.
The Registration xIRI is generated when the IRI-POI present in an AMF detects that a target UE has successfully registered to the 5GS via 3GPP NG-RAN or non-3GPP access. The Registration xIRI describes the type of registration performed (e.g. initial registration, periodic registration, registration mobility update) and the access type (e.g. 3GPP, non-3GPP). Unsuccessful registration shall be reported only if the target UE has been successfully authenticated.  	Comment by Författare: shall be…	Comment by Författare: shall describe..
The Deregistration xIRI is generated when the IRI-POI present in an AMF detects that a target UE has deregistered from the 5GS. The Deregistration xIRI shall indicate whether it was an UE-initiated or a network-initiated deregistration.  	Comment by Författare: shall be…
Location update xIRI is generated each time the IRI-POI present in an AMF detects that the target’s UE location is updated due to target’s UE mobility (e.g. in case of Xn based inter NG-RAN handover).  The generation of such xIRI may be omitted if the updated UE location information is already included in other xIRIs (e.g. mobility registration) provided by the IRI-POI present in the same AMF.	Comment by Författare: shall be…
The Start of Interception with Already Registered UE xIRI is generated when the IRI-POI present in an AMF detects that interception is activated on the target UE that has already been registered in the 5GS. 	Comment by Författare: shall be…
[bookmark: _Hlk526235424]When additional warrants are activated on a target UE, MDF2 shall be able to generate and deliver the Start of Interception with Already Registered UE to the LEMF associated with the additional warrants without receiving a corresponding xIRI.

[bookmark: _Toc522125343]	 SEVENTH CHANGE 	

[bookmark: _Toc526802326][bookmark: _Toc526803213]6.3.3.2	Target Identities
The LIPF provisions the intercept related information associated with the following target identities to the IRI-POI present in the SMF: 	Comment by Författare: shall provision
· SUPI
· PEI
· MSISDN. 
The interception performed on the above three identities are mutually independent, even though, an xIRI may contain the information about the other identities when available. 
[bookmark: _Toc526802327][bookmark: _Toc526803214]6.3.3.3	IRI Events
The IRI-POI present in the SMF shall generate xIRI, when  it detects the following specific events or information. 
· PDU Session Establishment
· PDU Session Modification
· PDU Session Release
· Start of Interception with an Established PDU Session. 
PDU Session Establishment xIRI is generated when the IRI-POI present in the SMF detects that a PDU session has been established for the target UE. 	Comment by Författare: shall be…
PDU Session Modification xIRI is generated when the IRI-POI present in the SMF detects that a PDU session is modified for the target UE. 	Comment by Författare: shall be
PDU Session Release xIRI is generated when the IRI-POI present in the SMF detects that a PDU session is released for the target UE.	Comment by Författare: shall be
The Start of Interception with an Established PDU Session xIRI is generated when the IRI-POI present in a SMF detects that interception is activated on the target UE that has an already established PDU session in the 5GS.	Comment by Författare: shall be
When a target UE has multiple PDU sessions, the above xIRI shall be sent for each PDU session with a different value of correlation information. 
When the warrant requires the packet data header information reporting, the following xIRI shall be generated: 
· Packet Data Header Information Report. 
The generation of Packet Data Information Report can be done by either the IRI-POI present in the UPF or the MDF2. 

Editor’s Note: Text will have to be drafted to this sub-clause and the new sub-clauses. 

	 EIGHT CHANGE 	
[bookmark: _Toc526802345][bookmark: _Toc526803232]7.2.2.2	Target Identities
The LIPF present in the ADMF provisions the intercept information associated with the following target identities to the IRI-POI present in the UDM: 	Comment by Författare: shall
· SUPI
· PEI
· MSISDN
· SIP URI/TEL URI. 
The interception performed on the above identities are mutually independent, even though, an xIRI may contain the information about the other identities when available. 
	 END OF ALL CHANGES 	
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