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Abstract of the contribution: This pCR proposes changes to the clause 6.3.2 to specify LI events related to session management procedures to be intercepted at the SMF.  

Discussion:
In SA3-LI#70 it was agreed to specify in DTS 33.127 LI events at each POI keeping high level description and including the main parameters, leaving more details to LI stage 3. This contribution proposes LI events and parameters for session management procedure at SMF. Events at UPF such as PDHIR are not covered. Additional events at SMF for other procedures are left to further discussion and contributions as seen needed.

**** First Change ****

6.3.3	LI for SMF/UPF
[bookmark: _Toc524170360]6.3.3.1	Architecture
In the 5GC network, user plane functions are separated from the control plane functions. The SMF that handles control plane actions (e.g. establishing, modifying, deleting) for the PDU sessions shall have the LI capabilities to generate the related xIRI. The UPF that handles the user plane data shall have the capabilities to duplicate the user-plane packets from the PDU sessions based on the interception rules received from the SMF.  The figure 6.3-4 shows the LI architecture for SMF/UPF based interception..   


Figure 6.3-4: LI Architecture showing LI at SMF/UPF
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides the same to the LIPF.    
The LIPF present in the ADMF provisions IRI-POI (present in the SMF), MDF2 and MDF3 over the LI_X1 interfaces. To enable the interception of the target’s user plane packets (e.g. when the warrant requires the interception of communication contents), the CC-TF present in the SMF is also considered to be provisioned with the intercept data. 
NOTE 1:	The IRI-POI and CC-TF represented in the figure 6.3-4 are logical functions, require a close coupling between the two and as such may be handled by the same process within the SMF.     
The LIPF may interact with the SIRF (over LI_SI) present in the NRF to discover the SMFs and MDFs in the network. The IRI-POI present in the SMF detects the PDU session establishment, modification, and deletion related events, generates and delivers the related xIRI to the MDF2 over LI_X2.  The MDF2 delivers the IRI messages to the LEMF over LI_H2.  
When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI  present in the UPF over the LI_T3 interface which can be based on N4 functionalities (between SMF and UPF) with LI specific security measures applied. 
The trigger sent from the CC-TF to CC-POI includes the following information: 
· User plane packet detection rules
· Target identity
· Correlation Number
· MDF3 address. 
NOTE 2:	When LI_T3 is used, the LI-X1 between LIPF and CC-POI present in the UPF is used  to monitor the user plane data. 
The CC-POI present in the UPF generates the xCC from the user plane packets, and delivers the xCC (that includes the correlation number and the target identity) to the MDF3. The MDF3 delivers the CC to the LEMF over LI_HI3.   
A warrant that does not require the interception of communication contents, may require IRI messages that have to be derived from the user plane packets. To support the generation of related xIRI (i.e. that requires access to the user plane packets), the present document supports two implementation approaches: 
· In approach 1, the IRI-POI responsible for the generation of such xIRI resides in the UPF. Such an IRI-POI requires a trigger to enable it to detect the user plane packets. The corresponding Triggering Function (IRI-TF) resides in the same SMF that has the IRI-POI for the other xIRI. 
NOTE 3: The IRI-POI and IRI-TF present in the SMF may be handled by the same process in the SMF. 
The trigger sent by the IRI-TF (present in the SMF) to the IRI-POI (present in the UPF) includes the following:   
· User plane packet detection rules
· Target identity
· Correlation Number
· MDF2 address. 
The IRI-POI present in the UPF generates the xIRI (that includes the correlation number and the target identity) from the user plane packets and send the same to the MDF2. The MDF2 generates the IRI messages and send the same to the LEMF.   
· In approach 2, xCC is generated by the CC-POI present in the UPF as if the warrant involves the interception of communication contents. To enable this, the CC-TF presumed to be present in the SMF even when the warrant does not require the interception of communication contents. As explained before, the CC-POI generates the xCC and send the same to the MDF3. The MDF3 (based on the provisioned intercept information) does not generate and deliver the CC to the LEMF. Instead, the MDF3 forwards the xCC to the MDF2 over LI_MDF interface. The MDF2 then generates the IRI messages from xCC and delivers those IRI messages to the LEMF. 
NOTE 4: 	When multiple warrants are active on a target with one requiring the interception of communication contents and the other not (in other words, this other one requiring xIRI from user plane packets), the first approach requires the UPF to have both CC-POI and IRI-POI and the SMF to have IRI-POI, IRI-TF and CC-TF.  Alternatively, the interception of communication contents is required anyway for one warrant, and hence, the second approach will become simpler and therefore, may be preferable.   

NOTE 5: Directly provisioned CC-POI is not considered in the present document. 

[bookmark: _Toc524170361]6.3.3.2	Target Identities
The LICF provisions the intercept related information associated with the following target identities to the IRI-POI present in the SMF: 
· SUPI
· PEI
· MSISDN/GPSI. 
The interception performed on the above three identities are mutually independent, even though, an xIRI may contain the information about the other identities when available. 
[bookmark: _Toc524170362]6.3.3.3	IRI Events
The IRI-POI present in the SMF shall generate xIRI, when the SMF detects the following specific events or information.
· PDU Session Activation
· PDU Session Modification
· PDU Session Release 
· Start of interception with active PDU session
. 
Editor’s Note: Text will have to be drafted to this sub-clause and the new sub-clauses. 

[bookmark: _Toc524170363]6.3.3.4	IRI Parameters
A combined list of parameters that are included in the xIRI generated by the IRI-POI present in the SMF are is shown below.   
· Target id: can be one of SUPI, MSISDN/GPSI, PEI
· Additional observed identities: all the other identities which are related to the target id associated in the IRI-POI present in the AMF and associated to the target id. These includes SUPI, MSISDN/GPSI, PEI, SUCI, 5G-GUTI
· NF identifier: unique identifier for the NF
· Event type: PDU Session Activation, PDU Session Modification, PDU Session Release, Start of Interception with active PDU session
· Initiator: information about the entity which initiated the procedure, i.e. UE or Network
· Correlation number: used to correlate xIRIs and xCC for the same PDU session
· DNN: Data Network Name
· S-NSSAI: Single Network Slice Selection Assistance Information
· PDU session ID: Identifier for the PDU session for the given UE. PDU Session ID is unique per UE and is the identifier used to uniquely identify one of a UE's PDU Sessions.
· AMF ID: Identifier of the AMF
· Request type: Initial request, existing PDU session
· Access type: the current access type (e.g. 3GPP, non 3GPP) for the PDU session
· RAT type: the radio access type for the PDU session
· SM container: session management container included in the protocol message
· QoS parameters: quality of service information
· Location information: the target UE location, including the time at which the location was obtained by the IRI- POI present in the SMF
· Timestamp: the time at which the xIRI is generated by the IRI-POI present in the AMF
· Failure cause: provides the cause of failure of the network procedure as provided by the related protocols
Editor’s Note: Text will have to be drafted to this sub-clause. 

[bookmark: _Toc524170364]6.3.3.5	Parameters on each xIRI  
Editor’s Note: Text will have to be drafted to this sub-clause and new sub-clauses. 
Parameters to be included in each xIRI are included below
6.3.3.5.1	PDU Session Activation
The following parameters shall be provided, if available, in the PDU Session Activation xIRI from the SMF:
· Target id (SUPI, MSISDN/GPSI, PEI)
· Additional observed identities (e.g. SUCI, 5G-GUTI)
· NF identifier
· Event type
· Initiator
· Correlation number
· DNN
· S-NSSAI(s)
· PDU session ID
· Old PDU session ID
· AMF ID
· Request type
· Access Type
· RAT type
· SM container
· QoS parameters
· Location information
· Timestamp
· Failure cause (in case of failure only)

6.3.3.5.2	PDU Session Modification
The following parameters shall be provided, if available, in the PDU Session Modification xIRI from the SMF:
· Target id (SUPI, MSISDN/GPSI, PEI)
· Additional observed identities (e.g. SUCI, 5G-GUTI)
· NF identifier
· Event type
· [bookmark: _GoBack]Initiator
· Correlation number
· QoS parameters
· PDU session ID
· RAT type
· Location information
· Timestamp
· Failure cause (in case of failure only)

6.3.3.5.3	PDU Session Release
The following parameters shall be provided, if available, in the PDU Session Release xIRI from the SMF:
· Target id (SUPI, MSISDN/GPSI, PEI)
· Additional observed identities (e.g. SUCI, 5G-GUTI)
· Initiator
· NF identifier
· Event type
· Correlation number
· PDU session ID
· Location information
· Timestamp

6.3.3.5.4	Start of interception with active PDU session
The following parameters shall be provided, if available, in the Start of interception with active PDU session xIRI from the SMF:
· Target id (SUPI, MSISDN/GPSI, PEI)
· Additional observed identities (e.g. SUCI, 5G-GUTI)
· NF identifier
· Event type
· Initiator
· Correlation number
· DNN
· S-NSSAI(s)
· PDU session ID
· AMF ID
· Request type
· Access Type
· RAT type
· QoS parameters
· Location information
· Timestamp


**** End of Changes ****
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