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Abstract of the contribution: Suggestions for some minor inconstancies in the text.  
**** First Change ****
5.3.1
Law Enforcement Agency (LEA)

The Law Enforcement Agency (LEA) is responsible for receiving the result of the interception sent by the MDF 2 or MDF 3. In general the LEA is also responsible for submitting the warrant to the CSPs, although in some countries the warrant by be provided by a different legal entity (e.g. Judiciary). 

**** Second Change ****
5.3.4
Mediation and Delivery Function (MDF)

The Mediation and Delivery Function (MDF) delivers the Interception Product to the Law Enforcement Monitoring Facility (LEMF). 

Two variations of MDF are defined – MDF2 and MDF3. 

MDF2 generates the HI2 containing the IRI messagesfrom the xIRI and sends them to one or more LEMFs.  The MDF3 generates the HI3 
containing the CC from the xCC and delivers the same to one or more intercepting LEMFs. An overview of this is shown in figure 5.3-2 below. 
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Figure 5.3-2: MDF2 and MDF3 
Editors note IRI and CC changed to HI2 and HI3
The MDF2 and MDF3 are provisioned by the LIPF with the intercept information necessary to deliver the IRI and CC to one or more LEMFs. 

The LI_MDF interface between MDF2 and MDF3 (shown in figure 5.3-2) allows the MDF3 and MDF2 to exchange information between the two.   
**** Third Change ****
5.3.5 
Administrative Function (ADMF)

The Administration Function (ADMF), responsible for the overall management of LI system, includes the two logical functions: 

· Lawful Intercept Control Function (LICF) 

· Lawful Intercept Provisioning Function (LIPF). 

The LICF controls the management of the end-to-end life cycle of a warrant. The LICF provides the intercept information derived from the warrant for provisioning at the LIPF. 

The LIPF provisions all the applicable POIs, MDF2 and MDF3.

**** Fourth Change ****
6.3.3.1
Architecture

In the 5GC network, user plane functions are separated from the control plane functions. The SMF that handles control plane actions (e.g. establishing, modifying, deleting) for the PDU sessions shall have the LI capabilities to generate the related xIRI. The UPF that handles the user plane data shall have the capabilities to duplicate the user-plane packets from the PDU sessions based on the interception rules received from the SMF.  The figure 6.3-4 shows the LI architecture for SMF/UPF based interception..   
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Figure 6.3-4: LI Architecture showing LI at SMF/UPF
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides the same to the LIPF.    

The LIPF present in the ADMF provisions IRI-POI (present in the SMF), MDF2 and MDF3 over the LI_X1 interfaces. To enable the interception of the target’s user plane packets (e.g. when the warrant requires the interception of communication contents), the CC-TF present in the SMF is also considered to be provisioned with the intercept data. 

NOTE 1:
The IRI-POI and CC-TF represented in the figure 6.3-4 are logical functions, require a close coupling between the two and as such may be handled by the same process within the SMF.     

The LIPF may interact with the SIRF (over LI_SI) present in the NRF to discover the SMFs and MDFs in the network. The IRI-POI present in the SMF detects the PDU session establishment, modification, and deletion related events, generates and delivers the related xIRI to the MDF2 over LI_X2.  The MDF2 delivers the IRI messages to the LEMF over LI_H2.  

When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI  present in the UPF over the LI_T3 interface which can be based on N4 functionalities (between SMF and UPF) with LI specific security measures applied. 

The trigger sent from the CC-TF to CC-POI includes the following information: 

· User plane packet detection rules

· Target identity

· Correlation Number

· MDF3 address. 

NOTE 2:
When LI_T3 is used, the LI-X1 between LIPF and CC-POI present in the UPF is used  to monitor the user plane data. 

The CC-POI present in the UPF generates the xCC from the user plane packets, and delivers the xCC (that includes the correlation number and the target identity) to the MDF3. The MDF3 delivers the CC to the LEMF over LI_HI3.   

A warrant that does not require the interception of communication contents, may require IRI messages that have to be derived from the user plane packets. To support the generation of related xIRI (i.e. that requires access to the user plane packets), the present document supports two implementation approaches: 

· In approach 1, the IRI-POI responsible for the generation of such xIRI resides in the UPF. Such an IRI-POI requires a trigger to enable it to detect the user plane packets. The corresponding Triggering Function (IRI-TF) resides in the same SMF that has the IRI-POI for the other xIRI. 

NOTE 3: The IRI-POI and IRI-TF present in the SMF may be handled by the same process in the SMF. 

The trigger sent by the IRI-TF (present in the SMF) to the IRI-POI (present in the UPF) includes the following:   

· User plane packet detection rules

· Target identity

· Correlation Number

· MDF2 address. 

The IRI-POI present in the UPF generates the xIRI (that includes the correlation number and the target identity) from the user plane packets and send the same to the MDF2. The MDF2 generates the IRI messages and send the same to the LEMF.   

· In approach 2, xCC is generated by the CC-POI present in the UPF as if the warrant involves the interception of communication contents. To enable this, the CC-TF presumed to be present in the SMF even when the warrant does not require the interception of communication contents. As explained before, the CC-POI generates the xCC and send the same to the MDF3. The MDF3 (based on the provisioned intercept information) does not generate and deliver the HI3 containing CC to the LEMF. Instead, the MDF3 forwards the xCC to the MDF2 over LI_MDF interface. The MDF2 then generates the IRI messages from xCC and delivers those IRI messages to the LEMF. 

NOTE 4: 
When multiple warrants are active on a target with one requiring the interception of communication contents and the other not (in other words, this other one requiring xIRI from user plane packets), the first approach requires the UPF to have both CC-POI and IRI-POI and the SMF to have IRI-POI, IRI-TF and CC-TF.  Alternatively, the interception of communication contents is required anyway for one warrant, and hence, the second approach will become simpler and therefore, may be preferable.   

NOTE 5: Directly provisioned CC-POI is not considered in the present document. 

**** End of all changes ****
�The CC is generated in the POI or actually in the UE
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