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	 FIRST CHANGE 	

1	Scope
The present document describes both the architectural and functional system requirements components for Lawful Interception (LI) in 3GPP networks. The present document includes both usage of the LI architectures for network layer based and service layer based Interception.	Comment by Författare: Copy from 33.126?	Comment by Författare: Is it not one architecture that may be used in different ways?
The present document is inclusive of all LI architectural and functional capabilities required to support those national Lawful Interception requirements that are valid globally, applicable to 3GPP networks. National regulatory requirements are responsible for defining the specific set of LI functional capabilities that are applicable to a specific 3GPP operator deployment. Editor’s Note: Initial focus on implementing 5G LI capabilities before importing existing 33.107 capabilities.
	 SECOND CHANGE 	
[bookmark: _Toc524170316]3.1	Definitions
[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK8]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Definition format (Normal)
<defined term>: <definition>.
example: text used to clarify abstract rules by applying them literally.
Editor’s Note: Import applicable definitions from 33.126 & 33.107.	Comment by Författare: Note on terms used below: “Provisioning” is defined in 33.126 and “tasking” (or more precisely “task”) is defined in 103 221-1. None of these defines “triggering” though. 

So maybe a placeholder to define/import these should be made?


	 THIRD CHANGE 	

[bookmark: _Hlk525136834][bookmark: _Toc524170327]5.3.2.2	Directly Provisioned and Triggered POIs
POIs can be divided into two categories according to how they receive intercept provisioning information	Comment by Författare: See below.
· Directly Provisioned POIs are provisioned by the LIPF directly.
· Triggered POIs are triggered by a Triggering Function (see clause 5.3.3) which is in turn provisioned by the LIPF.	Comment by Författare: If the difference is related to how the POIs are provisioned, then this bullet still does not tell how provisioning is done: it only tells how the POI is triggered.

5.3.2.3	IRI-POIs and CC-POIs
POIs can be divided into two categories according to the type of intercepted data they send to the MDF (see clause 5.3.4)
· IRI-POI delivers xIRI to the MDF2 
· CC-POI delivers xCC to the MDF3.
Both IRI-POIs and CC-POIs may be directly provisioned or triggered (see clause 5.3.2.2)

[bookmark: _Toc522125327]	 FOURTH CHANGE 	

[bookmark: _Toc524170329]5.3.54 	Administrative Function (ADMF)
The Administration Function (ADMF), responsible for the overall management of the LI system, includes the two logical functions: 	Comment by Författare: Missing.
· Lawful Intercept Control Function (LICF) 
· Lawful Intercept Provisioning Function (LIPF). 
The LICF controls the management of the end-to-end life cycle of a warrant. The LICF provides the intercept information derived from the warrant for provisioning at the POI, MDF2 and MDF3. 
The LIPF provisions all the applicable POIs, MDF2 and MDF3.

[bookmark: _Toc524170335]	 FIFTH CHANGE 	
5.4.3	Interface LI_HI1
LI_HI1 is used to send warrant and other interception request information from the LEA to the CSP. This interface may be electronic or may be an offline manual process depending on national warrantry processes.
The following are some of the information included within the warrant sent over this interface: 
· Target Identifier:  Used to identify the communications to be intercepted. 
· Type of Intercept: Used to identify the scope of target communications to be delivered to the LEMF. 
· LEMF Address: Used to deliver the Interception Product. 	Comment by Författare: Missing.
· Lawful Interception Identifier: Used to associate the Interception Product with the issued warrant. 
LI_HI1 interfaces shall support the use of ETSI TS 103 120 [7] for communication of warrant information between the LEA and CSP. However, default configurations, information element formats and other parameters as defined in the present document shall apply regardless of generic default options specified in ETSI TS 103 120 [7].
[bookmark: _Toc524170336]5.4.4	Interface LI_X1
[bookmark: _Toc524170337]5.4.4.1	General
LI_X1 interfaces are used to configure LI target information on POIs and TFs in order to intercept target communications. LI_X1 interfaces are also used to configure MDFs with the necessary information to deliver those communications in the correct format to law enforcement.	Comment by Författare: Actually, with reference to 5.4.4.2 and 5.4.4.3, it seems LI_X1 has (at least) three usages:
Provisioning
Audit/management
Tasking

Furthermore, since reference to 103 221-1 is made, it can be noted that 103 221-1 defines X1 to be used for what they call “management tasking”.

It is perhaps not clear that “configure” is the best term to use for the union of those terms.


LI_X1 interfaces shall support the use of ETSI TS 103 221-1 [8] for transport of X1 messages / information. However, default configurations, information element formats and other parameters as defined in the present document shall apply regardless of generic default options specified in TS 103 221-1 [8].
[bookmark: _Toc524170338]5.4.4.2	LIPF and POI
The following are some of the information passed over LI_X1 to the POI as a part of intercept provisioning:   
· Target Identifier
· Type of Intercept
· Address of MDF2 and MDF3. 
The LI_X1 interface between LIPF (in the ADMF) and a Triggered POI shall be used only for audit and management purposes, and not for tasking purposes.
EDITOR’S NOTE: This section may require updating with respect to the inclusion of Triggering Functions
 
[bookmark: _Toc524170339]5.4.4.3	LIPF and MDF2/MDF3
The following are some of the information passed over LI_X1 to the MDF2/MDF3 as a part of intercept provisioning:   
· Target Identifier
· Lawful Interception Identifier
· Type of Intercept
· LEMF Address. 

	 SIXTH CHANGE 	
[bookmark: _GoBack]
[bookmark: _Toc524170341]5.4.6	Interface LI_X3
LI_X3 interfaces are used to pass tealreal-time content of communications (i.e. xCC) and associated metadata from CC-UPOIs to MDF3.	Comment by Författare: Typo.
The following are some of the information passed over this interface to the MDF3 as a part of xCC:
·  Target Identifier
· Time stamp
· Correlation Number
· User plane packets.
NOTE: 	Fully standardised definition of LI_X3 interface is not provided by the present document. Fully standardised interface will be supported in future versions once applicable ETSI TC LI_X3 specifications are completed.

[bookmark: _Toc522125343]	 SEVENTH CHANGE 	

[bookmark: _Toc524170361]6.3.3.2	Target Identities
The LICF LIPF provisions the intercept related information associated with the following target identities to the IRI-POI present in the SMF: 	Comment by Författare: Wrong entity.
· SUPI
· PEI
· MSISDN. 
The interception performed on the above three identities are mutually independent, even though, an xIRI may contain the information about the other identities when available. 
	 EIGHT CHANGE 	

[bookmark: _Toc510444907][bookmark: _Toc524170396]8	LI Security Considerations 
[bookmark: _Toc524170397]8.1 Introduction
The most sensitive information in the LI system is the target list. This is the list of all the subjects in the network currently under surveillance, whether active, suspended or in any other state.  The security measures used by the carrier to ensure unauthorized access to this list is not subject to standardization, but the architectural choices made in the design of the LI system do impact the security of the target list directly.
Since completeness of the interception product is a legal requirement in most jurisdictions, the LI system must ensure that no events that are lawfully authorized for interception are missed. To ensure that no events are missed there are two architectural alternatives.	Comment by Författare: Missing
	 NINTH CHANGE 	

[bookmark: _Toc524170405]Annex <B> (informative): Implementation Considerations

[bookmark: _Toc524170406]B.1 General
Editor’s Note: Annex used to group implementation consideration text. May need to split and re-order sub-sections into other Annexes.
[bookmark: _Toc524170407]B.2 Points of Interception
Communication Service Providers (CSPs) use a wide range of 3GPP Network Functions (NFs) to provide services to users. In order to intercept a service, Points Of Interception (POIs) are associated with specific NFs, as depicted in Figure B.2-1. The manner in which the POI obtains the required information from the NF depends on the service and can range from something as simple as a copy-and-forward mechanism, to sophisticated isolation and filtering. The present document describes implementation of the POI based on two basic approaches: POI embedded in the NF (depicted on the left) or external to the NF (depicted on the right), connected to its interfaces. The choice of one, the other, or both approaches is service specific. In the figures that follow the POI will be depicted straddling the edge of the NF to simultaneously indicate both approaches.
[image: ]
Figure B.2-1. Embedded vs. External POIs
Figure B.2-2 shows the basic job of a POI: to obtain the state and/or communicated user data of the intercepted service. As the NF changes state and/or as additional user data is generated or forwarded in the course of providing the service, the appropriate interceptable events or real-time content are transferred into the POI.

[image: ]
Figure B.2-2. POI State Capture
Although the POI has access to state data in the NF, the converse is must be prohibited, for obvious security reasons, as depicted in Figure B.2-3. If the POI is embedded, the implementation must prohibit LI state leakage back into the non-secure area of the NF. The same security principle applies if the POI is an external to the NF.	Comment by Författare: Does not hold “automatically”.
  
[image: ]
Figure B.2-3. POI State Capture Security
Generally, embedded POIs have full access to the state machine of the service they intercept, while external POIs have to infer the state of the intercepted service from the events detected on the interfaces or externally applied traffic filtering criteria. Note that, as a complement to the requirement of completeness of the intercept, there is also a requirement of “soundness” of the intercept: no unauthorized intercept should occur. Therefore, regardless of the extent of the POI’s direct access into the NF state, implementation of the POI must also avoid over-collection.
Figure B.2-4 depicts a particular wrinkle that is introduced by the practice of storing state outside the NF itself, such as in a UDSF in a 5G network. Typically, this mechanism is used to facilitate migration or scale-out events.
[image: ]
Figure B.2-4. State Stored Externally to the NF
If interception is started during a session for which the relevant state is in the UDSF, but not in the NF, and the NF chooses to retrieve the state from the UDSF for no other reason than LI being started, particular attention has to be given to this event becoming detectable.
	 END OF ALL CHANGES 	
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