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1
Decision/action requested
Approval pCR.
2
Rationale

SA3-LI have discussed the concept of SBA discovery applied to LI interfaces.  As discussed at SA3LI#70, functions will continue to use traditional X interfaces and those functions need to available before the core network NFs to which they relate are allowed into service. Furthermore, ADMF, POI, MDF and any other LI functions must exist in a dedicated security domain which is not directly exposed to non-LI functions (eg NRF).
This contribution clarifies service discovery for LI.

3
Detailed proposal
*** Begin Change 1 ***
5.3.6
System Information Retrieval Function (SIRF)

The System Information Retrieval Function (SIRF) is responsible for providing the LIPF with the system related information for all NFs that are known by the NRF (e.g. service topology). The information provided shall allow the LIPF to establish which NFs are required to establish and maintain interception for a specific network or service. 
NOTE: In the present document, discovery of LI functions is not provided through the SIRF. LI service discovery is defined in clause 5.X.

*** End of Change 1 ***

*** Begin Change 2 ***
5.X
LI Service Discovery
In SBA as defined in TS 23.501[2] the NRF is a central repository of discovered NFs. For NFs to be discovered, they need to have been previously instantiated and undergone a degree of configuration (function identity allocated, IP addresses, certificates, network connectivity to NRF etc). 
LI functions exist within a separate security domain to the main network NF to which they are embedded. Furthermore, as with legacy networks, LI functions associated with NFs must be configured and tested before the associated NF is allowed to enter active network user service (i.e. LI must be configured and tested before an NF can handle live user traffic).
In the present document, all LI functions have dedicated LI_X interfaces and discovery of LI functions by the LIPF shall happen as part of the NF / LI function instantiation phase. POIs and MDFs shall not be subject to or within the scope of NRF service discovery as defined in TS 33.501. The SIRF is used to provide the LIPF with NF discovery information which shall be used to identify which NFs are applicable to intercept specific user sessions, as described in clause 5.3.6. However, the SIRF is not involved directly in LI service discovery.

The SIRF may be used to inform the LIPF that an NF associated with an LI POI has been discovered by the NRF and is now ready for use in a user service chain.

POIs and MDFs may be discovered in virtualised deployments using the approach described in clause 5.Z [ADD POINTER TO VIRTUALISATION SECTION]. The exact mechanisms for achieving this are out of scope of the present document.
*** End of Change 2 ***
*** Begin Change 3 ***

6.3.3
LI for SMF/UPF
6.3.3.1
Architecture

In the 5GC network, user plane functions are separated from the control plane functions. The SMF that handles control plane actions (e.g. establishing, modifying, deleting) for the PDU sessions shall have the LI capabilities to generate the related xIRI. The UPF that handles the user plane data shall have the capabilities to duplicate the user-plane packets from the PDU sessions based on the interception rules received from the SMF.  The figure 6.3-4 shows the LI architecture for SMF/UPF based interception.   
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Figure 6.3-4: LI Architecture showing LI at SMF/UPF
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides the same to the LIPF.    

The LIPF present in the ADMF provisions IRI-POI (present in the SMF), MDF2 and MDF3 over the LI_X1 interfaces. To enable the interception of the target’s user plane packets (e.g. when the warrant requires the interception of communication contents), the CC-TF present in the SMF is also considered to be provisioned with the intercept data. 

NOTE 1:
The IRI-POI and CC-TF represented in the figure 6.3-4 are logical functions, require a close coupling between the two and as such may be handled by the same process within the SMF.     

The LIPF may interact with the SIRF (over LI_SI) present in the NRF to discover the SMFs and UPFs in the network. The IRI-POI present in the SMF detects the PDU session establishment, modification, and deletion related events, generates and delivers the related xIRI to the MDF2 over LI_X2.  The MDF2 delivers the IRI messages to the LEMF over LI_H2.  

When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI present in the UPF over the LI_T3 interface which can be based on N4 functionalities (between SMF and UPF) with LI specific security measures applied. 

The trigger sent from the CC-TF to CC-POI includes the following information: 

· User plane packet detection rules

· Target identity

· Correlation Number

· MDF3 address. 

NOTE 2:
When LI_T3 is used, the LI-X1 between LIPF and CC-POI present in the UPF is used to monitor the user plane data. 

The CC-POI present in the UPF generates the xCC from the user plane packets and delivers the xCC (that includes the correlation number and the target identity) to the MDF3. The MDF3 delivers the CC to the LEMF over LI_HI3.   

A warrant that does not require the interception of communication contents, may require IRI messages that have to be derived from the user plane packets. To support the generation of related xIRI (i.e. that requires access to the user plane packets), the present document supports two implementation approaches: 

· In approach 1, the IRI-POI responsible for the generation of such xIRI resides in the UPF. Such an IRI-POI requires a trigger to enable it to detect the user plane packets. The corresponding Triggering Function (IRI-TF) resides in the same SMF that has the IRI-POI for the other xIRI. 

NOTE 3: The IRI-POI and IRI-TF present in the SMF may be handled by the same process in the SMF. 

The trigger sent by the IRI-TF (present in the SMF) to the IRI-POI (present in the UPF) includes the following:   

· User plane packet detection rules

· Target identity

· Correlation Number

· MDF2 address. 

The IRI-POI present in the UPF generates the xIRI (that includes the correlation number and the target identity) from the user plane packets and send the same to the MDF2. The MDF2 generates the IRI messages and send the same to the LEMF.   

· In approach 2, xCC is generated by the CC-POI present in the UPF as if the warrant involves the interception of communication contents. To enable this, the CC-TF presumed to be present in the SMF even when the warrant does not require the interception of communication contents. As explained before, the CC-POI generates the xCC and send the same to the MDF3. The MDF3 (based on the provisioned intercept information) does not generate and deliver the CC to the LEMF. Instead, the MDF3 forwards the xCC to the MDF2 over LI_MDF interface. The MDF2 then generates the IRI messages from xCC and delivers those IRI messages to the LEMF. 

NOTE 4: 
When multiple warrants are active on a target with one requiring the interception of communication contents and the other not (in other words, this other one requiring xIRI from user plane packets), the first approach requires the UPF to have both CC-POI and IRI-POI and the SMF to have IRI-POI, IRI-TF and CC-TF.  Alternatively, the interception of communication contents is required anyway for one warrant, and hence, the second approach will become simpler and therefore, may be preferable.   

NOTE 5: Directly provisioned CC-POI is not considered in the present document.
*** End of Change 3 ***
 *** Begin Change 4 ***
 6.3.5
LI at NRF

In 5G, network functions that support SBA register with the NRF after instantiation. The NRF thus provides the network repository functions and is aware of all the NFs that have been instantiated. The present document refers to this as system information. 

The SIRF present in the NRF provides the system information to LIPF present in the ADMF, in order for the LIPF to establish which NFs (and therefore POIs) are applicable to a specific target user’s services. LI function service discovery is described in clause 5.X.
An architecture diagram depicting this LI at NRF is shown in figure 6.3.5-1 below. 


[image: image1.emf]LIPF

NRF

SIRF

LI_SI


Figure 6.3-5: LI Architecture depicting NRF as an SIRF
The figure 6.3-5 shows the architecture illustrating the SIRF functions within the NRF. 

The LIPF present in the ADMF interacts with the SIRF (over LI_SI) present in the NRF to obtain the system information.   

*** End of Change 4 ***
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