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Abstract of the contribution: This contribution attempts to clarify Section 5
Following the SA3-LI conference call (15 August) a number of delegates have been discussing section 5, in particular the current split made in section 5.3.3.2 between control- and user-plane PoIs.

The following observations were made:

(a) The primary distinction between the two types of PoI is what they generate (IRI or CC), rather than where they are placed

(b) We cannot assert that TS 33.127 will only ever deal with services or accesses with a well-defined C/U split, and

(c) We think in general that some IRI/CPoIs might need access to user plane data anyway, and

(d) We might not be able to assert that CC/UPoIs are the only things we will ever need to indirectly trigger (since there's at least one possible scenario in LALS now)

These observations motivate a set of changes to section 5:

(1) Returning to Nokia’s original proposal of classifying PoIs as “CC-PoI” or “IRI-PoI” based on what they produce

(2) Leave any choice of user- or control-plane placement of PoIs to the relevant service-specific architecture

(3) Re-cast the existing triggering interactions between CPoIs and UPoIs by re-introducing the “triggering function”, allowing better architectural separation.
There appeared to be good agreement on (1) and (2). There were two alternative approaches discussed for (3), the second of which is described here.

 FIRST CHANGE 

5.2
High Level Generic LI Architecture
The overall conceptual view of LI architecture is shown in figure 5.2-1 below.
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Figure 5.2-1: A high-level generic view of LI architecture
The functional entities of the architecture are described in more detail in clause 5.3 below. Details of the specific interfaces between these entities are described in clause 5.4.


 SECOND CHANGE 

5.3.2
Point of Interception (POI)

5.3.2.1
General


The Point of Interception (POI) detects the target communication, derives the POI Output from the target communications and delivers the POI Output to the MDF2 or MDF3. A POI may be embedded within a Network Function (NF) or separate from a NF with which it is associated. 

Multiple POIs may have to be involved in executing a warrant.

5.3.2.2
Directly provisioned and triggered POIs

POIs can be divided into two categories according to how they receive intercept provisioning information

· Directly provisioned POIs are provisioned by the LIPF directly.

· Triggered POIs are triggered by a Triggering Function (see clause 5.3.2.X) which is in turn provisioned by the LIPF.

5.3.2.3
IRI-POIs and CC-POIs

POIs can be divided into two categories according to the type of intercepted data they send to the MDF (see clause 5.3.2.2)
· IRI-POI delivers xIRI to the MDF2 

· CC-POI delivers xCC to the MDF3.
Both IRI-POIs and CC-POIs may be directly provisioned or triggered (see clause 5.3.2.3)



















 THIRD CHANGE 

5.3.X
Triggering Function
The Triggering Function is responsible for triggering triggered POIs in response to events in its associated NF in accordance with intercept provisioning information from the LIPF. 
As a part of this triggering, the Trigger Function shall send all necessary interception rules (i.e. rules that allow the POIs to detect the target communications), forwarding rules (i.e. MDF2, MDF3 address), target identity, and the correlation information.
In some situations, a Triggering Function may interact with other POIs to obtain correlation information, particularly where a Triggering Function is co-located with a POI. Details of this interface are not specified by the current document.
The Triggering Function that triggers CC-POI is referred to as a CC-TF and the Triggering Function that triggers an IRI-POI is referred to as IRI-TF. 


 FOURTH CHANGE 

5.3
LI Architecture and Interfaces
5.3.1
General

An LI architecture diagram showing Point-to-Point LI interfaces is shown in figure 5.3-1 below. 
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Figure 5.4-1: Architecture diagram with Point-to-Point LI interfaces

5.4.2
Interface LI_SI 

LI_SI is an interface between the SIRF and LIPF.  SIRF uses this interface to provide the system information to the LIPF.  The LIPF may request the SIRF for such information before sending the intercept provisioning information to the POIs. The SIRF may also notify the LIPF whenever the status of a system function changes (e.g. removed from service, migrating to another location, etc).  

5.4.3
Interface LI_HI1

LI_HI1 is used to send warrant and other interception request information from the LEA to the CSP. This interface may be electronic or may be an offline manual process depending on national warranty processes.

The following are some of the information included within the warrant sent over this interface: 

· Target Identifier:  Used to identify the communications to be intercepted. 

· Type of Intercept: Used to identify the scope of target communications to be delivered to the LEMF. 

· LEMF Address: Used to deliver the Interception Product 

· Lawful Interception Identifier: Used to associate the Interception Product with the issued warrant. 

LI_HI1 interfaces shall support the use of ETSI TS 103 120 [7] for communication of warrant information between the LEA and CSP. However, default configurations, information element formats and other parameters as defined in the present document shall apply regardless of generic default options specified in ETSI TS 103 120 [7].

5.4.4
Interface LI_X1
5.4.4.1
General

LI_X1 interfaces are used to configure LI target information on POIs and configure MDFs with necessary information to intercept target communications and deliver those communications in the correct format to law enforcement.

LI_X1 interfaces shall support the use of ETSI TS 103 221-1 [8] for transport of X1 messages / information. However, default configurations, information element formats and other parameters as defined in the present document shall apply regardless of generic default options specified in TS 103 221-1 [8].

5.4.4.2
LIPF and POI
The following are some of the information passed over LI_X1 to the POI as a part of intercept provisioning:   

· Target Identifier

· Type of Intercept

· Address of MDF2 and MDF3. 

NOTE:
The LI_X1 interface between LIPF (in the ADMF) and a triggered POI shall be used only for audit and management purposes, and not for tasking purposes.
5.4.4.3
LIPF and MDF2/MDF3

The following are some of the information passed over LI_X1 to the MDF2/MDF3 as a part of intercept provisioning:   

· Target Identifier

· Lawful Interception Identifier

· Type of Intercept

· LEMF Address. 

5.4.5
Interface LI_X2

The LI_X2 interfaces are used to pass xIRI from CPOIs to the MDF2.

The following are some of the information passed over this interface to the MDF2 as a part of xIRI:

· Target Identifier

· Time stamp

· Correlation Number

· IRI event resulting in xIRI details. 

NOTE: 
Fully standardised definition of LI_X2 interface is not provided by the present document. Fully standardised interface will be supported in future versions once applicable ETSI TC LI_X2 specifications are completed.

5.4.6
Interface LI_X3

LI_X3 interfaces are used to pass teal-time content of communications (i.e. xCC) and associated metadata from UPOIs to MDF3.

The following are some of the information passed over this interface to the MDF3 as a part of xCC:

·  Target Identifier

· Time stamp

· Correlation Number

· User plane packets.

NOTE: 
Fully standardised definition of LI_X3 interface is not provided by the present document. Fully standardised interface will be supported in future versions once applicable ETSI TC LI_X3 specifications are completed.
5.4.7
Interface LI_T
5.4.7.1
General
The LI_T interface is used to pass the triggering information from Triggering Function to the POI. Depending on the POI type, LI_T can be classified as follows: 

· LI_T2

· LI_T3. 
LI_T2 is used when the POI Output is sent over LI_X2 and LI_T3 is used when POI Output is sent over LI_X3.   

5.4.7.1
Interface LI_T2

The LI_T2 interface is from IRI-TF to IRI-POI. 

The following are some of the information passed over this interface to the IRI-POI: 

· Target Identifier

· IRI interception rules 

· MDF2 address

· Correlation Information.

The IRI interception rules allow the IRI-POI to detect the target communication information to be intercepted. 

5.4.7.3
Interface LI_T3

LI_T3 interface is from CC-TF to CC-POI. 

The following are some of the information passed over this interface to CC-POI: 

· Target Identifier

· CC interception rules 

· MDF3 address

· Correlation Information.

The CC interception rules allow the CC-POI to detect the target communication information to be intercepted. 




· 
· 
· 
· 
5.4.8
Interface LI_HI2

LI_HI2 is used to send IRI from the MDF2 to the LEMF.

5.4.9
Interface LI_HI3

LI_HI3 is used to send CC from the MDF3 to the LEMF.

5.4.10
Interface LI_ADMF
LI_ADMF is an interface between LICF and LIPF and is used by the LICF to send the intercept provisioning information to the LIPF. Further details about this interface is outside the scope of the present document.

5.4.11
Interface LI_MDF
LI_MDF is an interface between MDF2 and MDF3 and is used for MDF2 and MDF3 to interact with each other in the generation of IRI and CC.  Further details about this interface is outside the scope of the present document.  
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