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1
Decision/action requested
Approval pCR.
2
Rationale

SA3 introduced SUPI privacy in 33.501 during R15 and provided a solution to mitigate the impacts from an LI perspective. This pCR adds the necessary binding to ensure that 33.127 aligns with LI support provided in 33.501. 

3
Detailed proposal
*** Begin Change 1 ***
6.3.2

LI at AMF

6.3.2.1
Architecture

In the 5GC network, the AMF handles the access and mobility functions. The AMF shall have LI capabilities to generate the target UE’s network access, registration and connection management related xIRI.  Extending the generic LI architecture presented in clause 5, the figure 6.3-3 below gives a reference point representation of the LI architecture with AMF as a CP NF providing the CPOI functions.  
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Figure 6.3-3: LI Architecture for LI at AMF
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides the same to the LIPF.    

The LIPF present in the ADMF provisions the CPOI (over LI_X1) present in the AMF and the MDF2.  The LIPF may interact with the SIRF (over LI_SI) present in the NRF to discover the AMFs in the network. 

The CPOI present in the AMF detects the target UE’s access and mobility related functions (network access, registration and connection management), generates and delivers the xIRI to the MDF2 over LI_X2.  The MDF2 delivers the IRI messages as part of the Interception Product to the LEMF over LI_HI2.   

6.3.2.2
Target Identities

The LIPF present in the ADMF provisions the intercept information associated with the following target identities to the CPOI present in the AMF: 

· SUPI

· PEI

· MSISDN. 

The interception performed on the above three identities are mutually independent, even though, an xIRI may contain the information about the other identities when available. 
6.2.2.3
Identity Privacy

TS 33.501[9] defines the ability to prevent the SUPI being exposed over the 5G RAN through the use of SUCI. Where SUPI privacy is implemented by both the UDM and UE, the SUPI is not sent in the clear over the RAN. Therefore, AMF has to rely on the UDM to provide the SUPI as part of the registration procedure as defined in TS 33.501.
The AMF shall ensure that for every registration (including re-registration) that SUPI has been provided by the UDM to the AMF and that the SUCI to SUPI mapping has been verified as defined in TS 33.501. This shall be performed regardless of whether the SUPI is a target of interception. 
The AMF IRIPOI shall provide both the SUPI and the current SUCI in all applicable events defined in clause 6.2.2.4.  
6.3.2.4
IRI Events

The CPOI present in the AMF shall generate xIRI, when the AMF detects the following specific events or information. 

Editor’s Note: Text will have to be drafted to this sub-clause and the new sub-clauses. 

6.3.2.5
IRI Parameters

A combined list of parameters that are included in the xIRI generated by the AMF are shown below.   

Editor’s Note: Text will have to be drafted to this sub-clause. 

6.3.2.6
Parameters on each xIRI

Editor’s Note: Text will have to be drafted to this sub-clause and new sub-clauses. 

6.3.2.7
Network Topologies


The AMF shall provide the CPOI functions in the following network topology cases: 

· Non-roaming case

· Roaming case, in VPLMN

*** End of Change 1 ***

*** Change 2  New Section***
7.2
Central Subscriber Management
7.2.1
General

Editor’s Note: Need intro text linking to HSS / UDM reporting, serving system and other central cross service reporting.

7.2.2
LI at UDM 

7.2.2.1
Architecture

The UDM provides the unified data management for UE. The UDM shall have LI capabilities to generate the target UE’s service area registration related xIRI.  Extending the generic LI architecture presented in clause 5, the figure 7.2-1 below gives a reference point representation the LI architecture with UDM as a CP NF providing the CPOI functions.  
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Figure 7.2-1: LI Architecture for LI at UDM
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides the same to the LIPF.    

The LIPF present in the ADMF provisions CPOI (over LI_X1) present in the UDM and MDF2.  The LIPF may interact with the SIRF (over LI_SI) present in the NRF to discover the UDM in the network. 

The CPOI present in the UDM detects the target UE’s service area registration and subscription related functions, generates and delivers the xIRI to the MDF2 over LI_X2.  The MDF2 delivers the IRI messages to the LEMF over LI_H2   

7.2.2.2
Target Identities

The LIPF present in the ADMF provisions the intercept information associated with the following target identities to the CPOI present in the UDM: 

· SUPI

· PEI

· MSISDN

· SIP URI/TEL URI. 

The interception performed on the above identities are mutually independent, even though, an xIRI may contain the information about the other identities when available.

7.2.2.3
Identity Privacy

TS 33.501[9] defines the ability to prevent the SUPI being exposed over the 5G RAN through the use of SUCI. Where SUPI privacy is implemented by both the UDM and UE, the SUPI is not sent in the clear over the RAN. Therefore, the UDM shall ensure that the SUPI is provided to the serving AMF in both initial registration and re-registration procedures as defined in TS 33.501.

The UDM IRI-POI shall provide both the SUPI and the current SUCI in all applicable events defined in clause 7.2.2.4.  
7.2.2.4
IRI Events

The CPOI present in the UDM shall generate xIRI, when the UDM detects the following specific events or information. 

. 

Editor’s Note: Text will have to be drafted to this sub-clause and the new sub-clauses. 

7.2.2.5
IRI Parameters

A combined list of parameters that are included in the xIRI generated by the UDM are shown below.   

Editor’s Note: Text will have to be drafted to this sub-clause. 

7.2.2.6
Parameters on each xIRI  

Editor’s Note: Text will have to be drafted to this sub-clause and new sub-clauses. 

7.2.2.7
Network Topologies


The UDM shall provide the CPOI functions in the following network topology cases: 

· Non-roaming case

· Roaming case, in HPLMN. 
*** End of Change 2 ***

*** Start of Change 3 ***
2
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*** End of Change 3 ***

*** Start of Change 4 ***
3.3
Abbreviations
ADD:

SUCI
Subscriber Concealed Identifier
*** End of Change 4 ***
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