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1
Decision/action requested
Approval pCR.
2
Rationale

At SA3LI#70 SA3 LI discussed the extent to which virtualisation of LI needed to be handled in 33.127 R15. It was agreed that high level interfaces and architectural aspects would be added within R15 but full stage 2 level description would not be included until R16.

This contribution adds the necessary text and architecture diagram. 

3
Detailed proposal
*** New Section Change 1 ***
5.X

LI in a Virtualised Environment
5.X.1
General

Virtualisation is one of the deployment options for LI functions as described in the present document. In virtualised deployments, many of the initial deployment and configuration actions performed manually in non-virtualised deployments need to be automated. This clause outlines the basic architecture enhancements to support virtualised LI in 3GPP networks. Security aspects relating to virtualisation are described in clause 8.

5.X.2
Virtualised Deployment Architecture

Figure 5.X-1 shows the necessary extensions to the basic LI architecture described in clause 5.2 required to support real-time deployment of virtualised LI functions. Figure 5.X-1 is a simplified version of the virtual LI function deployment procedures described in ETSI NFV SEC 011[Z].
Figure 5.X-1 shows the LI NFV controller and NFV Management and Orchestration functions (MANO). However, for the purposes of the present document, other than needing to acknowledge these functions exist within a CSP virtual network implementation, they are out of scope of the present document and not described further. 
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Figure 5.X-1 Simplified Virtualised LI System with provisioning infrastructure

After a virtual function is created using the procedures in ETSI NFV SEC 011 (or equivalent), it is necessary to automatically configure the POI or MDF before use (i.e. to initialise it to a state where it can accept LI_X1 messages). To achieve this the virtual POI or MDF shall contact the LIPF over the LI_X0 interface and LIPF will notify the LICF that a new potential POI/MDF has contacted the LIPF.

The LICF, through the LIPF, shall verify the authenticity of the POI/ MDF over LI_X0. Once a trust relationship has been established between the LICF and new POI/MDF, the LICF shall issue the POI/MDF with an LI identity (e.g. POI CSCF number 42 or LI System FQDN) and provide the other necessary certificates and configuration information to allow the new POI/MDF to be configured for LI use on LI_X1.
NOTE: The exact mechanisms for the new POI/MDF to contact the LIPF and subsequent trust establishment and configuration are not described in the present document. The new LI function creation and configuration procedures for creating and configuring new LI functions described in ETSI NFV SEC 011 should be supported. 

*** End of Change 1 ***

*** Change 2  New Section***
8.X
Virtualised LI Security

8.X.1
General

This clause provides requirements and deployment constraints relating to the virtualisation of LI in 3GPP networks.

NOTE: Detailed security requirements for virtualised LI are not provided by the present document.
*** End of Change 2 ***
*** Start of Change 3 ***

3.3
Abbreviations
[New for list]

LI_X0
Lawful Interception Internal Interface 0
*** End of Change 3 ***
*** Start of Change 4 ***

2
References
[Z]

ETSI GS NFV-SEC011 "Network Functions Virtualisation (NFV); Security; Report on NFV LI Architecture".
*** End of Change 4 ***
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