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1
Decision/action requested
Approval pCR.
2
Rationale

The LI system as a whole needs to be able to generate, and maintain cryptographic relationships between LI components. In legacy systems this would be a manual process.

This contribution adds automated key management requirements at the ADMF as the function logically in charge of all other LI system components. 

3
Detailed proposal
*** Begin Change 1 ***
 5.3.2.4 
Administrative Function (ADMF)
The Administration Function (ADMF), responsible for the overall management of LI system, includes the two logical functions: 

· Lawful Intercept Control Function (LICF) 

· Lawful Intercept Provisioning Function (LIPF). 

The LICF controls the management of the end-to-end life cycle of a warrant. The LICF provides the intercept information derived from the warrant for provisioning at the POI, MDF2 and MDF3.
The LICF contains the root Certificate Authority (CA) for all LI system components (POIs, MDFs etc). Further details are defined in clause 8.X.
The LIPF provisions all the applicable POIs, MDF2 and MDF3.

*** End of Change 1 ***

*** Change 2  New Section***
8.X
LI Key Management at ADMF
8.x.1
General

The ADMF is responsible for overall management of the LI system as defined in clause 5.3.2.4. The ADMF is responsible for creating and managing intermediate, client and root certificates used for both identity verification and establishing encrypted communications between LI components.

NOTE: The exact mechanism for installation of certificates in POIs, MDFs or other LI components (manual or automated is outside the scope of the present document.

8.x.2
Key Management

The ADMF shall implement a root Certificate Authority (CA) which shall be used as the root CA for all LI components. The ADMF CA is logically part of the LICF within the ADMF. 

By default, the ADMF CA shall be a sub-CA of the main network root CA, and may issue intermediate certificates, as this simplifies overall management of the NFs, especially in virtualised deployments.

The ADMF CA shall be responsible for creating, maintaining and deprecating all identity verification and encryption certificates (and root keys) used by LI functions communicating on LI_X interfaces. It may also be responsible for issuing LI_HI interfaces if these are not issued by the LEA/LEMF.

For virtualised implementations, the ADMF shall support automated certificate enrolment for POIs and MDFs. For non virtualised deployments, support for automatic certificate enrolment is optional. 

The ADMF shall maintain a list of all valid POIs, MDFs or other LI system components to which the ADMF has issued certificates. The ADMF shall revoke from that list any certificate belonging to LI components that are removed from the system (eg de-instantiated).
For POIs or MDFs with multiple X2 or X3 interfaces, the ADMF shall provide a single certificate for each POI or MDF. The POI/MDF shall generate individual session keys for each X2 and X3 link.
*** End of Change 2 ***
