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Abstract of the contribution: This contribution attempts to clarify Section 5
It has been observed that there is a disconnect in clause 5 between the order in which the diagrams introduce nodes and interfaces, and the order in which those same node and interfaces are described in the prose. This contribution attempts to address this by proposing some modifications to the order of the text and diagrams.

A proposal for a better running order is given below:
5.1 General


Contains introductory text (given by another contribution)
5.2 High Level Generic LI Architecture

Essentially unchanged – contains Figure 5.2-1 and maybe a little extra “glue” text to explain that the nodes and interfaces are described in the next two clauses
5.3 Architectural Elements


Renamed from “LI Architecture and Interfaces” – this section now just describes the boxes in Figure 5.2-1.

Current Figure 5.3-1 (showing all the interfaces) is moved down to the next section.

Stuff to do with boxes (all the text in 5.3.2) is kept in this section, but promoted up one level (shorter clause numbers – hurray!). Perhaps also move the POI section in front of the MDF section as originally proposed by Nokia, since it reads better in my opinion.

Stuff to do with interfaces (figure 5.3-1 and all the text in 5.3.3) is bumped to the next section 

5.4 LI Interfaces


Replaces the “Lifecycle” section which another contribution proposes removing anyway.

Contains what is currently Figure 5.3-1 showing interfaces, and all the text from current 5.3.3 describing interfaces.
The following section shows what this would look like using the current 0.0.3e text. Moved text is not shown as change marks for clarity, but I have added comments to explain what is happening.

Public Health Warning – all references to clause numbers are almost certainly broken below. If the meeting likes this re-ordering, I’m happy to take on the burden of going through and correcting everything properly in a revision!


 FIRST CHANGE 

5
Functional Architecture
Editor’s Note: This section shall contain the highlight architecture for LI. 

Editor’s Note: Only include 1 or more generic functional diagrams which are not technology or service specific. Do not replicate the 33.107 access service specific approach.

Editor’s Note: This section shall include equivalent simplified text to both sections 4 and 5 of 33.107. 

Editor’s Note: Term POI shall be used to describe all IAPs / ICE / IIF etc.

Editor’s Note: Legacy 107 X1,X2,X3 terminology to be replaced with LI_X1, LI_X2, LI_X3 to avoid clash with SA2. 

5.1
General

5.2
High Level Generic LI Architecture

The overall conceptual view of LI architecture is shown in figure 5.2-1 below. 


[image: image1.emf]Mediation and 

Delivery Function

(MDF)

Law Enforcement 

Monitoring Facility

(LEMF)

Interception 

Product

Lawful Interception 

Provisioning Function

(LIPF)

Intercept 

Provisioning

Point of Interception 

(POI)

Warrant

POI Output

System Information 

Retrieval Function

(SIRF)

Lawful Interception 

Control Function

(LICF)

Intercept 

Provisioning

System 

Information

Law Enforcement 

Agency

(LEA)


Figure 5.2-1: A high-level generic view of LI architecture
The elements of the architecture are described in more detail in clause 5.3 below. Details of the specific interfaces between these elements are described in clause 5.4.



5.3 
Architectural Elements

5.3.1
Law Enforcement Agency (LEA)

The Law Enforcement Agency (LEA) is responsible for submitting the warrant to the CSPs. 

5.3.2
Point of Interception (POI)

5.3.3.1
General


The Point of Interception (POI) detects the target communication, derives the Interception Product from the target communications and delivers the Interception Product to the MDF2 or MDF3. A POI may be embedded within a Network Function (NF) or separate from a NF with which it is associated. 

Multiple POIs may have to be involved in serving a warrant.  

5.3.3.2
Separated Handling of Control Plane and User Plane 

To generalize the LI architecture beyond the packet core network (e.g. IMS), the concept of CPOI and UPOI are defined. 

In a network deployment with separated control plane and user plane handling, the NF that has access to the control plane information is referred to as Control Plane (CP) NF and the NF that has access to the user plane data is referred to as UP NF.

The CPOI is responsible for detecting the target communications and generates the IRI events. An CPOI is usually present in a CP NF, but, in a generalized concept, it may be viewed as a combination of POIs present in one or more NFs (CP-NF is one of them). 

In the case where the UPOI is controlled directly by the CPOI, the UPOI receives the CC interception rules from the CPOI, detects the user plane data that needs to be intercepted, and then generates the CC data using that intercepted user plane data. Since generating the CC data requires access to the user plane data, the UPOI always resides within a UP NF, however, in a generalized concept, a UPOI may be viewed as a combination of POIs present in multiple NFs (UP NF is one of them).  

If the CPOI does not directly control the UPOI, then provisioning of the UPOI shall instead be done by the LIPF.

The POI in the CP NF generates the IRI events from the control plane data associated with the target communications. The POI in the CP NF sends those IRI events to the MDF2.  In some instances, the user plane data may be required to generate some IRI events.  

The generic concepts CPOI and UPOI are illustrated in figure 5.3-1 below: 
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Figure 5.3-1: Architecture diagram showing CPOI direct control of UPOI 

As shown in figure 5.3-3, the CPOI receives the intercept provisioning information from the LIPF, generates and delivers the IRI events to MDF2, and sends the CC interception rules to the UPOI. The CC interception rules may include the rules that enable the UPOI to detect the user plane data that requires interception, the rules that enable the UPOI to generate and deliver the CC data to MDF3.

Editor’s Note: Need to add a diagram for direct control by LIPF.

The CPOI may also forward the CC interception rules to the UPOI via the LIPF.

5.3.3
Mediation and Delivery Function (MDF)

The Mediation and Delivery Function (MDF) delivers the Interception Product to the Law Enforcement Monitoring Facility (LEMF). 

Two variations of MDF are defined – MDF2 and MDF3. 

MDF2 generates the IRI messages from the IRI events and sends them to one or more LEMFs.  The MDF3 generates the CC from the CC data and delivers the same to one or more intercepting LEMFs. An overview of this is shown in figure 5.3-2 below. 
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Figure 5.3-2: MDF2 and MDF3

The MDF2 and MDF3 are provisioned by the LIPF with the intercept information necessary to deliver the IRI and CC to one or more LEMFs. 

5.3.4 
Administrative Function (ADMF)

The Administration Function (ADMF), responsible for the overall management of LI system, includes the two logical functions: 

· Lawful Intercept Control Function (LICF) 

· Lawful Intercept Provisioning Function (LIPF). 

The LICF controls the management of the end-to-end life cycle of a warrant. The LICF provides the intercept information derived from the warrant for provisioning at the POI, MDF2 and MDF3. 

The LIPF provisions all the applicable POIs, MDF2 and MDF3.

5.3.5
System Information Retrieval Function (SIRF)

The System Information Retrieval Function (SIRF) is responsible for providing the LIPF with the system related information (e.g. topology) required to establish and maintain the interception.

5.3.6
LEMF – Law Enforcement Monitoring Facility

The Law Enforcement Monitoring Facility (LEMF) receives the Interception Product. The LEMF is out of scope of the present document.

5.4
LI Interfaces

5.4.1
General
An LI architecture diagram showing Point-to-Point LI interfaces is shown in figure 5.4-1 below. 
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Figure 5.4-1: Architecture diagram with Point-to-Point LI interfaces

5.4.2
Interface LI_SI 

LI_SI is an interface between the SIRF and LIPF.  SIRF uses this interface to provide the system information to the LIPF.  The LIPF may request the SIRF for such information before sending the intercept provisioning information to the POIs. The SIRF may also notify the LIPF whenever the status of a system function changes (e.g. removed from service, migrating to another location, etc).  

5.4.3
Interface LI_HI1

LI_HI1 is used to send warrant and other interception request information from the LEA to the CSP. This interface may be electronic or may be an offline manual process depending on national warranty processes.

The following are some of the information included within the warrant sent over this interface: 

· Target Identifier:  Used to identify the communications to be intercepted. 

· Type of Intercept: Used to identify the scope of target communications to be delivered to the LEMF. 

· LEMF Address: Used to deliver the Interception Product 

· Lawful Interception Identifier: Used to associate the Interception Product with the issued warrant. 

LI_HI1 interfaces shall support the use of ETSI TS 103 120 [7] for communication of warrant information between the LEA and CSP. However, default configurations, information element formats and other parameters as defined in the present document shall apply regardless of generic default options specified in ETSI TS 103 120 [7].

5.4.4
Interface LI_X1
5.4.4.1
General

LI_X1 interfaces are used to configure LI target information on POIs and configure MDFs with necessary information to intercept target communications and deliver those communications in the correct format to law enforcement.

LI_X1 interfaces shall support the use of ETSI TS 103 221-1 [8] for transport of X1 messages / information. However, default configurations, information element formats and other parameters as defined in the present document shall apply regardless of generic default options specified in TS 103 221-1 [8].

5.4.4.2
LIPF and POI
The following are some of the information passed over LI_X1 to the POI as a part of intercept provisioning:   

· Target Identifier
· Type of Intercept

· Address of MDF2 and MDF3. 

NOTE:
When LI_CPS is used to send the CC interception rules from the CPOI to UPOI, LI_X1 from LIPF (in ADMF) to the UPOI is used to perform the management of interception communications at the UPOI (e.g. monitor the user plane data). 

5.4.4.3
LIPF and MDF2/MDF3

The following are some of the information passed over LI_X1 to the MDF2/MDF3 as a part of intercept provisioning:   

· Target Identifier

· Lawful Interception Identifier

· Type of Intercept

· LEMF Address. 

5.4.5
Interface LI_X2

The LI_X2 interfaces are used to pass IRI events from CPOIs to the MDF2.

The following are some of the information passed over this interface to the MDF2 as a part of IRI events:

·  Target Identifier

· Time stamp

· Correlation Number

· IRI event details. 

NOTE: 
Fully standardised definition of LI_X2 interface is not provided by the present document. Fully standardised interface will be supported in future versions once applicable ETSI TC LI_X2 specifications are completed.

5.4.6
Interface LI_X3

LI_X3 interfaces are used to pass teal-time content of communications (i.e. CC data) and associated metadata from UPOIs to MDF3.

The following are some of the information passed over this interface to the MDF3 as a part of CC data:

·  Target Identifier

· Time stamp

· Correlation Number
· User plane packets.

NOTE: 
Fully standardised definition of LI_X3 interface is not provided by the present document. Fully standardised interface will be supported in future versions once applicable ETSI TC LI_X3 specifications are completed.

5.4.7
Interface LI_CPS


LI_CPS interface is used to pass the CC interception rules from CPOI to UPOI. 

The following are some of the information passed over this interface to the UPOI. 

· Target Identifier

· User plane data interception rules 

· MDF3 address

· Correlation Number.

5.4.8
Interface LI_HI2

LI_HI2 is used to send IRI from the MDF2 to the LEMF.

5.4.9
Interface LI_HI3

LI_HI3 is used to send CC from the MDF3 to the LEMF.









 END OF ALL CHANGES 

�Extra glue text


�Promoted all this up a level – the interface stuff goes down to 5.4 (and also gets promoted!)


�Was the old section 5.3.2 – promoted up a level. This replaces the “Lifecycle” stuff that my other contribution removes.
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