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Abstract of the contribution: Discussion on clarifying and simplifying the use of the LIID; perhaps with an architectural definition back into 33.127 and cleaning up 33.108/128.
1. Introduction

The nature and use of the Lawful Identity Id (LIID) has been “diluted” over the past few 3GPP releases.  The original intent was that the LIID represented the “contract” id between the LEA and CSP such that the LEA could directly correlate a given HI2/HI3 data stream back to the original warrant and work-order sent via the HI1 interface.  Additional “fuzziness” was introduced in the Multimedia and LTE in the 33.108 specifications such that multiple LIIDs could/should be supported for the same warrant/work-order.  This is causing undo work on the part of the LEA to correlate data streams and is also exposing the internal structure of the CSP to the LEA.  With 5G expanded functional architecture this will probably lead to more CSP internal architecture “leakage”.
2. From current 33.108:
6.1.1
Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter a unique LIID for each target identity of the target or a single LIID for multiple target identities all pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA

7.1.1
Lawful Interception Identifier (LIID)

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and the operator (NO/AN/SP).
Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter, based on an agreement with each LEA: a unique LIID for each target identity of the target; or a single LIID for multiple target identities all pertaining to the same target.

Note that, in order to simplify the use of the LIID at the LEMF for the purpose of correlating IMS signalling with GSN CC, the use of a single LIID in association with potentially numerous IMS identities (IMEI, SIP and TEL URIs) is recommended.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.

In case the LIID of a given target has different values in the GSN and in the CSCF, it is up to the LEMF to recover the association between the two LIIDs.
3.  Recommendation
The use of a single LIID for a given warrant/work-order should be mandatory for the HI1/2/3 interfaces such as the LEA does not need to understand/interpret the CSP’s internal architecture.   This needs to be applied to 33.128; and should be stated in 33.107/127 and equally addressed in 33.108.
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