10

**********First Change*********
6.3	5G
Editor’s Note: To contain a mapping of POIs and messages in 6.2 that are specific to 5G.
Figure 6.3-1 depicts the 5G EPC anchored LI architecture. The network elements are depicted in black, while the LI elements are depicted in blue.

[image: ]
Figure 6.3-1. 5G EPC-Anchored LI Architecture

Figure 6.3-2 depicts the 5G Core anchored LI architecture. The network elements are depicted in black, while the LI elements are depicted in blue.
[image: ]
Figure 6.3-2. 5G Core-Anchored LI Architecture

**********End of First Change*********

**********Start of Second Change*********
Annex X (Informative). Points of Interception
Communication Service Providers (CSPs) use a wide range of 3GPP Network Functions (NFs) to provide services to users. In order to intercept a service, Points Of Interception (POIs) are associated with specific NFs, as depicted in Figure 1. The manner in which the POI obtains the required information from the NF depends on the service and can range from something as simple as a copy-and-forward mechanism, to sophisticated isolation and filtering. The present document describes implementation of the POI based on two basic approaches: POI embedded in the NF (depicted on the left) or external to the NF (depicted on the right), connected to its interfaces. The choice of one, the other, or both approaches is service specific. In the figures that follow the POI will be depicted straddling the edge of the NF to simultaneously indicate both approaches.
[image: ]
Figure 1. Embedded vs. External POIs
Figure 2 shows the basic job of a POI: to obtain the state of the intercepted service. As the NF changes state in the course of providing the service, the appropriate interceptable events or real-time content are transferred into the POI.

[image: ]
Figure 2. POI State Capture
Although the POI has access to state data in the NF, the converse is prohibited, for obvious security reasons, as depicted in Figure 3. If the POI is embedded, the implementation must prohibit LI state leakage back into the non-secure area of the NF. The same security principle applies if the POI is an external to the NF.
  
[image: ]
Figure 3. POI State Capture Security
Generally, embedded POIs have full access to the state machine of the service they intercept, while external POIs have to infer the state of the intercepted service from the events detected on the interfaces or externally applied traffic filtering criteria.
Figure 4 depicts a particular wrinkle that is introduced by the practice of storing state outside the NF itself, such as in a UDSF in a 5G network. Typically, this mechanism is used to facilitate migration or scale-out events.
[image: ]
Figure 4. State Stored Externally to the NF
If interception is started during a session for which the relevant state is in the UDSF, but not in the NF, and the NF chooses to retrieve the state from the UDSF for no other reason than LI being started, particular attention has to be given to this event becoming detectable.

**********End of Second Change*********
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