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Introduction 
At previous SA3-LI meetings there has been considerable discussions on the impacts of virtualisation and SBA. This contribution considers the level to which virtualisation and SBA needs to be supported in R15 and the fundamental differences between LI security requirements in virtual (or part virtual) networks and more general requirements in the rest of 3GPP. The contribution does not argue that full support for SBA or virtualisation is required in R15 but it is necessary to include a degree of support for both.   
Virtualisation and LI
While SA1 specifications allow for network functions in R15 to be virtual or dedicated physical hardware, nearly all vendors and CSPs are pushing ahead with a part virtualisation strategy for 5G phase 1. While initial implementations are likely to be based on specific NFs using dedicated generic hardware, these deployments are intended to allow an evolution path to later full virtualisation. CSPs will overtime add higher and higher levels of virtualisation. ETSI ISG SEC 011 provides a detailed description of the impacts of virtualisation on LI but a number of these are summarised below;


Trust: LI system components traditionally exist in a separate security domain within the CSP’s network. Traditionally LI hardware has been dedicated and is therefore considered to be fully trusted. Generic common non-LI dedicated hardware introduces significant security risk, which are LI specific.  

Visibility: LI system components in most networks are designed to be invisible to non-LI authorised personnel or management systems. This is very difficult to achieve if LI is to performed in a generic common software environment.
 
Sensitivity: LI system components are in general considered to be more sensitive than the core network functions they are associated with.

Accessibility to data: LI systems have traditionally been implemented using static POIs with dark fibre connections which are largely invisible to the main network administration. LI target traffic is not difficult to locate in a virtualised network and LI product X and HI links are more difficult to hide.

Software Security: Although NFV security is arguably orders of magnitude better than many legacy “security by obscurity” approaches, the standardised nature of these implementations and lack of dedicated LI hardware introduces significant challenges.


NF Location:- Low delay 5G and MEC like services result in user communications data only being assessable in less secure (or less desirable) places in the network where the use of a static full target list may be undesirable. Not entirely a virtualisation issue.

A number of the above issues are not unique to LI but are generic to any sensitive function (eg AUSF, or NFs holding sensitive personal data). The impacts are more acute for LI because LI requires a high degree of isolation from the rest of the overt network.
Similarly, since SA2 and SA3 define networks in terms of conceptual functions, functions in SA2 or SA3 architectures virtualise fairly easily (security risk not withstanding). SA2 functions were never defined to be physical. However, since LI tries to obtain physical meaning from interception or wants to collect LI product in limited fixed secure locations, LI will always be more impacted by virtualisation than most of the rest of 3GPP. 

SBA
SBA provides the ability to establish user or service specific NF chains from the perspective of the overt network and service users. However, since SBA doesn’t actually change the nature of the individual NFs, if all NFs that perform functions of interest to LI contain POIs as they would in a non-SBA architecture, then the impact on LI is minimal. SBA from an LI perspective should therefore be considered as introducing a more dynamic relationship in terms of which NF/POI will intercept which subscriber but the output is still the same. In general, a similar argument can be applied to simplification of network slicing and LI impacts.
The only SBA aspect which needs consideration in R15 is the NRF to the extent that information from the NRF is required by the LICF to perform dynamic SBA function selection (vendor proprietary or security choice) or by the MF/DF to achieve correlation. Therefore, the NRF TD needs to be in the R15 high level architecture but can be left largely unstandardized beyond that. 
Based on the above it would seem reasonable to ignore SBA in terms of X and HI interfaces and provide point to point architectural support only in R15.
However, whether or not to represent all X interfaces to all SBA POIs as a single “bus” line in TS33.127 rather than 10s of point to point links makes little difference, providing all diagrams are clear, uncluttered and no not infer that SA3-LI is adopting SA2 SBA protocols for X interfaces. 

Conclusions 

Clearly it is neither practical nor reasonable to solve all of the challenges of virtualising LI in R15 timescales. However, ignoring these issues entirely would require that SA3-LI ask SA1 to remove software / virtualisation of NFs from R15 as there is no LI support. Neither of those approaches are acceptable to BT. Therefore, it is necessary to consider what level of virtualisation to include in R15, which can then be extended over R16 and R17. For SBA, LI should be simplified as far as possible.

This contribution therefore provides the following recommendations for adoption by SA3-LI in R15.
1. Include virtualisation to the extent that the basic architecture includes underlying X0 reference points but not standardised the functionality in R15. These can then be further developed in R16 but leaves are architecture fundamentally backwards compatible for virtualised 4G and 5G in later releases.
2. Similarly, the LICF needs to be in the architecture sufficiently defined to act as a virtualisation interfacing and security isolation function between virtualised and non-virtualised elements. This also then provides the upgrade path from R15 to R16 when the LICF will need full standardisation. Without this R15 POIs would not be compatible with R16.

3. Provide support for both static and real-time dynamic targeting. While static is always going to be the simpler option it then allows CSPs and vendors to trade-off simplicity for security depending on specific implementations.
4. Exclude in R15 other virtualisation aspects, with the exception that X and HI interfaces need to be designed in TS33.128 with future virtualisation in mind.

5. Limit SBA X1, X2 and X3 to point to point on the basis that all SBA functions would have static provisioned LI interfaces. It is arguable that this should remain the case for R16, as allowing SA2 SBA style dynamic end point negotiation introduces unnecessary security risks and LI is not an N to N-1 relationship (its an N to a limited number of semi-fixed points relationship).
6. Provide architectural support at stage 2 for NRF and LICF interaction but do not standardise full details in R15.

7. Complete TS33.127 with urgency. Only minor changes can be made after SA3-LI#70 (in SA3#70BIS / SA3-LI#71) for R15, as TS33.127 is officially frozen after SA3-LI#70. Similarly, this applies to TS33.128 +3 months. Therefore, the focus needs to be on standardising a much as possible leaving a fair degree of flexibility to add missing bits in R16 without introducing backward compatibility issues for CSP implementations. 
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