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Abstract of the contribution: This pCR proposes input text to the draft TS 33.127 depicting the LI architecture to support the interception of PDU sessions. The proposed architecture extends the EPC CUPS LI model to 5G. 
INTRODUCTION
This pCR proposes new text to describe the LI architecture concepts that extends the EPC CUPS LI model to 5G packet core network with the logical function SX3LIF present. The pCR introduces a new normative clause and an informative annex depicting the implementation alternatives that may be considered for the generation of IRI events that require access to the user plane data. As specified in the TS 23.501, the pCR assumes that service-based interception is not used in the user-plane.  

The functions provided by the SMF are similar to the functions provided by the Serving Gateway-C and PDN Gateway-C in the EPC. The functions provided by the UPF are similar to the functions provided by the Serving Gateway-U and PDN Gateway-U in the EPC. The LI specific interface between the SMF and UPF is named here as LI_N4 (instead of N4’ as in EPC documents). 

**** First Change ****

6
LI Architecture for 5G NFs

6.X
LI for PDU session Handling
6.X.1
Architecture

In 5G packet core network, user plane functions are separated from the control plane functions. The SMF that handles control plane information (e.g. establishing, modifying, deleting) for the PDU sessions shall have the LI capabilities to generate the related IRI events. The UPF that handles the user plane data shall have the capabilities to duplicate the user-plane packets from the PDU sessions based on the interception rules received from the SMF.  The figure 6.4-1 shows the LI architecture that extends the EPC CUPS LI model to 5G.   
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Figure 6.X-1: LI Architecture depicting AMF as an IRI-POI, reference point representation
The ADMF that receives the warrant from an LEA provisions the LICF (over ADMF_LI), MF/DF2 (over LI_X1_2), MF/DF3 (over LI_X1_3) with the intercept information derived from the warrant.  The ADMF may optionally provision the SX3LIF (over LI_X1_1) with the DF3 address. The ADMF may also provision the SX3LIF with the DF2 address when IRI events that require the user plane data is generated at the SX3LIF.  
The LICF provisions all the IRI-POIs (over LI_X1_1) present in all the SMFs instantiated in the network.  The LICF may interact with the LITD (over LI_X0) present in the NRF to discover all the instantiated SMFs in the network. 

The IRI-POI present in the SMF detects the PDU session establishment, modification, and deletion related events, generates and delivers the related IRI events to the MF/DF2 over LI_X2.  The MF/DF2 delivers the IRI messages to the LEMF over HI2_LI.  
The IRI-POI present in the SMF forwards the packet duplication and packet forwarding rules to the CC-POI present in the UPF over the LI_N4 interface which is a variation of N4 interface with LI specific security measures considered. The IRI-POI present in the SMF also sends the intercept related information such as target identity, correlation number, CC forwarding rules to the SX3LIF over LI_X3c interface. 
The CC-POI present in the UPF delivers the duplicated user plane data to the SX3LIF over the LI_X3u interface. The SX3LIF generates the CC data from the user plane packets, correlates with the IRI events generated at the SMF (using the correlation number received from the IRI_POI present in the SMF over LI_X3c interface) and delivers the CC data to the MF/DF3. The DF3 delivers the CC to the LEMF.  The SX3LIF is expected to receive the MF/DF3 address for forwarding the CC data from the IRI_POI present in the SMF over LI_X3c interface. 
MF/DF2 may deliver to MF/DF3 over LI_X2_3 interface any control plane information that may be necessary before an MF/DF3 can generate and deliver the CC to LEMF.   

SX3LIF is a logical function introduced in the EPC CUPS LI model (see TS 33.107) to support multiple implementation options in the generation and delivery of CC data, and generation and delivery of the IRI events that require user plane data (see informative annex A). SX3LIF can be co-located with the UPF (as implied with the dotted lines in figure 6.X-1), or co-located with the SMF or be a standalone function.
With virtualized deployment, the SMF, at the time of its instantiation, registers with the NRF.   The LITD present within the NRF TF notifies the LICF about the instantiation of the new SMF.  LICF provisions the IRI-POI present within the new SMF with the intercept information of all targets to which the interception in an SMF is applicable. 

The figure 6.X-2 shown below is an LI architecture diagram for PDU session interception with service-based representation. 
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Figure 6.X-2:   LI Architecture for intercepting PDU sessions service-based representation

SMF, as a service consumer, registers with the NRF about its instantiation using the Nnrf_NF Registration procedure as specified in TS 23.502.  

The LICF, as a service consumer, requests the LITD in NRF to provide registered (or instantiated) SMF information using the NRF_X0 service exhibited by the LITD in NRF. 

The LITD, as a service consumer, may notify the LICF whenever a new SMF is instantiated using LICF_X0 service exhibited by the LICF. 

The LICF, as a service consumer, sends the intercept related provisioning data to the IRI-POI present in the SMF using the SMF_X1 service exhibited by the IRI-POI in SMF.  

IRI-POI in SMF, as a service consumer, sends the IRI events to MF/DF2 using the DF2_X2 service exhibited by the MF/DF2. 
6.X.2
Target Identities

The LICF provisions the intercept related information associated with the following target identities to the IRI-POI present in the SMF: 

· SUPI

· PEI

· MSISDN. 

The interception performed on the above three identities are mutually independent, even though, an IRI event may contain the information about the other identities when available. 

6.X.3
IRI Events

6.X.3.1
General

The IRI-POI present in the SMF shall generate the following IRI events. 

Editor’s Note: Text will have to be drafted to this sub-clause and the new sub-clauses. 

6.X.4
IRI Parameters

A combined list of parameters that are included in the IRI events generated by the SMF are shown below.   

Editor’s Note: Text will have to be drafted to this sub-clause. 

6.X.5
Parameters on each IRI event  

6.X.5.1
General
Editor’s Note: Text will have to be drafted to this sub-clause and new sub-clauses. 

6.X.6
Network Topologies


6.X.6.1
General


The SMF shall provide the IRI-POI functions in the following network topology cases: 

· Non-roaming case

· Roaming case, in VPLMN

· Roaming case, in HPLMN. 
Editor’s Note: Additional text will have to be drafted to this sub-clause and the new sub-clauses. The topology diagrams previously agreed in TR 33.842 can be added to an informative annex. 

**** Next Change ****

Annex X (informative):
Implementation Alternatives for IRI events from user-plane data
X.1
General

There are instances where certain IRI events may have to generated using the user-plane data. Such events can be generated at the MF/DF2 or at the POI. Only one of the two alternatives is deployed in the CSP’s network.    
X.2
IRI Event Generation at the MF/DF2

In this method, the MF/DF3 passes the CC data to the MF/DF2 over the LI_X2-3 interface (see figure X-1 below).  The MF/DF2 then generates the IRI events that require access to the user plane data. 
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Figure X-1: MF/DF2 generated IRI events that require user-plane data
A need to generate such IRI events is managed by the ADMF through the provisioning of MF/DF2 (over LI_X1_2) and MF/DF3 (over LI_X1_3) as a part of provisioning the intercept information. Information provisioned to the MF/DF2 may also contain the scope of such IRI events. 
This is a preferred method of deployment considering such IRI events may be required in different scenarios (e.g. packet header reporting from packet core network, dialled digit extraction in voice calls). 
X.2
IRI Event Generation at the POI
X.2.1 General

In this method, CC-POI forwards the user plane packets to the IRI-POI which in turn generates the IRI events that require user plane data. The NF that provides the IRI-POI functions may be present in the NF that has already access to the user plane data. This method is further illustrated below for the case where such event generation is done at the SX3LIF within the packet core network. 

The SX3LIF receives the user plane data from the CC-POI present in the UPF. The SX3LIF generates the IRI events that require access to the user plane data.  With this method, SX3LIF is the IRI-POI for such IRI events. The SX3LIF forwards the IRI events to the MF/DF2.   

There are multiple approaches how such event generation can be managed at the SX3LIF. 
X.2.2
Managed by IRI-POI present in SMF
A need to generate IRI events that require user plane data can be managed by IRI-POI present in the SMF through an indication passed over the LI_X3c interface. 

The address of MF/DF2 to be used for forwarding such IRI events is also provided to the SX3LIF by the IRI-POI present in the SMF over the LI_X3c interface. 

X.2.3
Manged by ADMF

A need to generate IRI events that require user plane data can be managed by ADMF through an indication passed over the LI_X1_1 interface. 

The address of MF/DF2 may also passed to the SX3LIF by the ADMF over LI_X1_1 interface. 
With the approach of SX3LIF generating such IRI events, this method of managing the information at SX3LIF by the ADMF is suitable when SX3LIF is co-located with the UPF. 
An illustration of this is shown in figure X-2 and figure X-3 below: 
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Figure X-2: Architecture showing ADMF providing information to SX3LIF (reference point)   

The figure X-2 shows reference point representation of the interfaces around SX3LIF used to provide the generation of such IRI events. The SX3LIF receives the information (MF/DF2 address and an indication on the need to generate such IRI events) from ADMF over LI_X1_1 interface and delivers the IRI events to MF/DF2 over LI_X2 interface.   
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Figure X3: Architecture showing ADMF providing information to SX3LIF (service-based)   

The figure X-3 shows service-based representation. SX3LIF, as a service consumer, delivers the IRI events to MF/DF2 over DF2_X2 service exhibited by the MF/DF2.  
X.2.4
Manged by LICF

A need to generate IRI events that require user plane data can be managed by LICF through an indication passed over the LI_X1_1 interface. 

The address of MF/DF2 may also passed to the SX3LIF by the LICF over LI_X1_1 interface. 

With the approach of SX3LIF generating such IRI events, this method of managing the information at SX3LIF by the LICF is suitable when SX3LIF is co-located with the SMF. 

An illustration of this is shown in figure X-4 and figure X-5 below: 
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Figure X-4: Architecture showing LICF providing information to SX3LIF (reference point)   

The figure X-4 shows reference point representation of the interfaces around SX3LIF used to provide the generation of such IRI events. The SX3LIF receives the information (MF/DF2 address and an indication on the need to generate such IRI events) from LICF over LI_X1_1 interface and delivers the IRI events to MF/DF2 over LI_X2 interface.   
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Figure X-5: Architecture showing LICF providing information to SX3LIF (service-based)   

The figure X-5 shows service-based representation. SX3LIF, as a service consumer, delivers the IRI events to MF/DF2 over DF2_X2 service exhibited by the MF/DF2.  LICF, as a service consumer, sends the SX3LIF with the MF/DF2 address and an indication on the need to generate such IRI events using the service based interface LIF_X1 exhibited by the SX3LIF.  
**** End of all changes
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