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Abstract of the contribution: This pCR proposes input text to the draft TS 33.127 describing the functional elements. The text in the existing clause is modified and new text is added.
INTRODUCTION

This pCR provides figures and updates or adds text to describe the functional elements used in the LI system. The clauses of the existing text have been rearranged to ease the reading. 
*** First Change ***
5.3
LI Architecture and Interfaces

5.3.1
General
An architecture diagram (derived from figure 5.2-1 and figure 5.2-2) showing the LI specific functional elements is shown in figure 5.3-1 below.  
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Figure 5.3-1: LI Architecture with Functional Elements
The left above figure shows the LI architecture with the Enhanced LI system and the right figure shows the LI architecture for the Point-to-Point LI system.  As indicated in in clause 5.2, the ADMF provisions the NFs that have non-virtualized deployment in both the LI systems.  
5.3.2 
Architectural Elements


5.3.2.1
NF and TF
The NF and the TF are the network elements within the CSP’s network. A NF may or may not have the need to provide the POI functions. When a NF has virtualized deployment, the NF notifies the TF about its instantiation. 

Basically, a TF knows the addresses of all NFs with virtualized deployment. In the pre-5G system, the TF may be realized in DNS server. In 5G system, the Network Repository Function (NRF) is expected to be the TF. 
5.3.2.2
POI

A Network Function (NF) that provides the POI functions generates the Interception Product derived from the target communications and delivers the same to the LEMF via MF/DF.   The Interception Product may include two parts: 

· Intercept Related Information (IRI)

· Communication Content (CC). 

The IRI is usually generated from the control plane data and CC is usually generated from the user plane data. In some instances, user plane data may be required to generate some IRI events/messages. The information sent from POI to MF/DF are referred to as IRI events and CC data. The information sent from MF/DF to LEMF is referred to as IRI messages and CC. 

The scope of the Interception Product for an intercept is determined by the warrant. If the warrant requires full content interception, then the Interception Product shall include both IRI and CC. If the warrant does not require full content interception, then Interception Product shall include only the IRI.  

Multiple POIs may have to be involved in serving a warrant.  

In a network deployment with separated control plane and user plane handling, the NF that has access to the control plane information is referred to as Control Plane (CP) NF and the NF that has access to the user plane data is referred to as UP NF. 

The POI in the CP NF generates the IRI events from the control data associated with the target communications. The POI in the CP NF sends those IRI events to the MF/DF2.  In some instances, the user plane data may be required to generate some IRI events.  

The UP NF does not associate the user plane data with any identity that can be used to detect the to-be intercepted user plane data. Therefore, the UP NF, is dependent on the CP NF to have the rules that enable it to intercept the user plane data. 

NOTE:
For the Evolved Packet Core (EPC) system, the 3GPP TS 33.107 has defined an LI architecture referred to as CUPS LI model to facilitate the interception with separated control plane and user plane.  In the EPC CUPS LI model, a new logical function referred to as Split X3 Lawful Interworking Function (SX3LIF) is introduced to enable the delivery of the intercepted user plane data as CC data to the MF/DF3. 

The EPC CUPS LI model is extended to support the interception of user plane data in 5G packet core network as well. Specific details of this are specified in the sub-clause that describe the LI for PDU sessions.  

To generalize the 5G LI architecture beyond the 5G packet core network (e.g. IMS), the concept of IRI-POI and CC-POI are defined. 

The IRI-POI is responsible detecting the target communications and generate the IRI events. An IRI-POI is usually present in a CP NF, but, in a generalized concept, it may be viewed as a combination of POIs present in one or more NFs (CP-NF is one of them). 

The CC-POI is responsible for receiving the CC interception rules from the IRI-POI, detecting the user plane data that needs to be intercepted, and then generating the CC data using that intercepted user plane data. Since the CC data requires access to the user plane data, the CC-IOP always includes the UP NF, however, in a generalized concept, a CC-IOP may be viewed as a combination of POIs present in multiple NFs (UP NF is one of them).  The generic concepts IRI-POI and CC POI are illustrated in figure 5.3-2 below: 
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Figure 5.3-2: Architecture diagram showing IRI-POI and CC-POI.

As shown in figure 5.3-2, the IRI-POI receives the intercept provisioning information from the LICF (or ADMF), generates and delivers the IRI events to MF/DF2, and sends the CC interception rules to the CC-POI. The CC interception rules may include the rules that enable the CC-IOP to detect the user plane data that requires interception, the rules that enable the CC-IOP to generate and deliver the CC data to MF/DF3.   

For example, with the CUPS LI model extended to 5G packet core network, UP NF and SX3LIF together may serve as the CC-POI. When IRI events must be generated from the user plane data, with the implementation option where such IRI events are generated in the SX3LIF, SX3LIF may also be part of the IRI-POI.  
5.3.2.3
MF/DF

The Mediation/Delivery Functions (MF/DFs) aggregate information from upstream POIs, and, depending on implementation, correlate multiple streams, correlate related IRI, correlate IRI and related CC, prepare, package and distribute the LI product to the correct LEMF.
Two variations of DF are defined – DF2 and DF3, each with the MF functionality. 

MF/DF2 generates the IRI messages from the IRI events and sends them to one or more LEMFs, intercepting the same target identity. The MF/DF3 generates the CC from the CC data and delivers the same to one or more intercepting LEMFs. An overview of this is shown in figure 5.3-3 below. 
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Figure 5.3-3: MF/DF2 and MF.DF3

The MF/DF2 and MF/DF3 are provisioned by the ADMF with the intercept information necessary to deliver the IRI and CC to each of the LEMFs. When a CSP is served with multiple warrants on the same target identity, the MF/DF2 and MF/DF3 deliver the IRI messages and the CC to the LEMFs associated with respective warrants. In this case, the scope of the Interception Product delivered to each LEMF is dependent on the associated respective warrant.  

In some instances, user plane data may be required to generate an IRI message. To facilitate this, as an implementation option, the MF/DF3 may provide the CC data to the MF/DF2 which enables the MF/DF2 to generate the required IRI messages. 

In some instances, some information from the IRI events may be required to generate the CC. To facilitate this, as an implementation option, the MF/DF2 may pass on the required information from the IRI events to the MF/DF3.  

In some implementations, MF/DF may be co-located with the ADMF. 

5.3.2.4 
ADMF – LI Administrative Function

With the Enhanced LI system, the  LI ADMFperforms functions similar to the  ADMFs, in the hitherto LI system with the difference that it does not provision the POIs present in the NFs that have virtual deployment directly, but through a newly defined LICF (see below).
  The ADMF receives the warrant information from the LEMF, assigns the MF/DF2 and MF/DF3 for the intercept if not previously assigned on the same target identity, and then provisions the MF/DF2, MF/DF3, POIs in the NFs deployed in a non-virtualized environment and the LICF. 

When multiple warrants are issued on the same target identity, the ADMF may send the intercept provisioning information derived from the new warrants only to the MF/DF2 and MF/DF3 unless the scope of the Intercept Product requires additional information to be intercepted at the POIs (e.g. previously interception required only IRI and the new interception requires IRI and CC).
With the Point-to-Point LI system, the ADMF provisions all POIs. ADMF gets the NF information from the LITD present in the TF. 
5.3.2.5
LICF – Lawful Interception Control Function


With the Enhanced LI system, the LICF basically acts as a shield to the ADMF in accommodating the network topology where the NFs may have virtualized deployment.  
When a warrant is issued, the ADMF sends the intercept provisioning information derived from the warrant to the LICF. The LICF interacts with the LITD present in the TF to determine the candidate POIs and then send the interception provisioning information to those POIs. 

When the LICF receives a notification from the LITD about the instantiation of a new TF that is a candidate to provide the POI functions, the LICF sends the intercept provisioning information for all applicable target identities to the POI present in that NF. 
An LICF may be co-located with the ADMF.
5.3.2.6
LITD – Lawful Interception Topology Discovery Function


LITD is a logical function present within a TF.
The TF receives the notifications about the instantiation of NFs that have virtualized deployment.  If the newly instantiated NF has the potential to become a POI, then LITD notifies the LICF about the instantiation of the NF.  
When a NF is de-instantiated, TF receives such a notification and LITD may update the LICF with the de-instantiation of that NF.




5.3.2.7
LEMF – Law Enforcement Monitoring Function

The Law Enforcement Monitoring Function (LEMF) receives the LI product. The LEMF is out of scope of the present document.
*** End of Changes ***
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