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START OF FIRST MODIFICATION

2
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-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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[3]
3GPP TS 33.126: “Security; Lawful Interception Requirements”
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

It is preferred that the reference to 21.905 be the first in the list.

END OF FIRST MODIFICATION

START OF SECOND MODIFICATION

5.2.2 Potential LI related approach #2.2 – Roaming Architecture for  Non-3GPP Access

5.2.2.1
Description


TS 23.501 provides for home-routed and local-breakout roaming with untrusted non-3GPP access (see TS 23.501 clause 4.2.8.2). The N3IWF may be in either the same serving operator as a 3GPP access, or a different serving operator. This gives rise to four combinations:

· LBO Roaming Architecture for Non-3GPP Accesses, N3IWF in same serving operator as 3GPP access (TS 23.501 [3] clause 4.2.8.2.2)

· Home-routed Roaming Architecture for Non-3GPP Accesses, N3IWF in same  serving operator as 3GPP access (TS 23.501 [3] clause 4.2.8.2.3)

· LBO Roaming Architecture for Non-3GPP Accesses, N3IWF in different serving operator  from 3GPP access (TS 23.501 [3] clause 4.2.8.2.4)

· Home-routed Roaming Architecture for Non-3GPP Accesses, N3IWF in different serving operator from 3GPP access (TS 23.501 [3] clause 4.2.8.2.5)
EDITOR’S NOTE: Outstanding comments from SA3-LI#69: Question about whether it relates to dual or single connectivity. Question about whether there are restrictions on how the identifiers will be distributed. Nag also kindly offered to follow up. 
The case of WLAN usage in case of international roaming, is not  described. Risk that some CSPs implement the feature letting their users to do access (specially VoWifi) without letting respecting national regulation on LI or DR in their jurisdiction.

5.2.2.2
Architecture Requirements
The LI architecture shall be able to meet the requirements given in TS 33.126 [3] in each of the four combinations.
5.2.2.3
Protocol Requirements

The LI protocols shall be able to support any additional relevant information provided by the N3IWF.
END OF SECOND MODIFICATION

START OF THIRD MODIFICATION
5.2.3
Potential LI related approach #2.3 – Home routing interworking between 5GS and EPS
5.2.3.1
Description


TS 23.501 [1] describes a home-routed roaming architecture for interworking between EPC and 5GS.
<<NOTE TO MC – removed figure as discussed – removed Figure <x> : Home-routed roaming architecture for interworking between 5GS and EPC/E-UTRAN (taken from figure 4.3.2-2 in TS 23.501 [2]
The UPF+PGW U and SMF+PGWC are in the foreign HPLMN . There is no explanation on the security of the interfaces for S5C and S5-U. There may be an isse as the LI on the VPLMN is only based on the SGW.
EDITOR’S NOTE: Some of the issues that were highlighted in Newport were as follows: 

· Target identifiers – when the context moves to the SGW, what identifier is used? 

· Is there the same MF/DF for 4G and 5G? 

· If SUPI privacy is enabled – what comes to 5G MME?

· Need to analyse in terms of the different options e.g. 5G RAN but 4G core.

5.2.3.2
Architecture Requirements
EDITOR’S NOTE – Focus on whether or not there are any architecture requirements? If not then there is no need to add further discussion. 
5.2.3.3
Protocol Requirements
EDITOR’S NOTE – Are there requirements on the LI protocols here?
END OF THIRD MODIFICATION
START OF FOURTH MODIFICATION

5.2.4
Potential LI related approach #2.4 – SMS over NAS
5.2.4.1
Description


SMS will be modified and managed inside the 5GS architecture between the UDL and the SMSF (SMS function).The specific issue is that in “serving system roaming LI case” figure 4.4.2 2-2 roaming architecture for SMS over NAS, the HSS is no longer valid and is now the UDM.
SMS over NAS is described as a specific service in TS 23.501 [3] clause 4.4.2. The general roaming architecture is given below. 
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Figure 4.4.2.1-3: Roaming architecture for SMS over NAS (taken from TS 23.501 [3] figure 4.4.2.1-3)

5.2.4.2
Architecture Requirements
For 5G phase 1, SMS LI takes place at the AMF and the SMSF is not needed as part of the LI architecture. 
EDITOR’S NOTE: For 5G phase 2, it may be necessary to consider whether the SMSF has to become a component of the LI architecture (this was brought up in the context of IoT devices in group mode). It was noted that having two components for performing SMS LI creates a risk of intercepting the same material twice.  
5.2.4.3
Protocol Requirements
The LI protocols shall be able to convey information regarding SMS messages sent over NAS.
END OF FOURTH MODIFICATION

START OF FIFTH MODIFICATION
5.2.5
Potential LI-related approach #2.5 – Mobility Pattern
5.2.5.1
Description




Mobility Pattern is described in TS 23.501 [3] section 5.4.3.2. It may contain statistics of UE mobility and UE assisted information,  and may be both historical or predictive. The mobility pattern is determined and updated by the AMF. Mobility Pattern information is considered to be part of LI location meta-data. 
NOTE: The CSP presents information that it holds together with a clear labelling of the origin and purpose of the information (e.g. CSP can report that a specified cell has been pre-activated for this user, noting that this is done because of the likelihood that the user will go there next) and the CSP does not make predictions on behalf of Law Enforcement.  
5.2.5.2
Architecture Requirements
The LI architecture shall be able to obtain mobility pattern information from the AMF.
5.2.5.3
Protocol Requirements
The LI protocols shall be able to convey information regarding mobility pattern information.
END OF FIFTH MODIFICATION

START OF SIXTH MODIFICATION

5.2.7
Potential LI related approach #2.7 – Network Slicing

5.2.7.1
Description



Network Slicing is described in TS 23.501 [3] clause 5.15. It provides a technique for providing multiple logical instances of network infrastructure on common infrastructure. Each slice can be configured differently for different services or applications (e.g. one for CIoT, one for high-bandwidth media etc). It relies heavily on virtualisation techniques including NFV and SDN. This means the traditional LI/RD functions are likely to be part of a "slice", and must be secured and orchestrated along with other network functions.

EDITOR’S NOTE: We should look for consequences which can be translated into requirements. The items discussed at Newport were as follows (follow up to see if there are consequences for 5.2.7.2 or 5.2.7.3). 
· Correlation is difficult, with identifiers being unique within a slice. Be aware of slice isolation requirements. 

· Useful background is NGMN white paper of slicing requirements. 

5.2.7.2
Architecture Requirements
The LI architecture shall support LI components within a slice being secured and orchestrated as part of that slice.
5.2.7.3
Protocol Requirements
The LI protocols shall support carrying sufficient information to identify the slices used during a communication session.
The LI protocols shall support carrying slice-specific information e.g. S-NSSAI and NSSAI.

END OF SIXTH MODIFICATION

START OF SEVENTH MODIFICATION

5.2.11
Potential LI related approach #2.11 – Network Function Discovery and Selection
5.2.11.1
Description


Network Function Service discovery and selection, as described in TS 23.501 [x] clause 6.3, enables an NF to discover a set of NF instances of a particular type or which expose a particular service. This allows connections between NFs to be established dynamically rather than by static configuration, and means that the CSP may not know in advance which NFs will be communicating with each other. This may in turn cause issues for any aspects of the LI architecture which rely on a priori knowledge of the relationships between NFs.


5.2.11.2
Architecture Requirements
The LI architecture shall support continuity of targeting in the presence of dynamic network function discovery.
EDITOR’S NOTE – Is it a safe assumption that network function discovery will have completed before a user communication session begins, or can it happen half-way through? If NFs changed, does this simply look like a mobility scenario as the user session gets moved to different functions?
5.2.11.3
Protocol Requirements
The LI protocols shall contain sufficient information to determine which network functions were selected during each intercepted session.
END OF SEVENTH MODIFICATION

START OF EIGHTH MODIFICATION
<<Propose this clause is deleted.>>






END OF EIGHTH MODIFICATION

START OF NINTH MODIFICATION
Propose this issue is deleted. 








END OF NINTH MODIFICATION

START OF TENTH MODIFICATION
This issue was in v0.0.1 of 33.842, and it is proposed it is reinstated here. 
5.2.25
Potential LI related approach #2.25 – Subscriber Privacy

5.2.25.1
Description

Subscriber Privacy is described in TS 33.501 [2]. It provides a mechanism where the long-term permanent subscription identifier (SUPI) is replaced with an encrypted variant (SUCI) for authentication. This prevents the SUPI being used to track subscribers over the air.

The mechanism is under the control of the HPLMN. In roaming scenarios, the VPLMN will be presented with a SUCI by the UE. In order to ensure that the VPLMN can meet its regulatory obligations, the HPLMN provides the SUPI to the VPLMN as part of the 5G-ACA message after successful authentication. The SUPI is then used by the VPLMN and the UE to derive the anchor key for subsequent procedures, providing an assurance that the SUPI is correct.

5.2.25.2
Architecture Requirements

The LI architecture for the VPLMN in roaming scenarios shall have visibility of SUPI / SUCI combinations provided to the VPLMN’s AMF.

The LI architecture for the VPLMN in roaming scenarios shall support targeting on SUPI, where authentication is completed using a SUCI, using the SUPI / SUCI mapping information provided by the HPLMN.
5.2.25.3
Protocol Requirements

The LI protocols shall support carrying information regarding the relationship between SUPI and SUCI at the completion of authentication.
END OF TENTH MODIFICATION

START OF ELEVENTH MODIFICATION
This issue was in v0.0.1 of 33.842, and it is proposed it is reinstated here. 
5.2.26
Key Architecture Issue #2.26 – Confidentiality Protection

5.2.26.1
Description

Content and signalling are increasingly encrypted, with a potential impact on visibility for LI.

LI requirements for 5G as an IP bearer been followed, which means that security contexts in 5G accesses are terminated at the serving network (i.e. security is between UE and HPLMN is provided hop-by-hop rather than end-to-end). However, services running over 5G accesses may not have the same assurances, particularly with relation to VPLMN requirements in roaming scenarios (see Key Issues #2.1 and #2.6).
5.2.26.2
Architecture Requirements

5.2.26.3

Protocol Requirements
END OF ELEVENTH MODIFICATION
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