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Abstract of the contribution: This pCR is introduces a new key issue to accommodate the virtualized nature of 5G in defining the LI architecture for 5G. The pCR enhances the architecture that was previously proposed. 
*** New Text 1 ****

5.2.X1
Key Architecture Issue #2.XX – 5G Virtualized Network Functions   
5.2.X1.1
Description
The LI solution developed for 5G shall be able to deal with the 5G architectural aspects where the network functions may be virtualized.   
The main challenge comes in the provisioning aspect of the target list into the virtual network function(s).  Once provisioned with the target list, the virtual network functions that play the role of POI are expected to exhibit the behaviour in the same way as in the non-virtualized network case. 
5.2.X1.2
Architecture Requirements

In the hitherto LI system, the ADMF provisions all network functions that require the target information to perform the lawful interception.  To facilitate that the ADMF has a list of all the network functions that require target information.  That approach may be referred to as static list of network functions within the ADMF. The virtualized nature of 5G system will require the ADMF to have a dynamic list of network functions within the ADMF. 
NOTE:
The ADMF shall still be able to have static list of network functions in support of backward compatibility, for example, with the pre-5G systems.  
As a part of provisioning the target list, the ADMF also indicates for each target the type of intercept (e.g. IRI only, IRI and CC) and the DF2/DF3 addresses that receive the IRI/CC from the POIs.  The DF2/DF3 distribute the IRI/CC to the intercepting LEAs. Whether the DF2/DF3 can also be virtualized is for further analysis. 
The target identity used to intercept the communication-traffic can be different depending on the role played by a network function. For example, the AMF may use the target identities such as SUPI or PEI whereas a CSCF may use the target identities such as SIP URL/TEL URL. Also, for session related intercepts, the user plane functions may not require the target identities. In other words, the LI related provisioning information supplied to the POI can vary.  

In some implementations, when multiple intercepts are active on a target, the ADMF may provision the POIs only once, and the information about the multiple intercepts may be stored at the DF2/DF3. The LI 5G architecture shall continue to support such implementation approaches. 
In some implementations, the DF2/DF3 may be integrated into the POIs. The LI 5G architecture shall continue to support such implementation approaches as well. 

In some implementations, DF2/DF3 used to deliver the IRI/CC to a particular LEA can be different. 

The figure 5.2.X-1 below shows the different implementation possibilities: 
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Figure 5.1.X-1: Different implementation possibilities that had to be considered

In implementation #1, the POI should be provisioned with the target list for each intercept. In implementation #2, the POI may be provisioned with the target list once and the information about the different intercepts can be at the DF.  In implementation #3, the POI should be provisioned with not only the target list but also about the LEAs as the DF function is integrated into the virtual function (i.e. POI). In implementation #4, target list may have to be provisioned in POI more than once, but not necessarily, for each intercept. 
In brief, the intercept related provisioning information passed onto the virtual network function that plays the role of POI and the DF2/DF3 can vary depending on the above indicated implementation alternatives. 

5.2.X1.3
Protocol Requirements

The LI solution developed to report the IRI events shall be able to handle protocols used in 5G.   Any LI specific changes made to the reference points or to the protocol shall adhere to LI security requirements. 

In the hitherto system, the LI specific reference points are referred to as X-interfaces and these are not standardized.   However, going forward, 3GPP SA3 LI has plans to have standardized the reference points covering the X-interfaces.     Such an effort shall accommodate the LI for 5G as well.

**** End of New Text 1 ****

**** New Text 2 ****

6.2.X1
Architecture Solution for Key Issue # 2.XX
6.2.X1.1
Overview of the Solution
One of the key difference between a non-virtualized scenario and virtualized scenario is the way the network function information is gathered in the ADMF. 

With non-virtualized scenario, the network function addresses are stored statically. When an interception is activated, the ADMF sends the information about the target (i.e. target identity), the type of intercept, the DF2, DF3 addresses to the NF and the type of intercept, target identity and LEA addresses to the DF2/DF3.  
The figure 6.2.X-1 illustrates the current scenario of LI provisioning where the network functions are not virtualized. 
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Figure 6.2.X-1: LI provisioning in a non-virtualized case

The figure 6.2.X-1 shows two non-virtualized network functions (shown as NF #1 and NF #n) that play the role of POI. The figure also shows the activation of two intercepts shown as Intercept Order #1 and Intercept Order #n. The DF and POIs are provisioned with the intercept information as and when the ADMF receives the interception order. In the current system, when a new NF is deployed (i.e. added to the network configuration), the information about all relevant interception will be provisioned into that NF.

In a virtualized scenario, a virtual network function addresses cannot be stored in statically within the ADMF. Instead, the address will have to be stored as and when a virtual network function is instantiated. In order to accomplish this, whenever a virtual network function is instantiated, it shall register to the ADMF along with its jurisdiction and subscribe to the target list that are relevant to that jurisdiction. 
To have a backward compatibility (i.e. supporting virtualized and non-virtualized cases), several solutions can be thought of. 

6.2.X1.2
Solutions for virtualized scenarios
6.2.X1.2.1
Solution #1
The figure 6.2.X-2 illustrates a possible solution to address the virtualized nature of 5G.   
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Figure 6.2.X-2: LI provisioning in a virtualized case – solution #1

The figure 6.2.X-2 shows two virtual network functions (shown as VNF #1 and VNF #n) that play the role of POI. The figure also shows the activation of two intercepts shown as Intercept Order #1 and Intercept Order #n. The DF is provisioned with the intercept information as and when the ADMF receives the interception order. 

VNF #1 informs ADMF as and when it is instantiated, then requests (via Subscription) the ADMF for the interception information. The ADMF provisions the VNF #1 with the intercept information of order #1. As and when the intercept order #n is received, the ADMF provisions the DF and VNF #1 with the intercept information related to that order. 

VNF #n also informs the ADMF as and when it is instantiated, then requests (via Subscription) the ADMF for the interception information. The ADMF provisions the VNF #2 with the intercept information of order #1 and order #n. 
The figure 6.2.X-2 shows the interface that a virtual network function uses to inform the ADMF about its instantiation as X1_1-bis.  

6.2.X1.2.2
Solution #2
The figure 6.2.X-3 illustrates possible solution that addresses the virtualized nature of 5G and maintains a backward compatibility to the non-virtualized cases. This flow is developed using the LICF introduced in another document.    
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Figure 6.2.X-3: LI provisioning in a virtualized case – solution #2

The figure 6.2.X-3 shows two virtual network functions (shown as VNF #1 and VNF #m) and one non-virtualized network function (shown as non-virtualized NF) that play the role of POI. The figure also shows the activation of two intercepts shown as Intercept Order #1 and Intercept Order #m. The DF and the Non-virtualized NF are provisioned with the intercept information as and when the ADMF receives the interception order. The ADMF treats the LICF as a non-virtualized network function playing the role of POI and therefore, provisions the LICF with the intercept information as and when the intercept order is received. 

VNF #1 informs LICF as and when it is instantiated, then requests (via Subscription) the LICF for the interception information. The LICF provisions the VNF #1 with the intercept information of order #1. As and when the intercept information for intercept order #n is received from the ADMF, the LICF provisions VNF #1 with the intercept information related to that order. 

VNF #n also informs the LICF as and when it is instantiated, then requests (via Subscription) the LICF for the interception information. The LICF provisions the VNF #n with the intercept information of order #1 and order #n.  

The figure 6.2.X-3 shows the interface that a virtual network function uses to inform the LICF about its instantiation as X1_1-bis.  The figure 6.2.X-3 also shows the interface that LICF uses to provision the virtual network functions with the intercept information as X1_1-ext.  

6.2.X1.3
Advantages of the solutions discussed

In the solutions described in this pCR, LI provisioning works just as they are working in the hitherto system except for the way the ADMF identifies the addresses of the virtual network functions that require intercept related information (or target list). 

The virtual network functions that play the role of POI provide the intercept functions like the network functions provide intercept functions in a non-virtualized case. 
There is no need to poll the virtualized network functions as to when an interception is activated – this allows the interception of ongoing communication when the interception is activated to follow the procedures followed in the current system.  
There is no need for the virtual network functions to request the target information when the target UE attaches to the network – this avoids any delay in reporting the intercept related information to the LEMF when the UE attaches to the network. 
The introduction of LICF allows the ADMF to re-use its existing functionality in provisioning the network functions with the intercept information – allowing backward compatibility.  
6.2.X2.3
Protocol Aspects
Depending on the approach chosen, there can impacts to the LI specific reference points. For example, with the approach described in solution #1, a new reference point (shown as X1_1-bis) may have to be added to let the virtual network functions to report their instantiation to the ADMF. In the approach described in solution #2, two new reference points may have to be added. One (shown as X1_1-bis) to let the virtual network functions to report their instantiation to the LICF.   The second (shown as X1_1-ext) to allow the LICF to extend the provisioning of the intercept information into the virtual network functions.  
**** End of New Text 2 ****

**** End of all New Text ****
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