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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

In past releases, as SA 3 LI’s work on LI services is dependent on stable stage 1, 2 and 3 specifications of new and enhanced features developed in the other 3GPP groups which require LI service capabilities.  This lag has often resulted in LI service inefficiencies or shortcomings when these new and enhanced features are frozen ahead of SA 3 LI consideration of optimum enhancements for LI service support of these features. In some cases, in hindsight, the optimum enhancement to meet LI requirements was to modify these features.  For 5G, it becomes more critical to provide some initial LI feedback on key issues under consideration in some other 3GPP groups working on 5G concurrently with discussions of solutions to key issues for these other features.  This feedback needs to provide LI technical discussions on LI requirements, architecture and stage 3 elements that can be considered by these other 3GPP groups as part of their solution selection process.

This will include at least work on the following Release 15 features:

· 5G Phase 1

· Enhancements to LI S8HR
1
Scope

The present document is a study based on the output (both studies and normative specifications) from other 3GPP groups such as those for 5G Phase 1 as well as issues which arise out of regulatory LI requirements as well LI service specific issues such as those arising from national regulations. Potential solutions will be examined along with considerations of the trade-offs between the solutions will be described.  These solutions can include changes to the LI service, architecture and/or stage 3 along.  

It is expected that this TR will address stage 1, 2 & 3 aspects, and the completion of each stage’s section will correspond at least to the overall Release 15 schedule with the corresponding start of SA 3 LI stage normative work.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

It is preferred that the reference to 21.905 be the first in the list.

3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Assumptions and requirements
4.1
Overview

The inclusion of assumptions and requirements in these clauses are intended to highlight new assumptions requirements which are not currently contained in TS 33.126 [X], TS 33.127 [Y], and 33.128 [Z]. These are assumptions which relate to the issues contained elsewhere in this document.
4.2
LI Service (Stage 1) Assumptions
4.3
LI Architecture (Stage 2) Assumptions
4.4
LI Protocol (Stage 3) Assumptions
5
Key Issues

5.1
LI Service Key Issues

5.1.1
Key Service Issue #1.1
5.1.1.1
Description

5.1.1.2
Use Case

5.1.1.3
Derived requirements

5.2
LI Architecture Key Issues

Potential LI related approach




5.2.1.2
Architecture Requirements

5.2.1.3
Protocol Requirements

5.2.2
Potential LI related approach#2.2 – Roaming Architecture for  Non-3GPP Access

5.2.2.1
Description

Roaming architecture for LBO for non-3GPP Access; N3IWF in same PLMN as 3GPP access & Roaming architecture for LBO for non-3GPP Access; N3IWF in different PLMN from 3GPP access
The case of WLAN usage in case of international roaming, is not  described. Risk that some CSPs implement the feature letting their users to do access (specially VoWifi) without letting respecting national regulation on LI or DR in their jurisdiction.
Editor’s Note: This was taken from line 4 in S3i170122. Will have a new pCR in May (Greg, Mark)
5.2.2.2
Architecture Requirements

5.2.2.3
Protocol Requirements

5.2.3
Potential LI related approach#2.3 – Home routing interworking between 5GS and EPS
5.2.3.1
Description

Home routed roaming architecture for interworking between 5GS and EPC/E UTRAN 
The UPF+PGW U and SMF+PGWC  are in the foreign HPLMN . There is no explanation on the security of interface S5C and S5-U. If the security apply (and encryption) we may have an issue as the LI on the VPLMN is only based on the SGW. 
Editor’s Note: This was taken from line 5 in S3i170122. Follow up in May.
5.2.3.2
Architecture Requirements

5.2.3.3
Protocol Requirements
5.2.4
Potential LI related approach#2.4 – SMS over NAS
5.2.4.1
Description

SMS over NAS.
It seems that SMS will be modified and managed inside the 5GS architecture between the UDL and the SMSF (SMS function) We may have to develop some features, especially in “serving system roaming LI case”  figure 4.4.2 2-2 roaming architecture for SMS over NAS, as the HSS is no more valid but the UDM..
Editor’s Note: This was taken from line 6 in S3i170122. Follow up in May.
5.2.4.2
Architecture Requirements

5.2.4.3
Protocol Requirements

5.2.5
Potential LI related approach#2.5 – Mobility Pattern
5.2.5.1
Description

Mobility Pattern
Pattern mobility may improve location information available to the LEA. As it may be based on prediction, it may induce some risks and depends from national regulations for such usage.  It may help LEA to determinate where the target is going on or may probably going on.  It may be usefull for LI and DR (if law let it do) but as it is not exact information and based on probability , cautious or information based on the probability derived from pattern inside the network, have to be brought (or known to) the LEA/the court to avoid major mistakes/errors. It may help the LEA to determinate where they can arrest the suspect with lower risk to the other person in the scene (car drivers/pedestrian etc.).
Editor’s Note: This was taken from line 7 in S3i170122. Greg has notes for May.
5.2.5.2
Architecture Requirements

5.2.5.3
Protocol Requirements

5.2.6







5.2.7
Potential LI related approach#2.7 – Network Slicing

5.2.7.1
Description

Network slicing & network slicing support for roaming
Key clauses to be looked up, especially if SA2 will modify concept that two slices are created in terms of roaming , one for HPLMN and one for VPLMN.  It seems for the time being that at least there will be separated slices between the HPLMN and VPLMN but such interpretation is subject of confirmation by 3GPP (SA3 …) or specialist of SA3LI, as the security could impact LI if not defined properly.
Editor’s Note: This was taken from line 9 in S3i170122. Follow up in May.
5.2.7.2
Architecture Requirements

5.2.7.3
Protocol Requirements
Potential LI related approach




















5.2.11
Potential LI related approach#2.11 – Network Function Discovery and Selection
5.2.11.1
Description

Network function discovery and selection
Any modifications of this clause have to be followed as it may impact the slicing management and its security (problem for LI is not well defined)
Editor’s Note: This was taken from line 13 in S3i170122
5.2.11.2
Architecture Requirements

5.2.11.3
Protocol Requirements
5.2.12







5.2.13
Potential LI related approach#2.13 – Policy Control Subscription Information Management
5.2.13.1
Description

Policy Control Subscription Information Management
As the UDR function may provide subscription profile information, it may be interesting to study a LI function  to send information in terms of changes of services or ID of the target….
Editor’s Note: This was taken from line 15 in S3i170122
5.2.13.2
Architecture Requirements

5.2.13.3
Protocol Requirements







5.2.15
Potential LI related approach#2.15 – IMS
5.2.15.1
Description

annex IMS specific placeholder for TS 23 228
It seems no major change for LI (but DR…) at IMS domain. But the definition  and impact on existing  LI at HSS function with 5GS interworking: have to be checked.
Editor’s Note: This was taken from line 17 in S3i170122
5.2.15.2
Architecture Requirements

5.2.15.3
Protocol Requirements
5.2.16
Potential LI related approach#2.16 – LI for PDU Session Handling in 5G
5.2.16.1
Description

The TS 23.501 in clause 4.1 has the following bullet under as one of the general concepts: 

· Separate the User Plane (UP) functions from the Control Plane (CP) functions, allowing independent scalability, evolution and flexible deployments e.g. centralized location or distributed (remote) location.

The above bullet item is more relevant to the PDU session handling related aspects of 5G. The LI solution developed for the 5G will have to generate the IRI events from the control plane and CC from the user plane. 


· 









5.2.15.2
Architecture Requirements
Figure 5.2.16-1 is a diagram taken from TS 23.501 giving a generic view of network architecture of 5G with a service-based representation: 
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Figure 5.2.16-1: 5G system architecture with service-based representation (reference: TS 23.501, figure 4.2.3.1)
In the above figure, (R)AN and UPF are involved in the handling of user-plane data between the UE and the DN of a PDU session. All other network functions shown that use service-based interfaces are basically providing the control plane functions. Within the core network (that excludes RAN), more specifically, SMF (Session Management Function) and UPF (User Plane Function) handle the PDU sessions.  Therefore, it is presumed here that the SMF and UPF will be impacted to support the LI for PDU session handling in 5G network architecture.   

TS 23.501 lists the following three possible scenarios for PDU sessions:   

- 5G Architecture with one PDU session (one SMF and one UPF) with one data network connection (one DN).

- 5G architecture with multiple PDU sessions (multiple SMFs and multiple UPFs) with multiple data network connections (multiple DNs) 

- 5G architecture with concurrent access to separate data networks in single PDU session (one SMF, multiple UPFs and multiple access to the same DN).    
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In the first scenario, there will be one SMF/UPF combination used to handle the PDU session. In the second scenario, there will an SMF/UPF combination used for each PDU session. In the third scenario, one SMF supports multiple UPFs. 

The figure 5.2.16-2 (taken from TS 23.501) depicts the first scenario in a reference point representation: 

Figure 5.2.16-2: One PDU session with one data network connection (reference: figure 4.2.3-2 of TS 23.501)

When only one data network connection is used, the N9 reference point shown in figure 5.2.16-2 between the two UPFs is not applicable. 

The figure 5.2.16-3 (taken from TS 23.501) depicts the second scenario in a reference point representation: 
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Figure 5.2.16-3: Multiple PDU sessions with multiple data network connections (reference: figure 4.2.3-3 of TS 23.501)

As shown in the above figure, separate SMF/UPF combination handle separate PDU sessions. 

The figure 5.2.16-4 (taken from TS 23.502) depicts the third scenario in a reference-point representation: 

[image: image25.emf]PCF

(R)AN

UPF

N6

N2

N4

N1

AF

N5

DN

UPF

N4

N3

N3

AMF

SMF

N10

N11

N6

AUSF

N12

N13 UDM

N8

SMF

N7

N10

N11

N7

N15

NSSF

N22

Figure 5.2.16-4: One PDU session with multiple data network connections (reference: figure 4.2.3-4 of TS 23.501)

As shown in the above figure, to handle multiple data connections with separate data networks, one SMF and multiple UPFs are used. The figure also shows the use of N9 reference point between the UPFs. 

The LI solution for 5G will have to handle the above mentioned three scenarios. 

5.2.15.3
Protocol Requirements
The LI solution developed to report the IRI events and CC will have to handle the protocols used by the SMFs and UPFs. 

5.2.17
Potential LI related approach#2.17 – LI at AMF

5.2.17.1
Description

As described in 33.107 clause 12.2.1.2, MME in EPC provides the following IRI events: 

- 
Attach;

-
Detach;

-
Tracking Area/EPS Location Update;

-
UE requested PDN connectivity;

-
UE Requested PDN disconnection;

-
Start of interception with E-UTRAN attached UE.

In 5G network, the AMF provides the similar functions (access and mobility functions as it name implies) that MME provides in EPC. The reporting of the above-type of events to LEAs is required in 5G as well.  Therefore, the AMF will have to provide the LI functions similar to the way MME provides in EPC.   The actual IRI events to be reported in 5G may be different from the ones used in EPC. 

Also, AMF in 5G uses service-based interfaces to other network functions for the control plane interactions. 

5.2.17.2
Architecture Requirements
Figure 5.2.17-1 is a diagram taken from TS 23.501 giving a generic view of network architecture of 5G with a service-based representation: 
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Figure 5.2.17-1: 5G system architecture with service-based representation (reference: TS 23.501, figure 4.2.3.1)
In the above figure, AMF handles the UE network access, registration and connection management events. Therefore, this key issue is basically asking for the LI capabilities at the AMF. 

In summary, the AMF will have to generate the IRI events related to the UE network access, registration and connection management events.  As can be inferred from figure 5.2.17-1, the AMF at the control plane uses service-based interfaces to interact with the other network functions. However, the AMF does have point-to-point interfaces to RAN and UE. 

The LI architecture will have to consider that the AMF uses service-based interfaces to other network functions that deal with the control plane functions. 

For reference, the figure 5.2.17-2 (taken from TS 23.501) shows the 5G system architecture with reference point representation. 
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Figure 5.2.17-2: 5G system architecture with reference-point representation (reference: TS 23.501, figure 4.2.3.2)

As can be seen in the above figure, AMF interacts with almost of the other network functions.   
5.2.17.3
Protocol Requirements

The LI solution developed to report the IRI events will have to handle the protocols used by AMF. Any LI specific changes made to the reference points or to the protocol will have to adhere to LI security requirements. 

5.2.18
Potential LI related approach#2.18 – LI at UDM

5.2.18.1
Description

As described in 33.107 clause 12.2.1.2, HSS in EPC provides the following IRI events: 

-
Serving Evolved Packet System.

-
HSS subscriber record change;

-
Cancel location

-
Register location;

-
Location information request.

The above events can be viewed as mobility management events. In 5G network, the UDM provides the similar functions that HSS provides in EPC. Therefore, the UDM will have to provide the LI functions similar to way the HSS is providing in EPC.  

Also, UDM in 5G uses service-based interfaces to other network functions for the control plane interactions. 

5.2.18.2
Architecture Requirements
Figure 5.2.18-1 is a diagram taken from TS 23.501 giving a generic view of network architecture of 5G with a service-based representation: 
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Figure 5.2.18-1: 5G system architecture with service-based representation (reference: TS 23.501, figure 4.2.3.1)
In the above figure, UDM handles the UE mobility management events. Therefore, this key issue is basically asking for the LI capabilities at the AMF. 

In summary, the UDM will have to generate the IRI events related to the UE mobility management events.  As can be inferred from figure 5.2.18-1, the UDM at the control plane uses service-based interfaces to interact with the other network functions. 

The LI architecture will have to consider that the UDM uses service-based interfaces to other network functions that deal with the control plane functions. 

For reference, the figure 5.2.18-2 (taken from TS 23.501) shows the 5G system architecture with reference point representation. 
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Figure 5.2.18-2: 5G system architecture with reference-point representation (reference: TS 23.501, figure 4.2.3.2)

As can be seen in the above figure, UDM interacts with AUSF, AMF and SMF. 

Editor’s Note: HSS may still be required for IMS.  
5.2.18.3
Protocol Requirements

The LI solution developed to report the IRI events will have to handle the protocols used by UDM. Any LI specific changes made to the reference points or to the protocol will have to adhere to LI security requirements. 

5.2.19
Potential LI related approach#2.19 – LI for 5G, non-roaming scenario

5.2.19.1 Description

The LI architecture in 5G will have to provide the LI capabilities in a non-roaming scenario. The purpose of this key issue to consolidate the LI functions provided by various network functions and to address various architectural scenarios. 

The clause 5.2.16, 5.2.17 and 5.2.18 identify the need to have LI capabilities at SMF/UPF, at AMF and at UDM. Impacts to address LI aspects to other network elements is FFS. 

The LI solution developed for 5G will have to deal with the 5G architectural aspects where the network functions use service-based interfaces at the control plane and point-to-point interfaces at the user-plane.  

5.2.19.2
Architecture Requirements
The TS 23.501 clause 4.2.3 introduces the following non-roaming architecture with service-based interfaces on the control plane.
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Figure 5.2.19-1: 5G System Architecture (reference: figure 4.2.3-1 in TS 23.501)

TS 23.501 clause 4.2.3 shows the following non-roaming architecture using reference point representation: 
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Figure: 5.2.19-2: Non-Roaming 5G System Architecture in reference point representation (reference: figure 4.2.3-2 in TR 23.501)  

The above-referenced 5G architecture will have to accommodate the capabilities to provide the LI functions. 

The AMF will have to generate the IRI events related to the UE network access, registration and connection management events.   The UDM will have  to generate the IRI events related to the UE mobility management events. The SMF will have to generate IRI events that related to the PDU session handling. The UPF will have to duplicate the packets from the user plane for the purpose of CC delivery. 
As can be seen in figure 5.2.19-1 and figure 5.2.19-2, user plane and control plane are separated in the 5G architecture. Also, the TS 23.501 describes the possibility of UE involved in concurrent PDU sessions with connections to multiple data networks with one SMF and multiple UPFs or separate SMF/UPF combinations. The LI for 5G will have to address all these scenarios. 

The LI architecture will have to consider that the AMF, UDM and SMF use service-based interfaces to other network functions that deal with the control plane functions. 

The other network functions shown in figure 5.2.19-1 may have LI implications and the details of which are FFS. 

NOTE:
In TS 23.501, the figures 4.2.3-1 and 4.2.3-2 are not aligned. This clause is based on the figures as shown above. In other words, no presumed alignment is made. 

Editor’s Note: The network architecture scenarios for non-3GPP access in a non-roaming scenario will have to be addressed, separately.  

5.2.19.3
Protocol Requirements

The LI solution developed to report the IRI events will have to handle protocols used in 5G.   Any LI specific changes made to the reference points or to the protocol will have to adhere to LI security requirements. 

5.2.20
Potential LI related approach#2.20 – 5G Roaming Architecture with LBO (VPLMN)
5.2.20.1
Description
5.2.20.1 Description
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The LI architecture in 5G will have to include the LI capabilities in the VPLMN in a roaming scenario with the local breakout.   

Figure 5.2.20-1: LI is required in VPLMN in a roaming scenario with local breakout (LBO)

When the target is roaming, the LI capabilities provided in the VPLMN are for those services that are provided by the VPLMN. 

The LI solution developed for 5G will have to deal with the 5G architectural aspects where the network functions use service-based interfaces at the control plane and point-to-point interfaces at the user-plane.  

5.2.20.2
Architecture Requirements
The TS 23.501 clause 4.2.4 introduces the following roaming architecture with LBO in service-based interface representation:  
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Figure 5.2.20-2: Roaming 5G System architecture- local breakout scenario in service-based interface representation (reference: TS 23.501, figure 4.2.3-4)
TS 23.501 clause 4.2.4 shows the following architecture for a roaming scenario with LBO using reference point representation: 
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Figure 5.2.20-3: Roaming 5G System architecture - local breakout scenario in reference point representation (reference: TS 23.501 figure 4.2.4-1)

When the target is roaming in the VPLMN in the above described reference architecture, the VPLMN will have to provide the LI capabilities to intercept the target-related communication traffic. 
The AMF present in the VPLMN will have to generate the IRI events related to the UE network access, registration and connection management events.   

The SMF present in the VPLMN will have to generate IRI events that related to the PDU session handling. The UPF present in the VPLMN will have to duplicate the packets from the user plane for the purpose of CC delivery. The TS 23.501 describes the possibility of UE involved in concurrent PDU sessions with connections to multiple data networks with one SMF and multiple UPFs or separate SMF/UPF combinations.   The LI for 5G will have to address all these scenarios. 

The UDM is not present in the VPLMN and therefore, reporting of IRI events that are generated by the UDM (e.g. UE mobility management events) is not applicable to this scenario.
The LI architecture will have to consider that the AMF and SMF use service-based interfaces to other network functions that deal with the control plane functions. 

The other network functions shown in figure 5.2.20-2 may have LI implications and the details of which are FFS. 

NOTE:
In TS 23.501, the figures 4.2.3-1 and 4.2.3-2 are not aligned. This clause is based on the figures as shown above. In other words, no presumed alignment is made. 

Editor’s Note: The network architecture scenarios for non-3GPP access in a roaming scenario with local break-out will have to be addressed, separately.  

5.2.20.3
Protocol Requirements

The LI solution developed to report the IRI events will have to handle protocols used in 5G.   Any LI specific changes made to the reference points or to the protocol will have to adhere to LI security requirements. 

5.2.21
Potential LI related approach#2.21 – 5G Roaming Architecture with HR (VPLMN)
5.2.21.1
Description
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The LI architecture in 5G will have to provide the LI capabilities in the VPLMN in a roaming scenario with the home routed (HR) communication traffic.   

Figure 5.2.21-1: LI is required in VPLMN in a roaming scenario with HR
When the target is roaming, the LI capabilities provided in the VPLMN are for those services that are provided by the VPLMN. 

The LI solution developed for 5G will have to deal with the 5G architectural aspects where the network functions use service-based interfaces at the control plane and point-to-point interfaces at the user-plane.  

5.2.21.2
Architecture Requirements
The TS 23.501 clause 4.2.4 introduces the following roaming architecture with HR in service-based interface representation:  
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Figure 5.2.21-2: Roaming 5G System architecture - home routed scenario in service-based interface representation (reference: TS 23.501, figure 4.2.4-3)
TS 23.501 clause 4.2.4 shows the following architecture for a roaming scenario with HR using reference point representation: 
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Figure 5.2.21-3: Roaming 5G System architecture - local breakout scenario in reference point representation (reference: TS 23.501, figure 4.2.4-4)
When the target is roaming in the VPLMN in the above described reference architecture, the VPLMN will have to provide the LI capabilities to intercept the target-related communication traffic. 
The AMF present in the VPLMN will have to generate the IRI events related to the UE network access, registration and connection management events.   

The SMF present in the VPLMN will have to generate IRI events that related to the PDU session handling. The UPF present in the VPLMN will have to duplicate the packets from the user plane for the purpose of CC delivery. The TS 23.501 describes the possibility of UE involved in concurrent PDU sessions with connections to multiple data networks with one SMF and multiple UPFs or separate SMF/UPF combinations.   The LI for 5G will have to address all these scenarios. 

The UDM is not present in the VPLMN and therefore, reporting of IRI events that are generated by the UDM (e.g. UE mobility management events) is not applicable to this scenario.
The LI architecture will have to consider that the AMF and SMF use service-based interfaces to other network functions that deal with the control plane functions. 

The other network functions shown in figure 5.2.21-2 may have LI implications and the details of which are FFS. 

NOTE:
In TS 23.501, the figures 4.2.3-1 and 4.2.3-2 are not aligned. This clause is based on the figures as shown above. In other words, no presumed alignment is made. 

Editor’s Note: The network architecture scenarios for non-3GPP access in a roaming scenario with local break-out will have to be addressed, separately.  

5.2.21.3
Protocol Requirements

The LI solution developed to report the IRI events will have to handle protocols used in 5G.   Any LI specific changes made to the reference points or to the protocol will have to adhere to LI security requirements. 

5.2.22
Potential LI related approach#2.22 – 5G Roaming Architecture with LBO (HPLMN)
5.2.22.1
Description
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The LI architecture in 5G will have to provide the LI capabilities in the HPLMN in a roaming scenario with the local breakout.   

Figure 5.2.22-1: LI is required in HPLMN in a roaming scenario with local breakout (LBO)

When the target is roaming, the LI capabilities provided in the HPLMN are for those services that are accessible by the HPLMN. 

The LI solution developed for 5G will have to deal with the 5G architectural aspects where the network functions use service-based interfaces at the control plane and point-to-point interfaces at the user-plane.  

5.2.22.2
Architecture Requirements
The TS 23.501 clause 4.2.4 introduces the following roaming architecture with LBO in service-based interface representation:  
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Figure 5.2.22-2: Roaming 5G System architecture- local breakout scenario in service-based interface representation (reference: TS 23.501, figure 4.2.3-4)
TS 23.501 clause 4.2.4 shows the following architecture for a roaming scenario with LBO using reference point representation: 
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Figure 5.2.22-3: Roaming 5G System architecture - local breakout scenario in reference point representation (reference: TS 23.501, figure 4.2.4-1)
When the target is outbound roaming in another PLMN, the HPLMN in the above described reference architecture, will have to provide the LI functions as applicable to an HPLMN in this particular scenario.  

The UDM present in the HPLMN will have to report to the target UE mobility management related events. 

The AMF, SMF/UPF are not present in the HPLMN and therefore, the events reported by them are not applicable to this scenario.  
The LI architecture will have to consider that the UDM uses service-based interfaces to other network functions that deal with the control plane functions. 

The other network functions shown in figure 5.2.22-2 may have LI implications and the details of which are FFS. 

NOTE:
In TS 23.501, the figures 4.2.3-1 and 4.2.3-2 are not aligned. This clause is based on the figures as shown above. In other words, no presumed alignment is made. 

5.2.22.3
Protocol Requirements

The LI solution developed to report the IRI events will have to handle protocols used in 5G.   Any LI specific changes made to the reference points or to the protocol will have to adhere to LI security requirements. 

5.2.23
Potential LI related approach#2.23– 5G Roaming Architecture with HR (HPLMN)
5.2.23.1
Description
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The LI architecture in 5G will have to provide the LI capabilities in the HPLMN in a roaming scenario with the home routed (HR) communication traffic.   

Figure 5.2.23-1: LI is required in HPLMN in a roaming scenario with HR
When the target is roaming, the LI capabilities provided in the HPLMN are for those services that are provided by the HPLMN. 

The LI solution developed for 5G will have to deal with the 5G architectural aspects where the network functions use service-based interfaces at the control plane and point-to-point interfaces at the user-plane.  

5.2.23.2
Architecture Requirements

The TS 23.501 clause 4.2.4 introduces the following roaming architecture with HR in service-based interface representation:  
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Figure 5.2.23-2: Roaming 5G System architecture - home routed scenario in service-based interface representation (reference: TS 23.501, figure 4.2.4-3) 
TS 23.501 clause 4.2.4 shows the following architecture for a roaming scenario with HR using reference point representation: 
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Figure 5.2.23-3: Roaming 5G System architecture - HR scenario in reference point representation (Reference: TS 23.501, Figure 4.2.4-4)

When the target is outbound roaming in another PLMN, the HPLMN in the above described reference architecture, will have to provide the LI capabilities to intercept the target-related communication traffic as applicable to the HPLMN in the scenario. 
The UDM present in the HPLMN will have to report to the target UE mobility management related events. 

The SMF present in the HPLMN will have to generate IRI events that related to the PDU session handling. The UPF present in the HPLMN will have to duplicate the packets from the user plane for the purpose of CC delivery. The TS 23.501 describes the possibility of UE involved in concurrent PDU sessions with connections to multiple data networks with one SMF and multiple UPFs or separate SMF/UPF combinations.   The LI for 5G will have to address all these scenarios. 

 The AMF is not present in the HPLMN and therefore, the events reported by AMF are not applicable to this scenario.

The LI architecture will have to consider that the SMF and UDM use service-based interfaces to other network functions that deal with the control plane functions. 

The other network functions shown in figure 5.2.23-2 may have LI implications and the details of which are FFS. 

NOTE:
In TS 23.501, the figures 4.2.4-3 and 4.2.3-4 are not aligned. This clause is based on the figures as shown above. In other words, no presumed alignment is made. 

5.2.23.3
Protocol Requirements

The LI solution developed to report the IRI events will have to handle protocols used in 5G.   Any LI specific changes made to the reference points or to the protocol will have to adhere to LI security requirements. 

5.2.24
Potential LI related approach#2.24 – Interception of voice services in the VPLMN  

5.2.24.1
Description

In a roaming scenario with home routed traffic, the IMS signalling messages and the voice-media related connection establishment are handled in the HPLMN. This scenario will have to provide the interception capabilities for the voice calls involving the inbound target UE.   
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Figure 5.2.24-1: Interception of voice traffic in VPLMN with HR roaming model is required

In EPC, a new LI architecture was introduced to support the interception of voice services in the VPLMN with a roaming of architecture of S8HR. Due to the similarity, S8HR model will have to be extended to 5G. 

The LI solution developed for 5G will have to deal with the 5G architectural aspects where the network functions use service-based interfaces at the control plane and point-to-point interfaces at the user-plane.  

5.2.24.2
Architecture Requirements
The TS 23.501 clause 4.2.4 introduces the following roaming architecture with HR in service-based interface representation:  
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Figure 5.2.24-2: Roaming 5G System architecture - home routed scenario in service-based interface representation (reference: TS 23.501, figure 4.2.4-3)
TS 23.501 clause 4.2.4 shows the following architecture for a roaming scenario with HR using reference point representation: 
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Figure 5.2.24-3: Roaming 5G System architecture - local breakout scenario in reference point representation (reference: TS 23.501, figure 4.2.4-4)
When the target is roaming in the VPLMN in the above described reference architecture, the IMS signalling messages and the voice media are just user packets flowing between the target UE and some data network outside of the VPLMN.  The SMF manages the related PDU sessions and the signalling as well as the media are just the user-plane packets. Therefore, the SMF and UPF will have to provide the required LI functions from the user-plane packets. 

5.2.24.3
Protocol Requirements
The LI solution developed to extract the IMS signalling and media packets from the user plane packets to generate the voice call related IRI events and CC will have to handle protocols used in 5G.   Any LI specific changes made to the reference points or to the protocol will have to adhere to LI security requirements. 

5.3
LI Protocol Key Issues

5.3.1
Key Protocol Issue #3.1

5.3.1.1
Description

5.2.1.2
Protocol Requirements

6
Solutions

6.1
Consolidated Stage 1 Requirements

6.2
Architecture Solutions

6.2.1
Solution #2.1
6.2.X1
Architecture Solution for Key Issue #2.16

6.2.X1.1
Overview of the Solution
The TS 33.107 defines the LI model referred to as CUPS LI to support the EPC architecture where control plane and user plane functions are separated.  The figure 6.2.X1-1 shown below for reference represents the CUPS LI model in EPC: 
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Figure 6.2.X1-1: CUPS LI Model in EPC

As described in clause 5.2.16-2, the control plane and user plane separated approach is used for the handling of all PDU sessions in 5G architecture. 

The SMF in 5G provides the control plane functions similar to the way Serving Gateway-C or PDN-Gateway-C was providing the control plane functions in EPC. The UPF provides the user-plane functions, similar to the way Serving Gateway-U and PDN-Gateway-U were providing the user-plane functions in EPC. Therefore, the SMF will have to deliver the IRI events that are derived from the control plane signalling information used for the PDU sessions and UPF will have to duplicate the user-plane packets from the PDU sessions. In summary, the CUPS LI model used in EPC will be extended to 5G LI related to PDU sessions. 

The figure 6.2.X1-2 below shows the extension of CUPS LI model to 5G PDU session handling procedures. 
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Figure 6.2.X1-2: Extending the EPC CUPS LI model to 5G

The figure 6.2.X1-2 is basically constructed by replacing the S-GW/P-GW based CP function in figure 6.2.X1-1 by SMF and by replacing S-GW/P-GW based UP function in figure 6.2.X1-1 is by UPF.

As in the case of CUPS LI, the Split X3 LI Interworking Function (SX3LIF) can be co-located with an SMF, or with an UPF or  a standalone function.  The SX3LIF may have a different name in 5G. 

6.2.X1.2
Solution Description through overall network architecture views  

An overall architecture that depicts the extension of CUPS LI to SMF and UPF in 5G is illustrated in figure 6.2.X1-3 below.  
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Figure 6.2.X1-3: Network architecture that shows the extension of CUPS LI model to 5G

As can be seen in figure 6.2.X1-3, the SX3LIF as an LI specific functional element will be introduced to the 5G architecture. As in the case of CUPS LI (in EPC), it is possible to co-locate the SX3LIF with UPF or with SMF. It is also possible to have a deployment with SX3LIF as a standalone entity. Also, the name of functional entity SX3LIF in 5G may change as and when the detailed stage 2 aspects are specified in TS 33.107 or TS 33.127. 

The IRI events that are generated at the SMF can be different from the IRI events generated at the CP function in EPC, and the details of the same will have to be specified in TS 33.107 or TS 33.127.   
The X2 reference point is shown from SX3LIF to DF2 is to report those IRI events that must be generated using the user plane packets. As described in TS 33.107, as an alternate deployment option, such IRI events could also be generated by the DF3 and DF2 using the user plane packets received over the X3 reference point. For this alternate option to work, the user plane packets will have to be sent to the DF3 in all cases (i.e. even if the LI does not require the interception of communication content (CC)). 

The figure 6.2.X1-4 below illustrates the possible network configuration to extend the CUPS LI model for multiple (the figure shows two) PDU sessions (separate SMF and UPF for each PDU session).   
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 Figure 6.2.X1-4: Multiple PDU sessions with multiple SMFs and multiple UPFs (not all functions are shown) 
The figure 6.2.X1-4 shows that the UE is involved in two PDU sessions and the architecture scenario shows two SMFs and two UPFs and two SX3LIFs. Two SX3LIFs are shown to highlight the earlier point that it can be co-located with an SMF or with an UPF. In a deployment option that has a standalone SX3LIF, the SX3LIF-1 and SX3LIF-2 may be combined into one.  

As explained earlier, the SX3LIF can also have the X2 reference point to DF2 (to report the IRI events generated from the user plane packets), for the simplicity of drawing, it is not shown in the figure.   

The figure 6.2.X1-5 below illustrates the possible network configuration to extend the CUPS LI model for one PDU session with multiple (the figure shows two) data networks (with one SMF but multiple UPFs).   
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Figure 6.2.X1-5: One PDU session with multiple access to the same data network (not all functions are shown)

The figure 6.2.X1-5 shows that the UE has two access to the data network with one PDU session and the architecture scenario shows one SMF and two UPFs and two SX3LIFs. Two SX3LIFs are shown to highlight the earlier point that it can be co-located with an UPF as well.  In a deployment option that has a standalone SX3LIF or co-located with the SMF, the SX3LIF-1 and SX3LIF-2 may be combined into one.  

As explained earlier, the SX3LIF can also have the X2 reference point to DF2 (to report the IRI events generated from the user plane packets), for the simplicity of drawing, it is not shown in the figure.   

Editor’s Note:
The figure 6.2.X1-5 shows the network configuration for one PDU session with two UPFs. Further analysis will be required to ensure that CC is delivered only once.  

6.2.X1.3
Protocol Aspects
As in the case of CUPS LI (where Sxa and Sxb are enhanced to Sxa’ and Sxb’, see figure 5.2.16-1), the N4 reference point will also have to be enhanced (shown as N4’ in the diagrams) to securely pass the packet detection and packet forwarding rules from SMF to UPF so as to instruct the UPF to forward the user plane packets to the SX3LIF. 

The X1_1, X1_2, X1_3, X2, X3, X3u and X3c reference points are LI specific reference points and the details of which are described at a stage 2 level in TS 33.107 for EPC CUPS LI. Any extensions to address the 5G specific aspects will have to be addressed in TS 33.107 or TS 33.127. 
Basically, the SMF will have to support the X1_1 reference point to receive the target- related, and DF2 related, provisioning information from ADMF and support the X2 reference point to deliver the IRI events that it is generating to the DF2. 
The SX3LIF will have to support the X1_1 reference point to receive the DF3 related information from the ADMF. In the deployment option where SX3LIF generates the IRI events using the user-plane packets, the SX3LIF will also have to receive the DF2 related information over X1_1 reference point from the ADMF. 
As described in TS 33.107 clause 12.9 for the CP function, the SMF as a CP function will have to send the packet detection rules and packet forwarding rules to the UPF over the N4’ reference point and will have to send the intercept-control information to the SX3LIF over the X3c reference point. 

As described in TS 33.107 clause 12.9 for the UP function, the UPF as a UP function will have to forward the packets (as duplicated packets) as identified by packet detection rules to the SX3LIF (as identified by the packet forwarding rules) over the X3u reference point and the SX3LIF will forward those received packets to the DF3 over the X3 reference
6.2.X2
Architecture Solution for Key Issue #2.17

6.2.X2.1
Overview of the Solution
For comparison, the MME in EPC provides the IRI events that relate to the network connectivity of target UE – for example, IRI events such as target UE attaches to, or detaches from, the network, tracking area update/location update based on the target UE’s current location, and target UE requested PDN connectivity and PDN dis-connectivity. 
In the 5G architecture (as defined in TS 23.501), the AMF provides the functions that are similar to the functions provided by the MME in EPC. Therefore, the AMF in the 5G architecture will have to provide the IRI events that relate to the network connectivity and registration aspects of target UE.
As a part of supporting such LI capabilities, the AMF will have to receive the intercept related information (e.g. target identity, DF2 information) from the ADMF, generate the IRI events and then deliver those IRI events to the DF2. 

The DF2 delivers the IRI messages to the LEMF. 
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The figure 6.2.X2-1 below mimics the EPC MME LI configuration to AMF.   

Figure 6.2.X2-1: LI configuration for AMF
As in the case of MME in EPC, CC interception does not apply to LI functions provided by the AMF. The actual IRI events generated by the AMF can be different from the IRI events generated by the MME in EPC. The details of the IRI events generated by the AMF will have to be specified in TS 33.107 or TS 33.127. 

6.2.X2-2
Solution Description through overall network architecture view  

An overall architecture that depicts LI for 5G with impacts on AMF is illustrated in figure 6.2.X2-2 below.  
NOTE: This is a solution for non-sliced implementation. Impacts due to sliced implementation is FFS.
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Figure 6.2.X2-2: Network architecture that shows the LI at AMF

The IRI events that are generated at the AMF can be different from the IRI events generated at the MME in EPC, and the details of the same will have to be specified in TS 33.107 or TS 33.127. 

As can be seen in figure 6.2.X2-2, for LI at AMF, the interception of CC does not apply. In other words, only the IRI event reporting is required to be supported at the AMF.   

6.2.X2.3
Protocol Aspects
The X1_1, X1_2 and X2 reference points shown in figure 6.2.X2-2 are LI specific reference points and the details of which will have to be addressed in TS 33.107 or TS 33.127. 
Basically, the AMF will have to support the X1_1 reference point to receive the target- related, and DF2 related, provisioning information from ADMF and will have to support the X2 reference point to deliver the IRI events that it is generating to the DF2. 
6.2.X3
Architecture Solution for Key Issue # 2.18

6.2.X3.1
Overview of the Solution
For comparison, the HSS in EPC provides certain IRI events that are partly related to the mobility aspects of the target – for example, IRI events such as Evolved Serving System, Register Location, Subscriber Record Change.   

In the 5G architecture (as defined in TS 23.501), the UDM provides the functions that are similar to the functions provided by the HSS in EPC. Therefore, the UDM in 5G will have to provide the IRI events that are similar to the IRI events generated by the HSS in EPC. 

As part of supporting such LI functions, the UDM will have to receive the intercept related information (e.g. target identity, DF2 information) from the ADMF, generate the IRI events and deliver those IRI events to the DF2. 

The DF2 delivers the IRI messages to the LEMF. 

The figure 6.2.X3-1 below mimics the LI configuration of EPC HSS to UDM. 
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Figure 6.2.X3-1: LI configuration at UDM
As in the case of HSS in EPC, a CC interception does not apply to LI at UDM. The actual IRI events generated by the UDM can be different from the events generated by the HSS. The details of such IRI events will have to be defined in TS 33.107 or TS 33.127. 

6.2.X3.3
Solution Description through overall network architecture view  

An overall architecture that depicts LI for 5G with impacts on UDM is illustrated in figure 6.2.X3-2 below.  
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Figure 6.2.X3-2: Network architecture that shows the LI at UDM

The IRI events that are generated at the UDM can be different from the IRI events generated at the HSS in EPC, and the details of the same will have to be specified in TS 33.107 or TS 33.127. 
6.2.X3.3
Protocol Aspects
The X1_1, X1_2 and X2 reference points shown in figure 6.2.X3-2 are LI specific reference points and the details of which will have to be addressed in TS 33.107 or TS 33.127. 
Basically, the UDM will have to support the X1_1 reference point to receive the target- related, and DF2 related, provisioning information from ADMF and will have to support the X2 reference point to deliver the IRI events that it is generating to the DF2.
6.2.X4
Architecture Solution for Key Issue # 2.19

6.2.X4.1
Overview of the Solution
Basically, in a non-roaming scenario, the following network functions will have to provide the LI functions. 

· AMF

· UDM

· SMF

· UPF

The solution for key issue #2.16 (clause 6.2.X1) describes an LI solution by extending the EPC CUPS LI model to 5G where SMF and UPF are involved in delivering the IRI events and CC associated with the PDU sessions. The clause 6.2.X2.1 describes the LI configuration for AMF. The clause 6.2.X3.1 describes the LI configuration for UDM. 

The LI implications to other network functions shown in figure 5.2.19-1 is FFS. 

6.2.X4.2
Solution Description through overall network architecture view  

Using the LI configurations described in the clause 6.2.X1 (solution for key issue #2.16), clause 6.2.X2 (solution for key issue #2.17) and clause 6.2.X3 (solution for key issue #2.18), the overall network configuration for 5G in a non-roaming scenario with the LI aspects is shown in figure 6.2.X4-1 from the reference point representation of figure 5.2.19-2. 
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Figure 6.2.X4-1: Overall network architecture showing LI for 5G (reference point representation)
The figure 6.2.X4-1 shows that AMF, UDM and SMF will have to deliver the IRI events to the DF2 and UPF delivers the duplicated packets to the SX3LIF which in turn delivers the CC to the DF3. 

Other network functions shown in figure 5.2.19-2 (e.g. NSSF) may also have LI implications and the details of which will require further study. If an LI configuration is defined for any of the other network functions, then this network architecture will have to be modified to reflect the same. 

6.2.X4.3
Protocol Aspects
The LI architecture does not have an impact on the reference points shown in figure 5.2.19-2 except for an enhancement to N4 reference point to securely pass the packet detection and packet forwarding rules from SMF to UPF so as to instruct the UPF to forward the user plane packets to the SX3LIF. The enhanced reference point is shown in figure 5.2.20-3 as N4’. 
The X1_1, X1_2, X1_3, X2, X3, X3u and X3c reference points shown in figure 6.2.X4-1 are LI specific reference points and the details of which will have to be defined TS 33.107 or TS 33.127.  

6.2.X5
Architecture Solution for Key Issue # 2.20

6.2.X5.1
Overview of the Solution
Basically, in a roaming scenario with the local break-out, the following network functions in the VPLMN will have to provide the LI functions. 

· AMF

· SMF

· UPF

The solution for key issue #2.16 (clause 6.2.X1.1) describes an LI solution by extending the EPC CUPS LI model to 5G where SMF and UPF are involved in delivering the IRI events and CC associated with the PDU sessions. The clause 6.2.X2.1 (key issue #2.17 solution) describes the LI configuration for AMF. The LI configuration for UDM described in clause 6.2.X3.1 (solution for key issue #2.18)  does not apply to this scenario. 

The LI implications to other network functions shown in figure 5.2.20-2 is FFS. 

6.2.X5.2
Solution Description through overall network architecture view  

Using the LI configurations described in the clause 6.2.X1 (solution for key issue #2.16) and clause 6.2.X2.1 (solution for key issue #2.17), the overall network configuration for 5G in a roaming scenario with local breakout showing the LI aspects in VPLMN is shown in figure 6.2.X5-1 from the reference point representation of figure 5.2.20-3. 
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Figure 6.2.X5-1: Lawful interception in VPLMN for 5G (reference point presentation)


As in the case of CUPS LI (in EPC), the SX3LIF may be co-located with the UPF or with the SMF or as a  standalone entity.
The figure 6.2.X5-1 shows that AMF and SMF will have to deliver the IRI events to the DF2 and UPF will have yo deliver the duplicated user plane packets to the SX3LIF which in turn delivers the CC to the DF3. The UE may also be involved in multiple PDU sessions or concurrent connections to multiple data network over one PDU session. These are not explained here since the architectural requirements to support the LI capabilities for such scenarios are similar to the LI capabilities described in clause 6.2.X1.2 (solution of key issue #2.16).  

Other network functions shown in figure 5.2.20-2 (e.g. NSSF) may also have LI implications and the details of which will require further study. If an LI configuration is defined for any of the other network functions, then this network architecture will have to be modified to reflect the same. 

Based on the descriptions given here, the LI configuration for AMF, SMF, UPF are the same in VPLMN (for both LBO  and HR). As matter of fact, from an architectural perspective, the LI configuration for these can be same even in a non-roaming scenario.

6.2.X5-3
Protocol Aspects
The LI architecture does not have an impact on the reference points shown in figure 5.2.20-3 except for an enhancement to N4 reference point to securely pass the packet detection and packet forwarding rules from SMF to UPF so as to instruct the UPF to forward the user plane packets to the SX3LIF. The enhanced reference point is shown in figure 6.2.X-1 as N4’. 

The X1_1, X1_2, X1_3, X2, X3, X3u and X3c reference points shown in figure 6.2.X5-1 are LI specific reference points and the details of which will have to be defined TS 33.107 or TS 33.127.  
Basically, the AMF and the SMF will have to support the X1_1 reference point to receive the target- related, and DF2 related, provisioning information from ADMF and will have to support the X2 reference point to deliver the IRI events related to the target communication to the DF2. 

As described in TS 33.107 clause 12.9, the SMF as a CP function will have to send the packet detection rules and packet forwarding rules to the UPF over the N4’ reference point and will have to send the intercept-control information to the SX3LIF over the X3c reference point. 

As described in TS 33.107 clause 12.9, the UPF as a UP function will have to forward the packets (as duplicated packets) as identified by packet detection rules to the SX3LIF (as identified by the packet forwarding rules) over the X3u reference point and the SX3LIF forwards those received packets to the DF3 over the X3 reference point.  
6.2.X6
Architecture Solution for Key Issue # 2.21

6.2.X6.1
Overview of the Solution
Basically, in a roaming scenario with the home routed, the following network functions in the VPLMN will have to provide the LI functions. 

· AMF

· SMF

· UPF

The solution for key issue #2.16 (clause 6.2.X1.1) describes an LI solution by extending the EPC CUPS LI model to 5G where SMF and UPF are involved in delivering the IRI events and CC associated with the PDU sessions. The clause 6.2.X2.1 (key issue #2.17 solution) describes the LI configuration for AMF. The LI configuration for UDM described in clause 6.2.X3.1 (solution for key issue #2.18) does not apply to this scenario. 

The LI implications to other network functions shown in figure 5.2.21-2 is FFS. 

6.2.X6.2
Solution Description through overall network architecture view  

Using the LI configurations described in the clause 6.2.X1 (solution for key issue #2.16) and clause 6.2.X2.1 (solution for key issue #2.17), the overall network configuration for 5G  in a roaming scenario with home routed  showing the LI aspects in VPLMN is shown in figure 6.2.X6-1 from the reference point representation of figure 5.2.21-3. 
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Figure 6.2.X6-1: Lawful interception in VPLMN with HR (reference point representation)
As in the case of CUPS LI (in EPC), SX3LIF can be co-located with UPF or with SMF or as a standalone entity.

The figure 6.2.X6-1 shows that AMF and SMF will have to deliver the IRI events to the DF2 and UPF will have to deliver the duplicated user-plane packets to the SX3LIF which in turn delivers the CC to the DF3. The UE may also be involved in multiple PDU sessions or concurrent connections to multiple data network over one PDU session. These are not explained here as the architectural requirements to support the LI capabilities for such scenarios are similar to the LI capabilities described in clause 6.2.X1.2 (solution of key issue #2.16.  

Other network functions shown in figure 5.2.21-2 (e.g. NSSF) may also have LI implications and the details of which will require further study. If an LI configuration is defined for any of the other network functions, then this network architecture will have to be modified to reflect the same.

Based on the descriptions given here, the LI configuration for AMF, SMF, UPF are the same in VPLMN (for both LBO described in clause 6.2.X5 and HR described in this clause). As matter of fact, from an architectural perspective, the LI configuration for these can be same even in a non-roaming scenario. 

5.2.22.3
Protocol Aspects
The LI architecture does not have an impact on the reference points shown in figure 5.2.21-3 except for an enhancement to N4 reference point to securely pass the packet detection and packet forwarding rules from SMF to UPF so as to instruct the UPF to forward the user plane packets to the SX3LIF. The enhanced reference point is shown in figure 6.2.X6-1 as N4’. 

The X1_1, X1_2, X1_3, X2, X3, X3u and X3c reference points shown in figure 6.2.X6-1 are LI specific reference points and the details of which will have to be defined TS 33.107 or TS 33.127.  
Basically, the AMF and the SMF will have to support the X1_2 reference point to receive the target- related, and DF2 related, provisioning information from ADMF and will have to support the X2 reference point to deliver the IRI events related to the target communication to the DF2. 

As described in TS 33.107 clause 12.9, the SMF as a CP function will have to send the packet detection rules and packet forwarding rules to the UPF over the N4’ reference point and will have to send the intercept-control information to the SX3LIF over the X3c reference point. 

As described in TS 33.107 clause 12.9, the UPF as a UP function will have to forward the packets (as duplicated packets) as identified by packet detection rules to the SX3LIF (as identified by the packet forwarding rules) over the X3u reference point and the SX3LIF forwards those received packets to the DF3 over the X3 reference point.  
6.2.X7
Architecture Solution for Key Issue # 2.22

6.2.X7.1
Overview of the Solution
Basically, in a roaming scenario with the local break-out, the following network functions in the HPLMN will have to provide the LI functions. 

· UDM. 

The clause 6.2.X3.1 (key issue #2.18 solution) describes the LI configuration for UDM. The LI configuration for AMF, SMF/UPF do not apply to this scenario. 

The LI implications to other network functions shown in figure 5.2.22-2 is FFS. 

6.2.X7.2
Solution Description through overall network architecture view  

Using the LI configurations described in the clause 6.2.X3 (solution for key issue #2.18), the overall network configuration for 5G in a roaming scenario with local breakout showing the LI aspects in HPLMN is shown in figure 6.2.X7-1 from the reference point representation of figure 5.2.22-3. 
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Figure 6.2.X7-1: Lawful interception in 5G for HPLMN with LBO roaming (reference point presentation)


As shown, the target’s communication traffic does not enter the HPLMN and therefore, the HPLMN is not able to (and hence, not required to) provide the interception of the related communication traffic. 

If an LI configuration is defined for any of the other network functions, then this network architecture will have to be modified to reflect the same.  

6.2.X7.3
Protocol Aspects
The LI architecture does not have an impact on the reference points shown in figure 5.2.22-3. 

The X1_1, X1_2, X2 reference points shown in figure 6.2.X7-1 are LI specific reference points and these will have to be described at a stage 2 level in TS 33.107 or TS 33.127. 

Basically, the UDM will have to support the X1_2 reference point to receive the target-related, and DF2 related, provisioning information from ADMF and will have to support the X2 reference point to deliver the IRI events related to the target to the DF2. 
6.2.X8
Architecture Solution for Key Issue # 2.23

6.2.X8.2
Overview of the Solution
Basically, in a roaming scenario with the local break-out, the following network functions in the HPLMN will have to provide the LI functions. 

· UDM. 

· SMF.

· UPF.

The clause 6.2.X3.1 (key issue #2.18 solution) describes the LI configuration for UDM. 

The solution for key issue #2.16 (clause 6.2.X1.1) describes an LI solution by extending the EPC CUPS LI model to 5G where SMF and UPF are involved in delivering the IRI events and CC associated with the PDU sessions. 

The LI configuration for AMF does not apply to this scenario. 

The LI implications to other network functions shown in figure 5.2.23-2 is FFS. 

6.2.X8.2
Solution Description through overall network architecture view  

Using the LI configurations described in the clause 6.2.X1 (solution for key issue #2.16) and clause 5.2.24-1 (solution for key issue #2.18), the overall network configuration for 5G in a roaming scenario with home routed showing the LI aspects in HPLMN is shown in figure 6.2.X8-1 from the reference point representation of figure 5.2.23-3. 
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Figure 6.2.X8-1: LI in 5G roaming scenario with HR in HPLMN (reference point representation)
As in the case of CUPS LI (in EPC), SX3LIF can be co-located with the UPF or with the SMF or as a standalone entity.
The figure 6.2.X8-3 shows that SMF will have to deliver the IRI events to the DF2 and UPF will have to deliver the duplicated packets to the SX3LIF which in turn delivers the CC to the DF3. The UE may also be involved in multiple PDU sessions or concurrent connections to multiple data network over one PDU session. These are not explained here as the architectural requirements to support the LI capabilities for such scenarios are similar to the LI capabilities described in the clause 6.2.X1.2 (solution of key issue #2.16).  

Other network functions shown in figure 5.2.23-2 (e.g. NSSF) may also have LI implications and the details of which will require further study. If an LI configuration is defined for any of the other network functions, then this network architecture will have to be modified to reflect the same. 

6.2.X8.3
Protocol Aspects
The LI architecture does not have an impact on the reference points shown in figure 5.2.23-3 except for an enhancement to N4 reference point to securely pass the packet detection and packet forwarding rules from SMF to UPF so as to instruct the UPF to forward the user plane packets to the SX3LIF. The enhanced reference point is shown in figure 6.2.X8-1 as N4’. 

The X1_1, X1_2, X1_3, X2, X3, X3u and X3c reference points shown in figure 6.2.X8-1 are LI specific reference points and the details of which will have to be defined TS 33.107 or TS 33.127.  
Basically, the SMF will have to support the X1_2 reference point to receive the target- related, and DF2 related, provisioning information from ADMF and will have to support the X2 reference point to deliver the IRI events related to the target communication to the DF2. 
And, the UDM will have to support the X1_2 reference point to receive the target-related, and DF2 related, provisioning information from ADMF and will have to support the X2 reference point to deliver the IRI events related to the target to the DF2. 
As described in TS 33.107 clause 12.9, the SMF as a CP function will have to send the packet detection rules and packet forwarding rules to the UPF over the N4’ reference point and send the intercept-control information to the SX3LIF over the X3c reference point. 

As described in TS 33.107 clause 12.9, the UPF as a UP function will have to forward the packets (as duplicated packets) as identified by packet detection rules to the SX3LIF (as identified by the packet forwarding rules) over the X3u reference point and the SX3LIF forwards those received packets to the DF3 over the X3 reference point.  
6.2.X9
Architecture Solution for Key Issue # 2.24

6.2.X9.1
Overview of the Solution
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In EPC, a new LI architecture was introduced to support the interception of voice services in the VPLMN with a roaming of architecture of S8HR. The figure 6.2.X9-1 shown below represents the S8HR LI model defined in clause 20 of TS 33.107: 

Figure 6.2.X9-1: S8HR LI model in EPC (reference: figure 20.1 in TS 33.107)

In the above model, the Serving Gateway/BBIFF deliver all user-plane packets from the IMS signalling bearer that relate to IMS APN for S8HR. The LMISF that has the target identity is able to determine whether the IMS session needs to be intercepted. When affirmative, the LMISF reports the related IRI events to the DF2 and instructs the Serving Gateway/BBIFF to deliver the user plane packets from the associated media bearer and when received, will deliver the CC to the DF3. 

The TS 33.107 defines the architecture shown in figure 6.2.X9-2 for S8HR LI with control plane and user plane separated model (CUPS) model:  
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Figure 6.2.X9-2: S8HR LI model in EPC with CUPS (reference: figure 20.4 in TS 33.107)

Since the control plane and user plane are separated for PDU sessions in 5G, an architecture similar to the one shown in figure 6.2.X9-2 will have to be developed in 5G.   The figure 6.2.X9-3 illustrates the concept of extending the S8HR LI model with CUPS LI to the 5G. 
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Figure 6.2.X9-3: Extending the S8HR LI model to 5G   
In 5G, the SMF and the UPF are involved in handling packets that related to the PDU sessions, which will off-course include the PDU sessions related to signalling and media of voice calls. 

Note that figure 6.2.X9-3 is constructed by replacing the S-GW/BBIFF-C of figure 6.2.X9-2 with SMF and by replacing S-GW/BBIFF-U of figure 6.2.X9-2 with UPF. 

6.2.X9.2
Solution Description through overall network architecture view  

An overall architecture (based on the one shown in figure 5.2.24.-3) that depicts the extension S8HR LI to 5G is illustrated in figure 6.2.X9-4 below.  
Figure 6.2.X9-4: Overall 5G network architecture showing voice call interception in VPLMN with home routed roaming

As shown, the network architecture introduces a new LI-specific functional element LMISF. The name of the functional element may change in 5G. 

The LMISF will have to be provisioned with the target subscriber’s identity related to the voice services. As in the case of Release 14 S8HR LI model, one LMISF per VPLMN will be presumed. 

As in the S8HR LI model, the UPF present in the VPLMN (with home-routed roaming approach) will have to deliver all packets from PDU sessions related to the IMS signalling.

The LMISF checks to see whether the IMS signalling packets belong to a target subscriber. When affirmative, the LMISF instructs the SMF that the packets from the PDU sessions that carry related media traffic need to be delivered to it (i.e. to LMISF). 

As in the S8HR LI model, the SMF will have to instruct the UPF to duplicate and deliver the packets from the PDU sessions associated with the media sessions to the LMISF. 

The LMISF delivers the IRI and CC related to the voice services to the DF2 and DF3 respectively. Further details of S8HR LI model are described in clause 20 of TS 33.107.

As in the case of S8HR LI model, it is assumed that the IMS signalling information will not be encrypted when the VPLMN (with home routed roaming architecture) requires doing the voice call interception. 

Editor’s note:  Any impacts due to the use of subscriber privacy is FFS. 
6.2.X9.3
Protocol Aspects
The X1_1, X1_2, X1_3, X2, X3, Xia and Xib reference points are LI specific reference points and the details of which are descried at a stage 2 level in TS 33.107 for EPC S8HR LI. Any extensions to address the 5G specific aspects will have to be addressed in TS 33.107 or TS 33.127. 
Basically, the LMISF will have to support the X1_1, X2, X3, Xib and Xic reference points. The SMF will have to support the Xib reference points and UPF will have to support the Xia reference point. 

In EPC, the GTP tunnel ID were used to identify the IMS signalling bearer and the associated media bearer. It is not known yet how a PDU session of IMS signalling and the associated media bearer will be identified in 5G. 

6.3
Protocol Solutions

6.3.1
Solution #3.1
6.4
Candidate NFV ICE’s for 5G System Procedures
	Procedure
	Clause
	Candidate NFV ICEs
	Comments

	Registration/Deregistration

	General registration
	4.2.2.2.2
	AMF, UDM
	UDM at least in roaming scenario

	Registration with AMF re-allocation
	4.2.2.2.3
	AMF, UDM
	Same events as for 4.2.2.2.2, additional info TBC.

UDM at least in roaming scenario

	Deregistration
	4.2.2.3
	AMF, SMF (conditionally), UDM
	SMF may need to report Session Release

UDM at least in roaming scenario

	Service Request

	UE triggered service request
	4.2.3.2
	AMF (location information, RAT), SMF (conditionally)
	AMF: May be part of more general location reporting.

SMF: may need to report session establishment

	Network triggered service request
	4.2.3.3
	AMF, SMF
	AMF: reuses UE triggered service request

SMF: no additional impact, tbc.

	UE Configuration Update
	4.2.4
	
	FFS, proposed None

	Reachability

	UE Reachability Notification Request
	4.2.5.2
	UDM
	UDM could report information about the NF requesting such info, relevant in case of NFs outside the HPLMN.

	UE Activity Notification
	4.2.5.3
	AMF, UDM
	AMF: no additional impact

UDM: could report UE-reachable info (?).

	AN Release
	4.2.6
	TBC
	AMF: UE context release

SMF: N4 procedure, TBC

	N2 procedures
	4.2.7
	None
	

	Feature specific UE/RAN Radio Information and Compatibility Request procedure
	4.2.8
	None
	TS 23.502 has the following 
“Editor's note:
Whether we need this procedure need be checked with RAN WG.”

	Session Management

	PDU Session Establishment
	4.3.2
	SMF
	

	PDU Session Modification
	4.3.3
	SMF
	

	PDU Session Release
	4.3.4
	SMF
	

	Session Continuity
	4.3.5
	None
	TBC, combination of other procedures

	Application Function influence on traffic routing
	4.3.6
	None
	

	CN-initiated selective deactivation of UP connection
	4.3.7
	None
	

	SMF and UPF interactions

	N4 session management procedures
	4.4.1
	None
	

	N4 Reporting Procedures
	4.4.2
	None
	

	N4 Node Level Procedures
	4.4.3
	None
	

	SMF Pause of Charging
	4.4.4
	None
	

	User Profile management procedures

	Subscriber Data Update Notification to AMF
	4.5.1
	UDM
	

	Session Management Subscriber Data Update Notification to SMF
	4.5.2
	UDM
	TBC if provides relevant LI information

	Purge of subscriber data in AMF
	4.5.3
	UDM
	

	Security Procedures
	4.6
	None
	Just refers to TS 33.501

	ME Identity check procedure
	4.7
	None
	

	RAN-CN interactions
	4.8
	FFS
	

	Handover procedures
	4.9
	AMF, SMF
	

	Location Reporting procedures
	4.10
	AMF
	Updated location information shall be reported, maybe as part of more general event. 

	System interworking procedures with EPC
	4.11
	FFS
	

	Procedures for non-3GPP access
	4.12
	FFS
	

	Specific services
	4.13
	FFS
	

	Support for Dual Connectivity
	4.14
	FFS
	

	Network Exposure
	4.15
	FFS
	

	Policy Framework
	4.16
	None
	TBC

	NF Service Framework Procedure
	4.17
	None
	TBC

	Procedures for Management of PFDs
	4.18
	None
	TBC

	Network Data Analytics
	4.19
	None
	


Table 5.2.9.2-1: Candidate NFV ICEs for 5G System Procedures
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