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Abstract

This contribution describes a problem with the Undetectability across Jurisdictions requirement.
Introduction
While requirement 6.6-70 Undetectability Across Jurisdictions has acceptable interpretations in country jurisdictions in Europe, for example, however, it has undesirable side-effects in certain situations in the United States. 
It is possible for carrier equipment involved in serving a warrant in a local (local, county or state) jurisdiction to be located in a neighboring jurisdiction due to the fact large carriers tend to concentrate equipment that serves many small jurisdictions into large data centers for obvious power, cost and management reasons. Technical deployment considerations do not always (in fact, they most often do not) match legal jurisdictions, even though all other undetectability requirements are met. 
In fact, the set of undetectability requirements cover the issue sufficiently, such that requirement 6.6-70 is redundant.
Proposed Changes
6.6	Security
R6.6 - 10	Undetectability by the Target - The CSP shall perform interception in such a manner that the target at any moment in time is unable to detect interception is taking place, before, during, and after the interception.
R6.6 - 20	Undetectability by Other Users - The CSP shall perform interception in such a manner that no other user can detect that interception is taking place, before, during, and after the interception.
R6.6 - 30	Undetectability by Non-Authorized Service Provision Parties - The CSP shall perform Interception in such a manner that no unauthorized party can detect that interception is taking place, before, during, and after interception.
R6.6 - 40	Undetectability across LEAs - The CSP shall perform interception in such a manner that no other LEA can detect that interception is taking place, before, during, and after interception.
R6.6 - 50	Undetectability across CSPs - The CSP shall be able to perform interception such that no CSPs, not obligated by the warrant, can detect that interception is taking place unless there is a service/business relationship and not forbidden by law.
R6.6 - 60	Undetectability Across Third Parties - The CSP shall be able to perform interception such that any Third Parties, not obligated by the warrant, cannot detect that interception is taking place unless there is a service/business relationship and not forbidden by law.
R6.6 - 70	Undetectability Across Jurisdictions - The CSP shall ensure the performance of interception cannot be detected in jurisdictions other than the jurisdictions expressly specified by the warrant.
R6.6 - 80	Interception Capability Undetectability - The CSP shall ensure that only authorized parties can have knowledge of operational use of interception capabilities, interception-related hardware and software.
R6.6 - 90	LI Failure Impact on Target Services - A failure of LI shall not impact the target's, or other users' services.
R6.6 - 100	Recordkeeping Access - The CSP's record retention policy shall ensure that LI records of the CSP's management of interception (e.g. log files) are only visible to, and accessible by, authorized personnel.
R6.6 - 110	Alteration Prevention and Detection - The CSP shall employ a mechanism (e.g. cryptographic hashing) to provide assurance that LI records of the CSP's management of interception (e.g. log files) cannot be unnoticeably altered.
R6.6 - 120	Authenticity - The delivery shall employ a mechanism to ensure the authenticity of the delivered Interception Product from the CSP to the LEA.
R6.6 – 130	Confidentiality - The delivery shall employ a mechanism to ensure the confidentiality of the Interception Product from the CSP to the LEA.  
R6.6.- 140	Integrity - The delivery shall employ a mechanism to ensure the Interception Product cannot be altered from the CSP to the LEA.
R6.6.- 150	Mutual authentication - The CSP and the LEA shall ensure that any communications between the CSP and LEA can mutually authenticate.
R6.6 - 160	Virtualization Security - When CSP networks are virtualized, the CSP LI implementation shall at a minimum comply with the NFV security requirements specified in ETSI GS NFV-SEC 012 System specification for execution of sensitive NFV components [2]. 
R6.6 - 170	Limited Security POI - Where interception cannot be implemented at a fully secure location, such that physical and logical security of the POI cannot be guaranteed, the CSP shall employ methods to reduce LI security risks such as dynamic target provisioning.




