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Intellectual Property Rights. 
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (https://ipr.etsi.org).
Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
[bookmark: _Toc418757513][bookmark: For_tbname]Foreword 
This Technical Specification (TS) has been produced by ETSI Technical Committee for Lawful Interception (LI).
[bookmark: _Toc418757515]Modal verbs terminology
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
 
[bookmark: _Toc418757517]Introduction
EDITOR’S NOTE: Version 0.1.0 has added content to a few different sections, with a view to making concrete progress at the Heathrow Rapporteur’s meeting. See also a separate contribution highlighting how we should align the timescales with SA3 deliverables so we get maximum impact. 

Automatic numbering may be used in ETSI deliverables but it is highly recommended to use sequence numbering.
Check https://portal.etsi.org/Portals/0/TBpages/edithelp/Docs/EDR_Navigator.chm clauses 2.12.1.1 and 6.9.2 for help.


[bookmark: _Toc418757518]1	Scope
The internal network interface covers wide area connections between LI systems and (depending on the network) a large number of network elements from different vendors. Nearly every network element has its own interface with different transport protocols, authentication (if any), encryption (if any), commands etc. This makes every new connection highly complicated and costly. The interfaces between Administration and Mediation Functions are usually proprietary and implemented internally within a product for LI and therefore need not be compatible between products of different vendors. Traditionally internal interfaces have not been standardized. Given the experience of standardization in HI2 and HI3 industry has received benefits from this by way of interoperability, security and cost reduction. This WI does not intend to force compatibility on legacy equipment although should that be possible it will be welcomed. The initial focus is on newer IP related systems (but not limited to IP). With a view to the future, as network and services become virtualized this WI intends to support newer implementations by ensuring a standard interface is available for the provisioning of equipment or service. The DF/MF (delivery / mediation function) translates network internal X2 messages to HI2 (standardized handover interface to the LEMF). This function allows insulation for the CSP to manage their network appropriately without untoward impact on the LEMF.
The present document defines an electronic interface for the exchange of information relating to the establishment and management of Lawful Interception. Typically, this interface would be used between a central LI administration function and the network internal interception points. 
Typical reference models for LI define an interface between law enforcement agencies (LEAs) and communication service providers (CSPs), called the handover interface. They also define an internal network interface within the CSP domain between administration and mediation functions for lawful interception and network internal functions, which facilitates the interception of communication. This internal network interface typically consists of three sub-interfaces; administration (called X1), transmission of intercept related information (X2) and transmission of content of communication (X3). The present document specifies the transmission of intercept related information interface, X2.
EDITOR’S NOTE – The phrase “intercept related information” is correct, but may be confused with IRI in HI2. We should come up with a better phrase and use it consistently throughout X2 and X3. This also applies to “content of communication”. Suggestions include “Intercept Event Information (IEI)”, or referring to INI from older LI architecture


[bookmark: _Toc418757519]

2	References 
[bookmark: _Toc418757520]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are necessary for the application of the present document.
[1]		ETSI TS 103 221-1: “Lawful interception internal interface X1”
[2]		ETSI TS 103 280: “Dictionary for common parameters”
[3]		ETSI TS 102 232-1: "Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 1: Handover specification for IP delivery".

[bookmark: _Toc418757521]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
Use the EX style, add the letter "i" (for informative) before the number (which shall be in square brackets) and separate this from the title with a tab (you may use sequence fields for automatically numbering references, see clause A.4: "Sequence numbering") (see example).
EXAMPLE:
[i.1][tab]	<Standard Organization acronym>  <document number> <V#>: "<Title>".
[i.2][tab]	<Standard Organization acronym>  <document number>: "<Title>".
[bookmark: _Toc418757522]3	Definitions, symbols and abbreviations 
Delete from the above heading the word(s) which is/are not applicable, (see clause 2.11 of EDRs).
Definitions and abbreviations extracted from ETSI deliverables can be useful when drafting documents and can be consulted via the Terms and Definitions Interactive Database (TEDDI) (http://webapp.etsi.org/Teddi/).
[bookmark: _Toc418757523]3.1	Definitions
For the purposes of the present document, the terms and definitions given in ETSI TS 103 221-1 [1] and the following apply:


EXAMPLE: text used to clarify abstract rules by applying them literally
NOTE:	This may contain additional information.
[bookmark: _Toc418757524]3.2	Symbols
[bookmark: _Toc418757525]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in ETSI TS 103 221-1 [1] and the following apply:

[bookmark: _Toc418757526]4	Introduction and reference model
[bookmark: _Toc418757527]4.1	Reference model
The X2 interface is based on communication between:
The Network Element (NE), which performs interception
The Mediation Function (MF), which performs the necessary translation, correlation and mediation for onward handover over material to LEAs via the HI2 and HI3 interface.
The X2 reference model is shown in Figure 1.



Figure 1 – Reference model
EDITOR’S NOTE – We should replace or add to this diagram based on the discussions in R43003r1.  We need to make it clear that this NE is not necessarily the same as the NE in TS 103 221-1 (X1). 
Implementation and deployment scenarios may be more complex. An illustrative list of deployment scenarios is considered in Annex <C>
See also 103 221-1 Annex D which shows a list of wider LI reference models. 
4.2	Other standards in the X1, X2, X3 series
The present document forms part of an overall set of standards X1, X2 and X3. 

5	Message contents and parameters
5.1	Overview
X2 PDUs are sent from the NE to the MF each time the NE wishes to indicate intercept-related information to the MF.
EDITOR’S NOTE – This table contains the minimum set of necessary fields to correlate X2 and X3 PDUs. Perhaps a common definition would be better (e.g. defined in one standard and referenced in the other)
5.2	PDU Structure
The X2 PDU consists of two parts
A header providing information used by the NE and MF to correlate X3 and X2 messages which relate to a communication session, and what LI context they relate to (i.e what XID). See clause [5.3]
A content field, containing the intercepted-related information.
5.3	Header
5.3.1	Structure
The X2 PDU header consists of the following fields.
Table 1 – X2 PDU Header
	Field
	Description
	Format
	Clause
	M/C/O

	Version
	Describes the X2 packet format against which the PDU was encoded
	Integer (TBD)
	TBD
	M

	LogicalFunctionID
	Identifies the “logical function” (e.g. SGW, PGW) defined by the relevant architecture, from which the X2 is being sent
(TBD)
	TBD – but we should not try to form an exhaustive list of different types from different architectures
	…
	M?

	PointOfInterceptionID
	Identifies the “point of interception” within the logical function from which the X2 is being sent.
(TBD)
	TBD
	
	M?

	XID
	XID for which the PDU was intercepted
	XID (see TS 103 221-1 [1] clause 5.1.2) given as an unsigned 128-bit integer.

EDITOR’S NOTE – some concerns about the size of this field (which may also impact X1); it should be the same as X1.
	5.3.2
	M

	CorrelationID
	Correlation identifier which the NE can use to indicate that PDUs are associated with the same communication session. Allocated by the NE.

EDITOR’S NOTE – needs to be reconciled with definition of “NE” (e.g PoI or device)
	32-bit unsigned integer
	5.3.3
	C/O?

	SequenceNumber
	Zero-based sequence number for PDUs sent by the NE for a given XID and CorrelationID.

EDITOR’S NOTE – needs to be reconciled with definition of “NE” (e.g PoI or device)
	32-bit unsigned integer
	5.3.4
	O?

EDITOR’S NOTE – could this field be optional to support high-speed intercept? Maybe less of an issue than X3.

	Timestamp
	Time at which the intercept-related information was generated

EDITOR’S NOTE – we should specify a minimum precision of microseconds. 
	NTP format (see RFC 1305 [ref])

EDITOR’S NOTE – come back to this. Some feedback from vendors that NTP may be easier than e.g. GeneralizedTime
	5.3.5
	O?

EDITOR’S NOTE – general feeling that this can be really useful. Could this field be optional to support high-speed intercept? Do we need both sequenceNumber and Timestamp? Maybe less of an issue than X3.

	ContentType?
	Indication of what’s coming in the content
(very definitely FFS)
	?
	?
	M?

	HeaderExtensions?
	EDITOR’S NOTE – consider alongside header extensions for X3
	?
	?
	?



EDITOR’S NOTE – This table contains the minimum set of necessary fields to correlate X2 and X3 PDUs. Perhaps a common definition would be better (e.g. defined in one standard and referenced in the other). If we do, we’ll need an indication of whether it is X2/X3. We may also be able to choose a simpler encoding for the header, and leave the door open for more complex encodings of content.
EDITOR’S NOTE – The EN’s in the table are all copied from X3; they should be resolved together. The nature of the correlation information required depends heavily on the outcome of the reference architecture debate (see LI(18)R43003
EDITOR’S NOTE – There is an open question in X3 about whether the parameters should be in a table, in prose, or in both. For brevity, this draft simply uses a table. Prose can easily be drafted if we decide it is necessary.

5.4	Content
5.4.1	Structure
EDITOR’S NOTE - Filling in this section is likely to be one of the hardest parts of the X-interfaces standardisation effort. Some choices include:
· Defining a complete set of structured messages, as per TS 102 232 SSDs
· Define a way of handing over message elements to be combined or composed at the MF (e.g. a list of attribute-value pairs)
· Leaving it to the relevant SDOs (e.g. 3GPP) to define what the message structures look like
· Leaving it to vendors to define and MF manufacturers then responsible for translating
EDITOR’S NOTE – It’s very important to leave some combination of the last two as an option for deployments where the architecture is not based on a public standard.



6	Transport and encoding
6.1	Encoding
EDITOR’S NOTE – Considerations are as per X3, perhaps with less emphasis on bandwidth constraints. Ideally X2 and X3 would use the same encoding, but we should allow them to differ if this is the right way to meet requirements.
6.2	Transport
To send X2 PDUs to the MF, the NE opens a TLS over TCP connection. TLS is used to perform mutual authentication and identification between the NE and MF (see clause 7).
EDITOR’S NOTE – Considerations are as per X3, again perhaps with less emphasis on bandwidth constraints.
EDITOR’S NOTE – We should consider keepalive/heartbeat functionality, and whether this is a transport-layer function or something we need to do at an “application” layer in the X2/X3 protocol.
[bookmark: _GoBack]EDITOR’S NOTE – We should consider whether it is sensible to explicitly rule out X2 and X3 being delivered over the same transport.


7	Security
EDITOR’S NOTE – As with X3, the intention is to secure the transport and not each individual PDU.
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NOTE:	For an easy application of the ETSI styles download "the ETSI styles toolbar" from  website.
[bookmark: _Toc418757529]Annexes
Each annex shall start on a new page (insert a page break between annexes A and B, annexes B and C, etc.).
Numbers given to the clauses, tables, figures and mathematical formulae of an annex shall be preceded by the letter designating that annex followed by a full-stop. The numbering shall start afresh with each annex. A single annex shall be designated "Annex A".
Clauses in annex A shall be designated "A.1", "A.2", "A.3", etc. (further details in clause 2.12.1 of the EDRs).
Use the Heading 8 style. Insert a line break ("shift" +  "enter") between the colon and the title.
For all annex clause headings use the appropriate Heading styles, starting from Heading 1, e.g. for clause A.1 use Heading 1, for clause A.1.1 use Heading 2. (See clause 6.1, table 8 of the EDRs).
[bookmark: _Toc418757530]

Annex A (normative):
Requirements 
A.1 Protocol & Architecture requirements
EDITORS’ NOTE – comment from Heathrow rap meeting (2017): We should consider whether there is a requirement to filter X2 at the NE to reduce traffic volumes.
EDITORS’ NOTE – comment from Heathrow rap meeting (2017): We should consider whether there is a requirement to de-duplicate traffic in X2
A.1.1	Basic Functionality
The interface shall be used for delivery of IRI from the network element, which created the copy of the original content of communication, to the mediation function.
A.1.2	Flexible
The X2 architecture and message exchange technique shall be flexible to allow implementation in both existing and future national and international operator network architectures.
A.1.3	Extensible 
The basic message exchange protocol shall allow limited extensibility to support parameter not currently supported by the base protocol.
A.1.4	Lightweight
The protocol shall use a protocol containing minimal options or extensions which are not specifically required by X2.
A.1.5	Delay
The X2 architecture and message exchange technique shall by design not introduce undue delay compared with existing proprietary X2 implementations.
A.1.6	Permanent and Dynamic Connections
The X2 architecture and message exchange technique shall support both permanent connection and dynamic link / connection scenarios.
A.1.7	Reliability
The X2 architecture and message exchange technique shall provide reliable data transfer.
EDITOR’S NOTE – comment from Heathrow rap meeting (2017): we should be more explicit about whether e.g. buffering is required at the NE, or whether this is left to the underlying transport protocol
A.1.8	Error detection
The X2 architecture and message protocol shall support error detection (ie in case of data loss).
A.1.9	Redundancy
The X2 architecture and message protocol shall support both 1 to 1 and 1 to 2 end point configurations (ie for redundancy).
[bookmark: _Hlk483555823]A.1.10	Correlation
[bookmark: _Hlk483556066]The X2 protocol shall provide information necessary to allow correlation at the MF for information provided over HI2 and HI3
A.1.11	Mediation into HI2 / HI3
The X2 protocol shall provide information necessary to allow correlation at the MF to comply with the requirements of both the HI2 and HI3 interfaces, where applicable.

A.2 Security requirements
A.2.1	Authentication & Authorisation
The X2 architecture and message exchange technique shall provide authentication and authorisation of end points.
A.2.2	Accounting / Audit
The X2 architecture and message exchange technique shall provide Accounting & Auditing.
A.2.3	Integrity Protection
The X2 message exchange technique shall provide integrity protection for all messages exchanged between nodes in the X2 architecture. Use of Integrity protection shall be mandatory.
A.2.4	Confidentiality Protection
The X2 message exchange technique shall provide confidentiality protection for all messages exchanged between nodes in the X2 architecture.
A.2.5	Replay Protection
The X2 message exchange technique shall provide replay protection for all messages exchanged between nodes in the X2 architecture.
A.2.6	Standalone interface
The X2 architecture and message exchange technique shall be designed as a standalone physically dedicated LI interface. The design and selection of the protocol shall where possible ensure vulnerabilities in non-LI interfaces on the same node shall not impact LI interfaces and security.
A.2.7	Minimum Security Level
The X2 architecture and message exchange techniques shall provide a minimum level of security (including cypher suites and key length), which must be supported by all nodes. At least two algorithms shall be specified. The protocol and algorithms shall be resistant to bid down attack.
A.2.8	Underlying Infrastructure Trust
The X2 architecture and message exchange techniques shall assume by default that the underlying network communication links and infrastructure are untrusted.
A.2.9	Firewall and NAT Transversal
The X2 message exchange technique shall be compatible with existing operator firewall and NAT transversal architectures. The message exchange technique shall not require unrestricted opening of common ports (eg port 80 or 21). The message exchange technique shall not prohibit the development of future X2 aware firewall filtering to provide rejection of malicious X3 message at operator security gateways. 
A.2.10	Certificate and Key Management
The X2 architecture relies on (where applicable) Certificate and Key Management mechanisms (including Certificate and Key revocation) from X1.

[bookmark: _Toc418757531]Annex B (informative):
Suggestions for solutions
The following items have been put forward as potential solutions. 
EDITOR’S NOTE: This clause to be removed prior to publication. 
Just a scratch area to make sure we don’t forget any ideas. 

PROTOCOL
Possible to borrow the protocols used for HI2 and HI3. This may be appropriate for X2. 
For X3 adding headers to each packet is expensive and TCP may not be best choice. 


Notes from Selvam – Jan 2017. 
Both TC LI specifications and 3GPP SA3-LI specifications currently define LI events that are to be detected and related event information that is to be passed from the Intercepting Node to the DF2/MF2.  These events are defined as a simple set of information without regard to any structural format of that information.  As such, it may be useful to examine the HI2 information elements or parameters that are passed and derive a set of X2 interface information elements that could be defined to convey the intended information.
For specific events, it would be useful to define an event parameter which identifies the standard which specifies the event, including the version of that standard, followed by the name of that parameter.
A parameter should be included to report the event’s timestamp as a Date and Time.
A parameter should be defined to carry a correlation number for events that convey a correlation number.  Several different potential formats for correlation number exists and a generic structure should be defined that can convey a variety of different correlation number formats and structures.
Other parameters should be defined for each standard that defines events.


Annex C (informative):
Illustrative deployment scenarios
C.1 Introduction
This section provides a list of illustrative X2/X3 deployment scenarios for consideration during the drafting of this document.
EDITOR’S NOTE – There’s no NE which sends both X2/X3, which is probably quite a common scenario
EDITOR’S NOTE – Reconcile this with the definition of “NE”. 
C.2 Simple deployment scenario
This scenario shows a simple deployment where separate NEs provide X2 and X3. A single MF connects to an X2 interface from one NE and an X3 interface from a second.


Figure C.1 – Simple deployment scenario
C.3 Individual X3 NEs with shared X2 NE
This scenario shows a deployment scenario where a single physical NE provides X2 to multiple MFs, while each MF receives X3 from a different NE.


 Figure C.2 – Individual X3 NEs with shared X2 NEs


C.3 Separated interfaces
This scenario shows a deployment scenario where the X2 and X3 interfaces are delivered to different MFs


Figure C.3 – Separated interfaces
EDITOR’S NOTE – would it be appropriate to show a deployment scenario with a single NE supplying multiple MFs? This is already shown as part of C.3, but is it useful to explicitly indicate that an NE may deliver to multiple locations?

[bookmark: _Toc418757542]Annex <F> (informative):
Change History
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