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Abstract of the contribution: This pCR is based on a previously submitted presentation (S3i180070) to the SA3LI#68 meeting held in New Delhi, India.  During that meeting, the presentation was noted as useful set of slides.   This pCR includes the LI architecture related to 5G Service Based Architecture and introduces a new key issue and then the text for clause 6, the solution description. Since the entire text is new, no change bars are used for easy reading. 
*** New Text 1 ****

5.2.X1
Key Architecture Issue #2.XX – 5G Service based Architecture   
5.2.X1.1
Description
The LI solution developed for 5G shall be able to deal with the 5G architectural aspects where the network functions use service-based interfaces at the control plane and point-to-point interfaces at the user-plane.  

Figure 5.2.X1-1 shown below compares in a more generic way how three network functions interact (at the control plane) via point-to-point interfaces and service-based interfaces.  
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 Figure 5.2.X1-1: A comparison of Service-based and Point-to-Point Interface representation  
With point-to-point interfaces, each control plane network function interacts with another control plane network function on a separate interface. For example, as shown in figure 5.2.X1-1, the Control Plane NF-1 uses PP-12 to interact with Control Plane NF-2 and Control Plane NF-3 uses PP-23 to interact with Control Plane NF-2. 
With service-based interfaces, all control plane network functions use the same interface to access services offered by a control plane network function. For example, as shown in figure 5.2.X-1, both Control Plane NF-1 and Control Plane NF-3 use Snf2 to access services exposed by Control Plane NF-2. 
As shown in figure 5.2.X1-1, the interface between the User Plane Function and its Control Plane Function may still be based on point-to-point reference point. 

5.2.X1.2
Architecture Requirements

The TS 23.501 clause 4.2.3 introduces the following non-roaming architecture with service-based interfaces on the control plane.
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Figure 5.2.X1-2: Roaming 5G System architecture - home routed scenario in service-based interface representation (reference: TS 23.501, figure 4.2.4-3) 
As described in the previous clauses of this TR, at the minimum, AMF, SMF and UDM will have to have LI capabilities to generate the IRI events. In most cases, the IRI events are generated using the information passed in the control plane. 

In a reference point representation, the AMF, SMF and UDM use reference points, X1_1 to receive the LI provisioning information and X2 reference points to deliver the IRI events. The LI architecture for 5G shall be able to support the service-based architecture of 5G without causing any backward compatibility issue. As per the hitherto systems, X1_1 reference point and X2 reference point are point-to-point.  

Analysis of any required architectural enhancements along with the security implications is the focus of this Key Issue.  With the extension of CUPS LI and S8HR LI models to 5G, internal interfaces (Xia, Xib, X3c and X3u) will be added to the LI architecture. 
As indicated in 5.2.XX, the X3 reference point is used to deliver the CC which, in most cases derived from the user plane, can remain point-to-point.  

5.2.X1.3
Protocol Requirements

The LI solution developed to report the IRI events shall be able to handle protocols used in 5G.   Any LI specific changes made to the reference points or to the protocol shall adhere to LI security requirements. 

In the hitherto system, the LI specific reference points are referred to as X-interfaces and these are not standardized.   However, going forward, 3GPP SA3 LI has plans to have standardized the reference points covering the X-interfaces.     Such an effort shall accommodate the LI for 5G as well.

**** End of New Text 1 ****

**** New Text 2 ****

6.2.X1
Architecture Solution for Key Issue # 2.XX
6.2.X1.1
Overview of the Solution
An architectural solution to this Key Issue revolves around the way the LI interfaces are to be supported for the 5G system. On that point, several possible alternatives can be visualized: 

· Solution #1: Maintain the current point-to-point interfaces for X1_1, X2. X3 will always be point-to-point.
· Solution #2: Enhance ADMF, DF2 to have service-based interfaces for X1_1 and X2. X3 will always be point-to-point.

· Solution #3: Introduce a new logical LI Interworking Function (LIF) to support the 5G Service Based Architecture. 

Each of the above alternatives may have a few variations within themselves.  

6.2.X1.1.1
Solution #1

In this approach, all the LI specific reference points remain as a point to point. Figure 6.2.X1-1 shown below extends the generic SBA model shown in 5.2.X-1 with the LI specific reference points per this solution. 
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Figure 6.2.X1-1: Service-based network model with point-to-point LI specific reference points
In any network, not all the NFs require LI capabilities. As shown in figure 6.2.X1-1, the Control Plane NF-1 and Control NF-2 are the LI ICEs whereas Control Plane NF-3 is not.  As shown, all the LI specific X-reference points are point-to-point. The Control Plane NF-1 and Control Plane NF-3 have to implement these point-to-point reference points. 
The need to have X1_1 reference point from ADMF to User Plane NF (not shown in figure 6.2.X1-1) is dependent on the network architecture. For example, in the CUPS LI model, such a need does not arise. 

6.2.X1.1.2
Solution #2

In this approach, ADMF and DF2 are enhanced to support the service-based reference points for X1_1 and X2. Figure 6.2.X1-2 shown below extends the generic SBA model shown in 5.2.X-1 with X1_1 and X2 as service-based. 
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Figure 6.2.X1-2: Service-based network model with service-based X1_1 (partly) and X2   
As shown in figure 6.2.X1-2, the ADMF and DF2 support service-based interfaces Sdmf and Sdf2, respectively.   Since the provisioning is from ADMF to the ICE (one-way), the ADMF may not have to expose any of its services to the ICEs.   For example, in the CUPS LI model, such a need does not arise. 

In this approach, the ADMF and DF2 will have to be enhanced and are required to support both point-to-point (to interact with the pre-SBA models) and service-based interfaces. 

6.2.X1.1.3
Solution #3

In this approach, a new logical LI interworking function (LIF) is introduced to support the service-based interface. Figure 6.2.X1-3 shown below extends the generic SBA model shown in 5.2.X-1 to illustrate this approach. 
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Figure 6.2.X1-3: Service-based network model with new logical LI Interwork Function  
As shown in figure 6.2.X1-3, the logical LI Interwork Function (LIF) supports the service-based interface to the network that has SBA model and point-to-point interfaces to the ADMF and DF2.  Since the provisioning (one-way) is from ADMF to the Control Plane NFs, the LIF may only need to expose its services via Slif to Control Plane NF-1 and Control Plane NF-2 for transferring the IRI events.     
In this approach, the ADMF and DF2 continue to use the point-to-point interfaces and hence, easing the backward compatibility aspect.   
6.2.X1.2
Solution Description through overall network architecture view  

6.2.X1.2.1
Solution #1

The figure 6.2.X1-4 below illustrates the overall non-roaming network configuration for 5G shown in a service-based representation with point-to-point LI reference points.   
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Figure 6.2.X1-4: Point to point LI reference points 
The figure 6.2.X1-4 shows the  X1_1 reference point from ADMF to AMF, SMF, UDM and SX3LIF. AMF, SMF, UDM and SX3LIF deliver the IRI events via X2 reference point to the DF2. The UPF delivers the duplicated packets to the SX3LIF which in turn delivers the CC to the DF3 via X3 reference point.  

As in the case of CUPS LI (in EPC), it shall be possible to co-locate the SX3LIF with UPF or with SMF. It shall also possible to have a deployment with SX3LIF as a standalone entity.
6.2.X1.2.2
Solution #2

The figure 6.2.X1-5 below illustrates the overall non-roaming network configuration for 5G shown in a service-based representation with X1_1 and X2 reference points are service-based.   
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Figure 6.2.X1-5: Service-based LI reference points where possible

The figure 6.2.X1-5 shows that the ADMF and DF2 and SX3LIF have service based interfaces Ndmf, Ndf2 and Nsx3, respectively.  Since the provisioning is done from ADMF to the ICEs, the ADMF in this model may not have to expose its services via Sdmf to AMF, SMF, UDM and SX3LIF. 

The ADMF provisions AMF using Namf, provisions SMF using Nsmf, provisions UDM using Sudm and provisions SX3LIF using Nsx3. 

The AMF, SMF and SX3LIF deliver the IRI events to DF2 using Sdf2.  The user-plane traffic as envisioned in the 5G SBA model are delivered using the point to point interface X3. Likewise, UPF forwards the duplicated packets to SX3LIF via point-to-point interface X3u. 

In this approach, SMF sends the intercept related information to SX3LIF via point-to-point interface X3c. As an alternative, it is possible to eliminate the need to have point-to-point for X3c, by SMF sending the intercept related information to SX3LIF using Nsx3. 

The service-based interfaces when used for LI purpose shall adhere to the security requirements defined in TS 33.107. 

As in the case of CUPS LI (in EPC), it shall be possible to co-locate the SX3LIF with UPF or with SMF. It shall also possible to have a deployment with SX3LIF as a standalone entity.
6.2.X1.2.3
Solution #3

The figure 6.2.X1-6 below illustrates the overall non-roaming network configuration for 5G shown in a service-based representation with the introduction of LI Interworking Function (LIF).   
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Figure 6.2.X1-6: LI Interworking Function to provide service-based interfaces

The figure 6.2.X1-6 shows that the ADMF and DF2 have point to point interfaces to LIF and LIF provides the service based interface Nlif to interact with the 5G network    

The LIF passes on the provisioning information from ADMF to AMF using Namf, to SMF using Nsmf, to UDM using Sudm and to SX3LIF using Nsx3. 

The AMF, SMF and SX3LIF deliver the IRI events to LIF using Nlif.   The user-plane traffic as envisioned in the 5G SBA model are delivered using the point to point interface X3. Likewise, UPF forwards the duplicated packets to SX3LIF via point-to-point interface X3u. 

In this approach, SMF sends the intercept related information to SX3LIF via point-to-point interface X3c. As an alternative, it is possible to eliminate the need to have point-to-point for X3c, by SMF sending the intercept related information to SX3LIF using Nsx3. 

The service-based interfaces when used for LI purpose shall adhere to the security requirements defined in TS 33.107. 

As in the case of CUPS LI (in EPC), it shall be possible to co-locate the SX3LIF with UPF or with SMF. It shall also possible to have a deployment with SX3LIF as a standalone entity.
6.2.X1.2.4
A variation of Solution #2, possibly for the future

The figure 6.2.X1-7 below illustrates the overall non-roaming network configuration for 5G shown in a service-based representation with all control plane X reference points as service-based.   
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Figure 6.2.X1-7: Service-based LI reference points (all control plane)

The figure 6.2.X1-7 shows that the ADMF and DF2, DF3 and SX3LIF have service based interfaces Ndmf, Ndf2, Ndf3 and Nsx3, respectively.  Since the provisioning is done from ADMF to the ICEs (one-way), the ADMF in this model may not have to expose its services via Sdmf to AMF, SMF, UDM and SX3LIF. 

The ADMF provisions AMF using Namf, provisions SMF using Nsmf, provisions UDM using Sudm, provisions SX3LIF using Nsx3, provisions the DF2 via Ndf2, and provisions the DF3 via Ndf3. 

The AMF, SMF and SX3LIF deliver the IRI events to DF2 using Sdf2.  The user-plane traffic as envisioned in the 5G SBA model are delivered using the point to point interface X3. Likewise, UPF forwards the duplicated packets to SX3LIF via point-to-point interface X3u. 

As indicated earlier, in figure 6.2.X1-7, the need for point-to-point (from SMF to SX3LIF) X3c is eliminated and thus SMF sends the intercept related information to SX3LIF using Nsx3.
The service-based interfaces when used for LI purpose shall adhere to the security requirements defined in TS 33.107. 

As in the case of CUPS LI (in EPC), it shall be possible to co-locate the SX3LIF with UPF or with SMF. It shall also possible to have a deployment with SX3LIF as a standalone entity.
6.2.X1.2.5
A Variation of Solution #3, possibly for the future

The figure 6.2.X1-8 below illustrates the overall non-roaming network configuration for 5G shown in a service-based representation with the introduction of LI Interworking Function (LIF) and separate service-based interfaces within the LI specific functions.  
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Figure 6.2.X1-8: LI Interworking Function to provide service-based interfaces, an enhancement
The figure 6.2.X1-8 shows that the ADMF, DF2, DF3 and LIF have separate service-based interfaces to interact among themselves.  As far as 5G network is concerned, this is same as the approach shown in figure 6.2.X1-3.     

The ADMF sends the provisioning information to LIF using Llif, to DF2 using Ldf2 and DF3 using Ldf3. The LIF forwards the IRI events to DF2 using Ldf2. 

In this approach, the DF2 exposes its service-based interface Ldf2 only to ADMF and LIF. The DF3 exposes its service based interface only to ADMF. The LIF exposes its service-based interface to Llif, only to ADMF and exposes its service based interface Nlif to the 5G network functions that have a role to play in LI as ICEs for IRI events.  

The LIF passes on the provisioning information from ADMF to AMF using Namf, to SMF using Nsmf, to UDM using Sudm and to SX3LIF using Nsx3. 

The AMF, SMF and SX3LIF deliver the IRI events to LIF using Nlif.   The user-plane traffic as envisioned in the 5G SBA model are delivered using the point to point interface X3. Likewise, UPF forwards the duplicated packets to SX3LIF via point-to-point interface X3u. 

In this approach, SMF sends the intercept related information to SX3LIF using Nsx3.  
The service-based interfaces when used for LI purpose shall adhere to the security requirements defined in TS 33.107. 

As in the case of CUPS LI (in EPC), it shall be possible to co-locate the SX3LIF with UPF or with SMF. It shall also possible to have a deployment with SX3LIF as a standalone entity.
6.2.X1.2.6
A Variation of Solution #3, but a hybrid, possibly for the future

The figure 6.2.X1-9 below illustrates the overall non-roaming network configuration for 5G shown in a service-based representation with separate service-based interfaces for LI purposes.    
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Figure 6.2.X1-9: Separate LI service-based interfaces  

The figure 6.2.X1-9 shows that the ADMF, DF2, DF3 have separate service-based interfaces to interact among themselves. All the control plane ICEs also have separate service based interfaces for LI purpose.   
The ADMF sends the provisioning information to DF2 using Ldf2, to DF3 using Ldf3, to AMF using Lamf, to SMF using Lsmf, to UDM using Ludm and to SX3LIF using Lsx3.  
In this approach, the DF2 exposes its service-based interface Ldf2 only to ADMF, and control plane ICEs.    The DF3 exposes its service based interface only to ADMF. The AMF exposes its service-based interface to Lamf only to ADMF. The SMF exposes its service based interface Lsmf only to ADMF. The UDM exposes its service based interface Ludm only to ADMF and SX3LIF exposes its service based interface only to ADMF and to the associated SMF.  
The AMF, SMF and SX3LIF deliver the IRI events to DF2 using Ldf2.   The user-plane traffic as envisioned in the 5G SBA model are delivered using the point to point interface X3. Likewise, UPF forwards the duplicated packets to SX3LIF via point-to-point interface X3u. 

In this approach, SMF sends the intercept related information to SX3LIF using Lsx3.  

In this approach, since separate service based interfaces are used for LI purposes, the security implications may be less severe compared to the other approaches, never-the-less, the service-based interfaces when used for LI purpose shall adhere to the security requirements defined in TS 33.107. 

As in the case of CUPS LI (in EPC), it shall be possible to co-locate the SX3LIF with UPF or with SMF. It shall also possible to have a deployment with SX3LIF as a standalone entity.
6.2.X2.3
Protocol Aspects
Depending on the approach chosen, there can impacts to the LI specific reference points. For example, with the approach described in solution #1, the LI reference points remain as they are today and therefore, no changes are anticipated. With the approach of solution #2, the X1_1 and X2 reference points will have to enhanced to support service-based interfaces. In the approach of solution #3, the LI specific reference points can stay as they are today, however, this approach introduces a new network function and therefore, a new service-based interface will be required. 

**** End of New Text 2 ****

**** End of all New Text ****
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