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Abstract

This contribution describes the 5G Lawful Interception architecture.


[bookmark: _Toc503964917]Introduction
This contribution describes the 5G Lawful Interception architecture. It defines a new network element, the Sensitive Function Control Function (SFCF), which is an addition to the 4G LI architecture. It also takes a cue from the service based function approach introduced by 3GPP SA2, and defines a new service based, bus architecture for LI.


Acronyms and Definitions

ADMF – LI Administration Function
ICE – Intercept Control Element
LEMF – Law Enforcement Monitoring Function
MF/DF – Mediation Function/Delivery Function
NF – Network Function
SFCF – Sensitive function Control Function






















[bookmark: _Toc503964919]Architecture
This clause describes the architecture of the 5G LI system.

[bookmark: _Toc503964920]High Level LI Architecture
Figure 1 shows the high level Lawful Interception (LI) 5G architecture.
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Figure 1. High Level LI Architecture


[bookmark: _Toc503964921]Architectural Elements
This clause defines the LI architectural elements.

2.2.1 Network Function
The Network Functions (NF) in this figure are those defined by 3GPP SA2.

2.2.1 ADMF – LI Administrative Function
The 5G LI Administrative Function (ADMF) performs functions similar to pre-5G ADMFs, with the difference that it does not control the LI elements in the network directly, but through a newly defined SFCF (see below). The ADMF pushes the target list to the SFCF. 

2.2.2 SFCF – Sensitive function Control Function
The Sensitive Function Control Function (SFCF) manages the mapping between the target list pushed down by the ADMF and the session-level parameters that enable the choice, provisioning, and management of appropriate ICEs that have access to the target communications.

2.2.3 ICE – Intercept Control Element
Each network function has associated with it an ICE that is provisioned and controlled by the SFCF. The ICE generates LI product by isolating the communications associated with the target, and forwarding the LI product to the correct MF/DFs.

2.2.4 MF/DFs – Mediation/Delivery Functions
The Mediation/Delivery Functions (MF/DFs) aggregate information from upstream ICEs, and, depending on implementation, correlate multiple streams, strip off network header parameters of no interest to the LEMF, and package and distribute the LI product to the correct LEMF.

2.2.5 LEMF – Law Enforcement Monitoring Function
The Law Enforcement Monitoring Function (LEMF) receives the LI product. The LEMF is out of scope of the present document, and is completely outside the perimeter of the carrier’s network.



























Service Based LI Architecture
The LI system takes a cue from the service based function approach introduced by 3GPP SA2, and defines a new service based, bus architecture for LI. Figure 2 provides a more detailed picture of the system.
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Figure 2. 5G Service Based LI Architecture


3.3.1 Service Based Bus Architecture
The service based architecture includes;
· two interception product busses, 
· one for Interception Related Information (IRI), depicted in Figure 2 as a solid blue line, and 
· one for Communication Content (CC), depicted as a triple blue line, and
· one control bus, depicted as a dotted blue line.
One of the benefits of a bus architecture is that ICEs and MF/DFs can be instantiated dynamically, under the control of the SFCF.

3.3.1 Startup
ICEs and MF/DFs register with the SFCF upon startup, and receive the necessary parameters to become functional. Among these parameters are target identifiers, and the addresses of the MF/DFs associates with each identifier. When the MF/DFs start up, they are provisioned by the SFCF with the address of the LEMF associated with each target identifier.

3.3.3 Runtime
The lifecycle of all LI elements is under the control of the SFCF, which serves as bus manager for both the IRI and CC busses, and the lifecycle events of the LI elements, including migrations.
Security
The most sensitive information in the LI system is the target list. This is the list of all the subjects in the network currently under surveillance, whether active, suspended or in any other state.  The security measures used by the carrier to ensure unauthorized access to this list is not subject to standardization, but the architectural choices made in the design of the LI system do impact the security of the target list directly.

[bookmark: _GoBack]Since completeness of interception product is a legal requirement in most jurisdictions, the LI system must ensure that no events that are lawfully authorized for interception are missed. To ensure that no events are missed there are two architectural alternatives.

Architectural Alternatives
4.1.1 Full Target List at every ICE Node
A carrier may choose to deploy the full target list at all ICEs, such that when a UE arrives in the network and commences registration, the ICE is fully armed and in position to recognize if the target identifier is in the target list. The choice to push the full list to every node is the simplest, and arguably the riskiest, since the compromise of any node will leak the complete target list.

4.1.2 Full Target List only in SFCF
A service provider may choose not to spray the full target list wholesale in all ICEs in the network, but keep the full list in the SFCF, and only provision at each ICE the specific target identifiers that are present at the particular NF.

This choice introduces a race condition. When the UE appears, the ICE must query the SFCF to find out if the user identifier is part of the target list. As the registration sequence progresses, the NF ICE is waiting for a response from the SFCF.  When the response arrives, the ICE can now take action if the answer was positive. If the answer is negative, the ICE’s involvement ends.

However, if the answer is positive, depending on how long the ICE-SFCF-ICE round trip for the query/answer took, it is possible that some reportable events have been missed.  To mitigate this there are two further alternatives:

1. The carrier may choose to suspend registration for the time it takes the SFCF to answer, thus inducing a registration delay in all registrations, whether the user is a target or not, or

2. The carrier may choose to cache the reportable registration events while the ICE-SFCF-ICE query is running, and either report them if the answer is positive, or delete them if the answer is negative.

These are implementation choices at the discretion of the service provider, but the trade-off cannot be avoided.

4.1.3 Provisioning
When a new target is provisioned in the LI system, and the target is already registered in the SP network, the SP will have a similar implementation choice as in the previous clauses 4.1.1 and 4.1.2. The SFCF has a choice to either wholesale arm every ICE with the new target (and ICEs would be expected to immediately start interception on the new target, as in 4.1.1), or, the SFCF can poll every ICE for all UEs, and only if an UE is discovered at a particular NF, arm the associated ICE (and the ICE would only then commence interception, as in 4.1.2). The second approach would take longer, and would be expected to miss more of the pre-existing target communications than the first approach.
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