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Abstract of the contribution: This pCR is based on a previously submitted contribution (S3i170304) to the SA3LI#66-bis meeting held in Sophia Antipolis, FR.   During that meeting, it was suggested to describe the VPLMN and HPLMN aspects in separate clauses. This pCR includes the LI architecture related requirements for the VPLMN (5G) in a roaming scenario with local breakout. The pCR introduces a new key issue and text to clause 6, solution description. 
**** New Text 1 ****

5.2.20
Key Architecture Issue #2.20 – 5G Roaming Architecture with LBO (VPLMN)
5.2.20.1
Description
5.2.20.1 Description
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The LI architecture in 5G will have to include the LI capabilities in the VPLMN in a roaming scenario with the local breakout.   

Figure 5.2.20-1: LI is required in VPLMN in a roaming scenario with local breakout (LBO)

When the target is roaming, the LI capabilities provided in the VPLMN are for those services that are provided by the VPLMN. 

The LI solution developed for 5G will have to deal with the 5G architectural aspects where the network functions use service-based interfaces at the control plane and point-to-point interfaces at the user-plane.  

5.2.20.2
Architecture Requirements
The TS 23.501 clause 4.2.4 introduces the following roaming architecture with LBO in service-based interface representation:  
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Figure 5.2.20-2: Roaming 5G System architecture- local breakout scenario in service-based interface representation (reference: TS 23.501, figure 4.2.3-4)
TS 23.501 clause 4.2.4 shows the following architecture for a roaming scenario with LBO using reference point representation: 
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Figure 5.2.20-3: Roaming 5G System architecture - local breakout scenario in reference point representation (reference: TS 23.501 figure 4.2.4-1)

When the target is roaming in the VPLMN in the above described reference architecture, the VPLMN will have to provide the LI capabilities to intercept the target-related communication traffic. 
The AMF present in the VPLMN will have to generate the IRI events related to the UE network access, registration and connection management events.   
The SMF present in the VPLMN will have to generate IRI events that related to the PDU session handling. The UPF present in the VPLMN will have to duplicate the packets from the user plane for the purpose of CC delivery. The TS 23.501 describes the possibility of UE involved in concurrent PDU sessions with connections to multiple data networks with one SMF and multiple UPFs or separate SMF/UPF combinations.   The LI for 5G will have to address all these scenarios. 

The UDM is not present in the VPLMN and therefore, reporting of IRI events that are generated by the UDM (e.g. UE mobility management events) is not applicable to this scenario.
The LI architecture will have to consider that the AMF and SMF use service-based interfaces to other network functions that deal with the control plane functions. 

The other network functions shown in figure 5.2.20-2 may have LI implications and the details of which are FFS. 

NOTE:
In TS 23.501, the figures 4.2.3-1 and 4.2.3-2 are not aligned. This clause is based on the figures as shown above. In other words, no presumed alignment is made. 

Editor’s Note: The network architecture scenarios for non-3GPP access in a roaming scenario with local break-out will have to be addressed, separately.  

5.2.20.3
Protocol Requirements

The LI solution developed to report the IRI events will have to handle protocols used in 5G.   Any LI specific changes made to the reference points or to the protocol will have to adhere to LI security requirements. 

**** End of New Text 1 ****

**** New Text 2 ****

6.2.X5
Architecture Solution for Key Issue # 2.20

6.2.X5.1
Overview of the Solution
Basically, in a roaming scenario with the local break-out, the following network functions in the VPLMN will have to provide the LI functions. 

· AMF

· SMF

· UPF

The solution for key issue #2.16 (clause 6.2.X1.1) describes an LI solution by extending the EPC CUPS LI model to 5G where SMF and UPF are involved in delivering the IRI events and CC associated with the PDU sessions. The clause 6.2.X2.1 (key issue #2.17 solution) describes the LI configuration for AMF. The LI configuration for UDM described in clause 6.2.X3.1 (solution for key issue #2.18)  does not apply to this scenario. 

The LI implications to other network functions shown in figure 5.2.20-2 is FFS. 

6.2.X5.2
Solution Description through overall network architecture view  

Using the LI configurations described in the clause 6.2.X1 (solution for key issue #2.16) and clause 6.2.X2.1 (solution for key issue #2.17), the overall network configuration for 5G in a roaming scenario with local breakout showing the LI aspects in VPLMN is shown in figure 6.2.X5-1 from the reference point representation of figure 5.2.20-3. 
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Figure 6.2.X5-1: Lawful interception in VPLMN for 5G (reference point presentation)


As in the case of CUPS LI (in EPC), the SX3LIF may be co-located with the UPF or with the SMF or as a  standalone entity.
The figure 6.2.X5-1 shows that AMF and SMF will have to deliver the IRI events to the DF2 and UPF will have yo deliver the duplicated user plane packets to the SX3LIF which in turn delivers the CC to the DF3. The UE may also be involved in multiple PDU sessions or concurrent connections to multiple data network over one PDU session. These are not explained here since the architectural requirements to support the LI capabilities for such scenarios are similar to the LI capabilities described in clause 6.2.X1.2 (solution of key issue #2.16).  
Other network functions shown in figure 5.2.20-2 (e.g. NSSF) may also have LI implications and the details of which will require further study. If an LI configuration is defined for any of the other network functions, then this network architecture will have to be modified to reflect the same. 

Based on the descriptions given here, the LI configuration for AMF, SMF, UPF are the same in VPLMN (for both LBO  and HR). As matter of fact, from an architectural perspective, the LI configuration for these can be same even in a non-roaming scenario.

6.2.X5-3
Protocol Aspects
The LI architecture does not have an impact on the reference points shown in figure 5.2.20-3 except for an enhancement to N4 reference point to securely pass the packet detection and packet forwarding rules from SMF to UPF so as to instruct the UPF to forward the user plane packets to the SX3LIF. The enhanced reference point is shown in figure 6.2.X-1 as N4’. 

The X1_1, X1_2, X1_3, X2, X3, X3u and X3c reference points shown in figure 6.2.X5-1 are LI specific reference points and the details of which will have to be defined TS 33.107 or TS 33.127.  
Basically, the AMF and the SMF will have to support the X1_1 reference point to receive the target- related, and DF2 related, provisioning information from ADMF and will have to support the X2 reference point to deliver the IRI events related to the target communication to the DF2. 

As described in TS 33.107 clause 12.9, the SMF as a CP function will have to send the packet detection rules and packet forwarding rules to the UPF over the N4’ reference point and will have to send the intercept-control information to the SX3LIF over the X3c reference point. 

As described in TS 33.107 clause 12.9, the UPF as a UP function will have to forward the packets (as duplicated packets) as identified by packet detection rules to the SX3LIF (as identified by the packet forwarding rules) over the X3u reference point and the SX3LIF forwards those received packets to the DF3 over the X3 reference point.  
**** End of New Text 2 ****

**** End of all New Text ****
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