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Abstract of the contribution:  GSMA has standardized remote provisioning for embedded Subscriber Identity Modules (eSIMs), which may allow a subscriber to easily switch profiles (different International Mobile Subscriber Identities (IMSIs) to use different home networks.  This may reduce/eliminate roaming and impact continuity of surveillance activities. This paper provides some information on eSIMs to generate discussion and analysis on their potential impact to LI. 
Background
Subscriber Identity Modules (SIMs) provide for secure method of accessing the network and store the subscriber’s identity (i.e., IMSI).  eSIMs are physical SIMs that cannot be removed and can store several profiles, which can be remotely provisioned.
Discussion

For the Machine-to-Machine (M2M) and Internet of Things (IoT) market(s), GSMA has developed an architecture for remotely provisioning eSIMs.  A general overview video “GSMA Connected Living: An introduction to the Embedded SIM” can be found at   https://www.gsma.com/iot/embedded-sim/.  Remotely provisioning eSIMs enables the over the air provisioning of an intial operator subscription and changes to operator subscriptions.  
The GSMA Remote SIM Provising Service (RSP) Architecture
, show below, identifies several roles in remote provisioning.
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The Operator is a Mobile Network Operator (MNO) or Mobile Virtual Network Operator; a company providing wireless cellular network services, and could also be the Service Provider, who provides Subscriptions to Subscribers either as part of an Operator or as a party with a wholesale agreement with an Operator. 
The Subscription Manager Data Preparation+
 (SM-DP+) prepares Profile Packages, secures each with a Profile protection key, stores Profile protection keys in a secure manner as well as the Protected Profile Packages in a Profile Package repository, and links the Protected Profile Packages to specified EIDs.  The SM-DP+ binds Protected Profile Packages to the respective EID and securely downloads these Bound Profile Packages to the LPA of the respective eUICC.   Therefore the SM-DP+ is one entity that has the information concerning all the profiles of a particular device.
It is unclear what entity will fulfill the SM-DP+ role.  It may not be an Operator or Service Provider and it is also unclear where the SM-DP+ may be located.  The SM-DP+ may be the SIM 
While the eSIM can store multiple profiles; only one is active/enabled at a time.  
Summary
While this is being developed for M2M/IoT markets, eSIMs are being introduced into personal communication devices (e.g., smartphones, laptops, tablets).  Samsung’s Gear 2 smartwatch, Google’s Pixel 2 phone, Apple’s series 3 smartwarch and Microsoft’s Surface Pro 4 table with LTE all have eSIMs. This raises the question if eSIMs and RSP will impact LI, and to what extent?  

Will MNOs retain the SM-DP+ functionality themselves in their own jurisdictions or will this entity be outside the jurisdiction of the LEA?

Does Remote SIM Provisioning make roaming obsolete since subscribers may “toggle” to a local network profile to avoid roaming charges.  Previous “visited network” now becomes another “home network” as the subscriber will have a subscripition/commercial relationship to both.
The Embedded UICC Identifier (EID) is a hardware identity.  Is it (or can it) be bound to any other hardware identifier (i.e., the International Mobile Equipment Identifier (IMEI) of the smartphone)?  
� This is Figure 1 from:  SGP.21 - RSP Architecture, V2.2, 1 Sep 2017. 





� The “+” means enhanced from the first version of the specification.





