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5.2.3	Delivery of IRI

Table 5.5: Description of parameters
	Parameter
	Definition
	ASN.1 parameter

	observed MSISDN
	Target Identifier with the MSISDN of the target
	PartyInformation/msISDN

	observed IMSI
	Target Identifier with the IMSI of the target
	PartyInformation/imsi

	observed IMEI
	Target Identifier with the IMEI of the target, it must be checked for each call over the radio interface
	PartyInformation/imei

	observed Non-Local ID
	Target Identifier with the E.164 number of Non-Local ID target
	Partyinformation/e164-Format

	event type
	Description of which type of event is delivered: Establishment, Answer, Supplementary service, Handover, Release, SMS, Location update, Subscriber controlled input, HLR subscriber record change, Serving system, Cancel location, Register location, Location information request
	Umts-CS-Event. In case this parameter is not sent over the HI2 interface, the presence of other parameters on HI2 indicates the event type (e.g. sMS or sciData parameter presence)

	event date
	Date of the event generation in the 3G MSC server or 3G GMSC server or in the HLR
	Timestamp

	event time
	Time of the event generation in the 3G MSC server or 3G GMSC server or in the HLR
	

	dialled number
	Dialled number before digit modification,
IN-modification, etc.
	PartyInformation (= originating)/DSS1-parameters/calledpartynumber

	connected number
	Number of the answering party
	PartyInformation/supplementary-Services-Info

	other party address
	Directory number of the other party for originating calls
Calling party for terminating calls
	PartyInformation 
(= terminating)/calledpartynumber
PartyInformation/callingpartynumber

	call direction
	Information if the target is calling or called e.g. MOC/MTC or originating/terminating in or/out
	intercepted-Call-Direct

	CID
	Unique number for each call sent to the DF, to help the LEA, to have a correlation between each call and the IRI (combination of Interception Node ID and the correlation number)
	communicationIdentifier

	lawful interception identifier
	Unique number for each surveillance lawful authorization
	LawfulInterceptionIdentifier

	CGI/SAI
	CGI or SAI of the target; for the location information
	locationOfTheTarget

	location area code
	Location-area-code of the target defines the Location Area in a PLMN
	

	location Information
	LALS location information
	

	serving system identifier
	VPLMN ID of the serving system or of the third party network interworking with the HLR
	serving-System-Identifier

	basic service
	Information about Tele service or bearer service
	PartyInformation/DSS1-parameters-codeset-0

	supplementary service
	Supplementary services used by the target
e.g. CF, CW, ECT
	PartyInformation/Supplementary-Services

	forwarded to number
	Forwarded to number at CF
	PartyInformation/calledPartyNumber
(party-Qualifier indicating forwarded-to-party)

	call release reason
	Call release reason of the target call
	Release-Reason-Of-intercepted-Call

	SMS
	The SMS content with header which is sent with the SMS-service
	SMS

	SCI
	Non-call related Subscriber Controlled Input (SCI) which the 3G MSC server receives from the ME
	PartyInformation/sciData

	other update
	Carrier specific information related to its implementation or subscription process on its HLR
	carrierSpecificData

	new observed MSISDN
	Changed MSISDN provided  in Subscriber Record Change Event.
	Change-Of-Target-Identity/new-MSISDN

	new observed IMSI
	Changed IMSI  provided in Subscriber Record Change Event.
	Change-Of-Target-Identity/new-IMSI

	previous serving system identifier
	Previous VPLMN id of the target
	Current-Previous-Systems/previous-Serving-System-Identifier

	previous serving MSC-number
	An E.164 number of the previous serving MSC included in the intercepted MAP message.
	Current-Previous-Systems/previous-Serving-MSC-Number

	previous serving MSC-address
	An IP address of the previous serving MSC, included in the intercepted MAP message.

	Current-Previous-Systems/previous-Serving-MSC- Address

	NOTE:	LIID parameter must be present in each record sent to the LEMF.


*** END OF FIRST MODIFICATION ***

*** START OF SECOND MODIFICATION***

6.5	IRI for packet domain
6.5.0	Introduction
Table 6.2: Mapping between Events information and IRI information

	[bookmark: __RefHeading___Toc501717663][bookmark: _Hlk504645534]Parameter
	Description
	HI2 ASN.1 parameter

	observed MSISDN
	Target Identifier with the MSISDN of the target.
	partyInformation (party-identiity)

	observed IMSI
	Target Identifier with the IMSI of the target.
	partyInformation (party-identity)

	observed Non-Local ID
	Target Identifier with the E.164 number of the target
	partyInformation (party-identity)

	observed IMEI 
	Target Identifier with the IMEI of the target.
	partyInformation (party-identity)

	observed PDP address
	PDP address(es) used by the target. In case of IPv4v6 two addresses may be carried.
	partyInformation
(services-data-information)

	event type
	Description which type of event is delivered: PDP Context Activation, PDP Context Deactivation,GPRS Attach, HLR subscriber record change, Cancel location, Register location, Location information request, etc.
	gPRSevent (when using Annex B.3) or ePSevent (when using Annex B.9)

	event date
	Date of the event generation in the xGSN or in the HLR
	Timestamp

	event time
	Time of the event generation in the xGSN or in the HLR
	

	access point name
	The Access Point Name contains a logical name (see TS 23.060 [42])
	partyInformation
(services-data-information)

	PDP type
	This field describes the PDP type as defined in 3GPP TS 29.060 [17], TS 24.008 [9], TS 29.002 [4]
	partyInformation
(services-data-information)

	Initiator
	This field indicates whether the PDP context activation, deactivation, or modification is MS directed or network initiated.
	Initiator

	correlation number
	Unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. 
	gPRSCorrelationNumber

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	location information
	When authorized, this field provides the location information of the target that is present at the SGSN or LI LCS Client at the time of event or LALS report record production.
	locationOfTheTarget

	extended location parameters
	Additional location information and QoS information
	extendedLocParameters

	LALS error code
	Positioning error identification code
	locationErrorCode

	SMS
	The SMS content with header which is sent with the SMS-service
	sMS

	failed context activation reason
	This field gives information about the reason for a failed context activation of the target.
	gPRSOperationErrorCode

	failed attach reason
	This field gives information about the reason for a failed attach attempt of the target.
	gPRSOperationErrorCode

	service center address
	This field identifies the address of the relevant server within the calling (if server is originating) or called (if server is terminating) party address parameters for SMS-MO or SMS-MT.
	serviceCenterAddress

	umts QOS
	This field indicates the Quality of Service associated with the PDP Context procedure.
	qOS

	context deactivation reason
	This field gives information about the reason for context deactivation of the target.
	gPRSOperationErrorCode

	network identifier
	Operator ID plus SGSN, GGSN, or HLR address.
	networkIdentifier

	serving system identifier
	VPLMN ID of the serving system or of the third party network interworking with the HLR
	serving-System-Identifier

	iP assignment
	Observed PDP address is statically or dynamically assigned.
	iP-assignment

	SMS originating address
	Identifies the originator of the SMS message.
	DataNodeAddress

	SMS terminating address
	Identifies the intended recipient of the SMS message.
	DataNodeAddress

	SMS initiator
	Indicates whether the SMS is MO, MT, or Undefined
	sms-initiator

	serving SGSN number
	An E.164 number of the serving SGSN.
	servingSGSN-Number

	serving SGSN address
	An IP address of the serving SGSN.
In case of S4-SGSN, this may be provided as Diameter id and realm of the serving S4-SGSN connected via S6d interface to the HSS.
	servingSGSN-Address
servingS4-SGSN-address

	NSAPI
	Network layer Service Access Point Identifier
information element contains an NSAPI identifying a PDP Context in a mobility management context specified by the Tunnel Endpoint Identifier Control Plane
This is an optional parameter to help DF/MF and LEA's to distinguish between the sending mobile access networks when the GGSN is used as element of the PDG according TS 23.234 [43].
	nSAPI

	ULI Timestamp
	Indicates the time when the User Location Information was acquired.
	uLITimestamp

	destination IP address
	Identifies the destination IP address of a packet.
	destinationIPAddress

	destination port number
	Identifies the destination port number of a packet
	destinationPortNumber

	source IP address
	Identifies the source IP address of a packet.
	sourceIPAddress

	source port number
	Identifies the source port number of a packet.
	sourcePortNumber

	transport protocol
	Identifies the transport protocol (i.e., Protocol Field in IPv4 or Next Header Field in IPv6.
	transportProtocol

	flow label
	The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [70])
	flowLabel

	packet count
	The number of packets detected and reported in a particular packet data summary report.
	packetCount

	packet size
	The size of a packet (i.e., Total Length Field in IPv4 [68] or Payload Length Field in IPv6 [69])
	Packetsize

	packet direction
	Identifies the direction of the intercepted packet (from target or to target)
	packetDirection

	packet data header copy
	Provides a copy of the packet headers including IP layer and next layer, and extensions, but excluding content.
	packetDataHeaderCopy

	summary period
	Provides the period of time during which the packets of the summary report were sent or received by the target.
	summaryPeriod

	sum of packet sizes
	Sum of values in Total Length Fields in IPv4 packets or Payload Length Field in IPv6 packets.
	sumOfPacketSizes

	packet data summary reason
	Provides the reason for a summary report.
	packetDataSummaryReason

	packet data summary
	For each particular packet flow, identifies pertinent reporting information (e.g., source IP address, destination IP address, source port, destination port, transport protocol, packet count, time interval, sum of packet sizes) associated with the particular packet flow.
	packetDataSummary

	current serving system identifier
	Current VPLMN id of the target
	Current-Previous-Systems/current-Serving-System-Identifier

	current serving SGSN-Number
	An E.164 number of the current serving SGSN, that comes from the intercepted MAP message
.
	Current-Previous-Systems/current-Serving-SGSN-Number

	current serving SGSN-Address

	An IP address of the current serving SGSN, that comes from the intercepted MAP message

	Current-Previous-Systems/current-Serving-SGSN- Address

	current serving S4-SGSN-address
	In case of S4-SGSN, this may be provided as Diameter id and realm of the serving S4-SGSN connected via S6d interface to the HSS. It is in the intercepted Diameter message.
	Current-Previous-Systems/current-Serving-SGSN- Address

	previous serving system identifier
	Previous VPLMN id of the target
	Current-Previous-Systems/previous-Serving-System-Identifier

	previous serving SGSN-Number
	An E.164 number of the previous serving SGSN, included in the intercepted MAP message.
	Current-Previous-Systems/previous-Serving-SGSN-Number

	previous serving SGSN-Address

	An IP address of the previous serving SGSN, included in the intercepted MAP message.

	Current-Previous-Systems/previous-Serving-SGSN- Address

	previous serving S4-SGSN-address
	In case of S4-SGSN, this may be provided as Diameter id and realm of the serving S4-SGSN connected via S6d interface to the HSS.
	Current-Previous-Systems/previous-Serving-SGSN- Address

	Changed (old/new) IMSI or MSISDN or IMEI
	Provides the identity changes in Subscriber Record Change Event.
	change-Of-Target-Identity

	requesting network identifier
	The requesting network identifier PLMN id (Mobile Country Code and Mobile Network Country,	-- defined in E.212 [87]).
	requesting-Network-Identifier

	requesting node type
	Type of requesting node such as MSC, SMS Centre, GMLC, MME, SGSN.
	requesting-Node-Type

	other update
	Carrier specific information related to its implementation or subscription process on its HLR that will be transmit to LEMF in raw format. CSP will provide to LEMF elements to understand such data.
	carrierSpecificData
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*** START OF THIRD MODIFICATION ***
10.5	IRI for evolved packet domain
[bookmark: __RefHeading___Toc501717745]10.5.0	Introduction
Table 10.5.2: Mapping between Events information and IRI information




	Parameter
	Description
	HI2 ASN.1 parameter

	observed MSISDN
	Target Identifier with the MSISDN of the target.
	partyInformation (party-identity)

	observed IMSI
	Target Identifier with the IMSI of the target.
	partyInformation (party-identity)

	observed ME Id 
	Target Identifier with the ME Id of the target.
	[bookmark: OLE_LINK2]partyInformation (party-identity)

	observed MN NAI
	Target Identifier with the NAI of the target.
	partyInformation (party-identity)

	event type
	Description which type of event is delivered
	ePSevent

	event date
	Date of the event generation in the node
	Timestamp

	event time
	Time of the event generation in the node
	

	access point name
	When provided by the MME, the parameter carries the Access Point Name provided by the UE. When provided by the S-GW/PDN-GW, it is the APN used for the PDN connection
	aPN

	APN-AMBR
	Contains the Aggregate Maximum Bit Rate for the APN
	aPN-AMBR

	PDN type
	Indicated the used IP version (IPv4, IPv6, IPv4/IPv6) 
	pDNType

	PDN address allocation
	Provides the IP version (IPv4, IPv6, IPv4/IPv6) and the IP address(es) allocated for the UE. 
	pDNAddressAllocation

	Protocol Configuration Options
	Are used to transfer parameters between the UE and the PDN-GW (e.g. address allocation preference by DHCP)
	protConfigOptions

	Attach type
	Indicates the type of attach and may carry indication of handover in case of mobility with non-3GPP access.
	attachType

	RAT type
	Radio Access Type
	rATType

	initiator
	This field indicates whether the procedure is UE or network initiated.
	Initiator

	Handover indication
	Provides information that the procedure is triggered as part of a handover
	handoverIndication,
extendedHandoverIndication

	Procedure Transaction Identifier
	Identifies a set of messages belonging to the same procedure; the parameter is dynamically allocated by the UE
	procedureTransactionId

	EPS bearer identity
	Identifies an EPS bearer for one UE accessing via E-UTRAN. It is allocated by the MME.
	ePSBearerIdentity

	Bearer activation/ deactivation type
	Indicates the type of bearer being activated/deactivated, i.e. default or dedicated.
	bearerActivationType, bearerDeactivationType

	Linked EPS bearer identity
	Indicates, in case of dedicated bearer, the EPS bearer identity of the default bearer.
	linkedEPSBearerId

	Switch off indicator
	Indicates whether a detach procedure is due to a switch off situation or not.
	detachType

	Detach type
	Parameter sent by the network to the UE to indicate the type of detach.
	detachType

	Traffic Flow Template (TFT)
	Collection of all packet filters associated with the EPS bearer.
	tFT

	Traffic Aggregate Description (TAD)
	Consists of the description of the packet filter(s) for the traffic flow aggregate.
	trafficAggregateDescription

	correlation number
	Unique number for each target connection delivered to the LEMF, to help the LEA, to have a correlation between each target connection and the IRI. 
	ePSCorrelationNumber

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	location information
	When authorized, this field provides the location information of the target that is present at the node at the time of event record production.
	ePSlocationOfTheTarget

	Old location information
	Location information of the target before Tracking Area Update.
	ePSlocationOfTheTarget

	Failure reason
	The reason for the failure or rejection of the Tracking Area Update
	failedTAUReason

	failed bearer activation reason
	This field gives information about the reason for a failed bearer activation of the target.
	failedBearerActivationReason

	failed attach reason
	This field gives information about the reason for a failed attach attempt of the target.
	failedEUTRANAttachreason, status, code (depending on the protocol)

	Session modification failure reason
	This field gives information about the reason for a failed session modification attempt of the target 
	Status

	EPS bearer QOS
	This field indicates the Quality of Service associated with the EPS bearer procedure.
	ePSBearerqOS

	bearer deactivation reason
	This field gives information about the reason for bearer deactivation of the target.
	bearerDeactivationCause

	network identifier
	Operator ID plus node address.
	networkIdentifier

	logicalFunctionInformation
	Event source logical function identifier.
	logicalFunctionInformation

	Failed Bearer Modification reason
	The reason for failure of Bearer Modification
	failedBearerModReason

	ULI Timestamp
	Indicates the time when the User Location Information was acquired.
	uLITimestamp

	Lifetime
	Lifetime of the tunnel; it is set to a nonzero value in case of registration or lifetime extension; is set to zero in case of deregistration.
	Lifetime

	Access technology type
	Indicates the Radio Access Type
	accessTechnologyType

	UE address info
	Includes one or more IP addresses allocated to the UE.
	iPv6HomeNetworkPrefix, iPv4HomeAddress, iPv6careOfAddress, iPv4careOf Address

	Additional parameters
	Additional information provided by the UE, such as protocol configuration options
	protConfigurationOption

	serving MME address
	Diameter Origin-Host and Origin-Realm of the serving MME or its IP address.
	servingMME-Address

	Revocation trigger
	Contains the reason which triggered a PDN-GW initiated PDN-disconnection (revocation) procedure.
	revocationTrigger

	Home Address
	Contains the UE Home IP address
	homeAddress

	Home Agent Address
	Contains the IP address of the Home Agent
	homeAgentAddress

	Requested IPv6 Home Prefix
	The IPv6 Home Prefix requested by the UE.
	requestedIPv6HomePrefix

	Care of Address
	The local IP address assigned to the UE by the Access Network.
	careOfAddress

	HSS/AAA address
	The address of the HSS/AAA triggering a pDN-GW reallocation.
	hSS-AAA-address

	Target PDN-GW address
	The address of the PDN-GW which the UE will be reallocated to.
	targetPDN-GW-Address

	Foreign domain address
	The relevant IP address in the foreign domain.
	foreignDomainAddress

	Visited network identifier
	 An identifier that allows the home network to identify the visited network inside the EPS Serving System Update for non 3GPP access, coded according to TS 29.273 [53]
	visitedNetworkId

	DHCP v4 Address Allocation Indication
	Indicates that DHCPv4 is to be used to allocate the IPv4 address to the UE
	dHCPv4AddressAllocationInd

	Serving Network
	Identifies, for E-UTRAN access, the serving network the UE is attached to
	servingNetwork

	Request type
	Provides the type of UE requested PDN connectivity 
	requestType

	Failed reason
	Provides the failure cause for UE requested PDN connectivity
	uEReqPDNConnFailReason

	destination IP address
	Identifies the destination IP address of a packet.
	destinationIPAddress

	destination port number
	Identifies the destination port number of a packet
	destinationPortNumber

	source IP address
	Identifies the source IP address of a packet.
	sourceIPAddress

	source port number
	Identifies the source port number of a packet.
	sourcePortNumber

	transport protocol
	Identifies the transport protocol (i.e., Protocol Field in IPv4 or Next Header Field in IPv6.
	transportProtocol

	flow label
	The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [c])
	flowLabel

	packet count
	The number of packets detected and reported in a particular packet data summary report.
	packetCount

	packet size
	The size of a packet (i.e., Total Length Field in IPv4 [a] or Payload Length Field in IPv6 [b])
	Packetsize

	packet direction
	Identifies the direction of the intercepted packet (from target or to target)
	packetDirection

	packet data header copy
	Provides a copy of the packet headers including IP layer and next layer, and extensions, but excluding content.
	packetDataHeaderCopy

	summary period
	Provides the period of time during which the packets of the summary report were sent or received by the target.
	summaryPeriod

	sum of packet sizes
	Sum of values in Total Length Fields in IPv4 packets or Payload Length Field in IPv6 packets.
	sumOfPacketSizes

	packet data summary reason
	Provides the reason for a summary report.
	packetDataSummaryReason

	packet data summary
	For each particular packet flow, identifies pertinent reporting information (e.g., source IP address, destination IP address, source port, destination port, transport protocol, packet count, time interval, sum of packet sizes) associated with the particular packet flow.
	packetDataSummary

	CSG Identity
	Uniquely identifies a CSG within a PLMN.
	csgIdentity

	HeNB Identity
	Identifies the HeNB providing access to a target UE.
	heNBIdentity

	HeNB IP address
	Identifies the IP Address associated with an HeNB providing access to a target UE.
	heNBiPAddress

	HeNB Location
	Identifies the location of an HeNB providing access to a target UE.
	heNBLocation

	Tunnel Protocol
	Identifies the tunnel protocol used to transport the signalling and communications between the HeNB and the EPC.
	tunnelProtocol

	UE Local IP address
	Identifies the UE local IP address (IP SEC terminal Point) observed by the ePDG and PDN-GW, based on local policy for Fixed Broadband access network interworking, in case the GTP based S2b interface TS 29.274 [46] is used.
	uELocalIPAddress

	UE UDP Port
	Identifies the UE UDP port (IP SEC terminal Point) reported on GTP based S2b interface TS 29.274 [46] if NAT is detected and local IP address is present for Fixed Broadband access network interworking.
	uEUdpPort

	serving system identifier
	VPLMN ID of the serving system or of the third party network interworking, included in the Diameter AVP message with the HSS
	serving-System-Identifier

	previous serving system identifier
	Previous VPLMN id of the target (Mobile Country Code and Mobile Network Country; defined in E212 [87]) ).
	Current-Previous-Systems/previous-Serving-System-Identifier

	previous serving MME address
	Diameter Origin-Host and Origin-Realm of the previous serving MME.
	Current-Previous-Systems/previous-Serving-MME-Address

	current visited Network Identifier
	An identifier that allows the home network to identify the current visited network (Mobile Country Code and Mobile Network Country defined in E212 [87] are included in this identifier) TS 29.273 [53].
	Current-Previous-Systems/current-Serving-System-Identifier

	current serving MME address
	Provide the previous Diameter Origin-Host and Origin-Realm of the previous current MME
	Current-Previous-Systems/current-Serving-MME-Address

	requesting network identifier
	The requesting network identifier PLMN id (Mobile Country Code and Mobile Network Country,
	-- defined in E212 [87]).
	requesting-Network-Identifier

	requesting node type
	Type of requesting node such as MSC, SMS Centre, GMLC, MME, SGSN.
	requesting-Node-Type

	other update
	Carrier specific information related to its implementation or subscription process on its HSS. Raw data will be provided. CSP will provide to LEMF elements to understand such data.
	carrierSpecificData

	WLAN location information
	Provides location information in form of TWAN identifier, if available at ePDG/PDN-GW, in case the GTP based s2b interface TS 29.274 [46] is used.
	tWANIdentifier

	WLAN location timestamp
	Provides location information timestamp in form of TWAN identifier timestamp, if available at ePDG/PDN-GW, in case the GTP based s2b interface TS 29.274 [46] is used.
	tWANIdentifierTimestamp

	ProSe Remote UE Ids
	The identities of the connected ProSe remote UEs when the ProSe UE-to-NW Relay performs a Tracking Area/EPS Location Update.
	proSeRemoteUEContextConnected,


	ProSe Remote UE IP info
	The IP address(es) of the connected ProSe Remote UE(s) when the ProSe UE-to-NW Relay performs a Tracking Area/EPS Location Update.
	proSeRemoteUEContextConnected

	LALS location information
	Location information provided by LALS
	locationOfTheTarget

	extended location parameters
	Additional location information and QoS information
	extendedLocParameters

	LALS error code
	Positioning error identification code
	locationErrorCode

	Changed (old/new) IMSI or MSISDN/ I or IMEI
	Provides the identity changes in Subscriber Record Change Event.
	change-Of-Target-Identity
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