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*** START OF FIRST  MODIFICATION ***
6.1
Provision of Intercept CC - Circuit Switched

Figure 12 shows the access method for the delivering of CC. The access method shall be a bridged/ T-connection. Based on the mutual agreement between the intercepting CSPs and the LEAs, the CC may be delivered to the LEAs over CS-based or an IP-based handover interface.  The system shall be able to support both handover methods for an intercepted call, since there can be multiple LEAs intercept the same call and the chosen approach for the handover interface may be different for different LEAs. 
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Figure 12: Delivery configuration to the LEMF for the interception of a circuit switched call

The figure 12 shows that CS-MGW provides the access point for the CC irrespective of the method used at the handover interface. With CS-based handover interface, the CC is delivered over CS circuits to the LEAs. With IP-based handover interface, the payload of the CC may be in the RTP format. The payload description (e.g. codec information) is sent along with the CC to the LEAs. 
See Annex Y for informative architectural descriptions related to the use of IP-based handover interface for delivering the CC to LEAs. 

The signals of both parties of the configuration to be intercepted are delivered separately to the LEMF. The delivery function has no impact on the connection between the subscribers.

The two stublines towards the LEMF are established in parallel to the call set up. For both stublines the address is used which has been provided during activation.

Bearer, and only bearer, is sent from the MGW to the bearer function of DF3.

NOTE 1:
Void

For data calls it is necessary to provide means for fast call establishment towards the LEMF to help ensure that the beginning of the data transmission is delivered.

The following information needs to be transferred from the 3G MSC Server to the DF3 in order to allow the DF3 to perform its functionality:

-
target identity (MSISDN or E. 164 Number (for optional Non-Local ID), IMSI or IMEI, for DF3 internal use only);

-
the target location (if available) or the IAs in case of location dependent interception;

-
correlation number (IRI <-> CC);

-
direction indication - (Signal from target or signal to target).

NOTE 2:
Void.

Additional information may be provided if required by national laws.

*** END OF FIRST MODIFICATION ***
*** START OF SECOND MODIFICATION ***
Annex Y (informative):
IP-based Handover Interface for CC of CS Intercepts
Y.1
Background

In the hitherto system, CC of CS intercepts is delivered to LEAs over the CS circuits.  Some regional LEAs have expressed the desire to have an IP-based handover interface to receive the IRI and CC for the CS intercepts. Since the IRI is sent in the form of discrete messages, having an IP-based handover interface should be just at the transport protocol level. The messages themselves can remain the same. Therefore, IP-based handover interface can be presumed to be available in the hitherto system.  Therefore, this informative Annex focusses just on using the IP-based handover interface for the CC of CS intercepts. 

To support backward compatibility with the CS-based handover interface, the IRI messages should remain the same as used in the hitherto system. Therefore, the information necessary for the LEAs to receive, interpret and correlate the CC with the associated IRI messages should be sent within the CC.  

With IP-based handover interface, the voice-content is presumed to be delivered in the RTP form. There can be several different ways an IP-based interface can be employed for delivering the CC in the RTP form. For example, CS-based delivery method can be considered between the ICE and the DF3. From the DF3, the CS-based delivery can be mimicked by establishing SIP calls toward the LEAs for each intercepted voice-stream. The SIP signalling message can carry the necessary information (correlation, payload description etc.) required for the LEAs to correctly interpret and associate the CC with the corresponding IRI messages.  The SIP calls mimicking the CS-calls can also be established directly from the ICE to the LEMF. Or, a separate platform can be added to the deployed system that convert the CS-handover to an IP-based handover. 

LEAs have expressed the desire to receive the CC adopting an ASN.1 object module like the one used for IMS-based VoIP CC. The information required for the LEAs to receive and associate the CC with the IRI messages can be carried within the ASN.1 module via separate parameters. Therefore, this informative Annex further assumes that the CC is delivered to the LEAs using an ASN.1 object module. 

Figure X-1 shows an overview of the architecture that shows the preferred approach (i.e. ASN.1 object module based HI3) of using IP-based handover interface for CC of CS intercepts:   
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Figure Y-1: General Concepts of IP-based Handover Interface using an ASN.1 module for HI3

The call content (CC) from CS-MGW is delivered to the MF/DF3 over X3 reference point. In some implementations, the MSS may also have to be part of the CC interception to provide the signalling aspects of the CC-related call setup.   The X3 reference point is not standardized in the present document.   
Y.2

Options for X3

This sub-clause provides a few options for realizing the X3 reference to support an IP-based handover interface. Figure X-2 shows three different possible options: 
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Figure Y-2: Three options for X3 reference point
The X3 reference point can be CS based in which case the MF/DF3 will have to convert the CS-based CC into RTP streams and then deliver the same over the HI3 reference point using the new ASN.1 object module (see TS 33.108 [11]) to the LEMF.  The CS circuits that carry the content of intercepted call can be based on the dedicated direct links between the CS-MGW and the MF/DF3, or dynamic links setup via CS-based signalling (e.g. ISUP or ISDN).   
The X3 reference point can also be a SIP-based in which case MSS will have to set up the SIP session and CS-MGW will have to deliver the CC in the form of RTP.   The MF/DF3 would have to deliver the received RTP streams to the LEMF using the the new ASN.1 object module (see TS 33.108 [11]) to the LEMF.  

In another option, the MF/DF3 function can be integrated into the MSS/CS-GW and in this case, that integrated MF/DF3 will have to deliver the CC using the new ASN.1 object module (see TS 33.108 [11]) to the LEMF. However, realization of this approach can be complex since it will require the MSS/CS-MGW to have the capability to support the generation of RTP streams and then ASN.1 module based handover interface.  

Y.3 Information delivered along with the CC

The CC delivered using the IP-based delivery interface should carry the following information at the minimum: 

· Correlation information: to correlate the CC with the IRI messages 

· Payload description: to decode the RTP streams

· Media direaction: to indicate whether the payload belongs to target transmit or target receive or in a combined form.

The method used by the MF/DF3 in determining the above information is outside the scope of the present document. For example, the DF2 may pass the correlation information to the MF/DF3 or MSS may pass the correlation information to the MF/DF3. Since the RTP payload is constructed at the MF/DF3, the MF/DF3 may be able to derive the payload description on its own. The intercepted voice media stream may be delivered to the LEAs in a combined form (i.e. target transmit and receive as one stream) or in separated form (target transmit and target receive).  The media direction may be provided by the MSS to the MF/DF3 or the MF/DF3 may derive the media direction using the other means.   

Y.4
Summary

In summary, an IP-based handover interface for CC of CS intercepts is realized using a new ASN.1 object module (see TS 33.108 [11]). The IRI messages remain the same as currently used with CS-based handover interface for CC. There is no change to the CS-based services offered to the target or other parties involved in the communications. There is no change in the method used to intercept the CS voice media. The change is limited to the handover interface (HI3). 

The MF/DF3 that delivers the CC using the ASN.1 modue can be a standalone unit or may be integrated to the MSS/CS-MGW. 

The IRI messages carry the correlation information and the same correlation information should be passed with the CC to the LEMF. The voice-media content is delivered as CC payload in the RTP format. The information necessary for LEAs to decode the received media content correctly, the payload description (i.e. codec information), sequence number and optionally, the time-stamp will have to be delivered within the CC. The direction of the media content (target transmit or target receive) should also be included within the CC.  
*** END OF SECOND MODIFICATION ***
*** END  OF ALL MODIFICATIONS ***
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