3GPP TSG-SA WG3 LI Meeting #67
S3innnnn
Albuquerque, NM, US, 14-17 November 2017

 








 
Source:
NTAC
Title:
Suggested “lifecycle” text for TS 33.126
Document for:
Discussion / Decision
Agenda Item:
?
Work Item / Release:


Abstract: 
This document suggests new text for section 5 to include an indication of the lifecycle of an interception, as discussed in SA3-LI#66 and on the recent SA3-LI conference call
----------------------------- First proposed change -----------------------------
 5
General interception lifecycle and model

5.1 
Model
Figure 1 depicts the general interception model. Lawful Interception (LI) is implemented in a 3GPP Communication Service Provider (CSP) network by the logical elements shown in the figure. Detailed LI architecture and functions are found in TS 33.127 [4], while delivery details are found in TS 33.128 [5].


Figure 5.1: Generic lawful interception model

5.2
Lifecycle

Figure 2 depicts the general Lawful Interception lifecycle.
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Figure 5.2: Generic lawful interception lifecycle

The Lawful Interception lifecycle has five main stages. The first and last stages are administrative, and consist of provisioning and de-provisioning the Lawful Interception systems.  In the middle three stages (labelled “production” in Figure 1) the Lawful Interception systems identify, capture and deliver intercepted material (“product”) to the LEA. These three production stages occur each time a targeted communication is identified, and therefore may happen many times during the lifecycle.
· Provisioning: The Law Enforcement Agency (LEA) presents the 3GPP CSP with a warrant. The warrant identifies the target, and the specific communications services to be intercepted and delivered. The CSP provisions the target identifier through the Administration Function (ADMF) into the Network Functions (NF). 
· Identification:  The CSP detects that communications associated with the target identifier is occurring.

· Capture: The CSP NFs intercept all the necessary events and information associated with the targeted communications (as defined in TS 33.107[6] and TS 33127[4]).  The POIss pass all the content and associated information necessary for the LEA to understand the context of communication to the Mediation Function (MF)/Delivery Function (DF).

· Delivery: The MF/DF performs any necessary processing, correlation and mediation before sending IRI and CC to the Law Enforcement Monitoring Facility (LEMF) (as defined in TS 33.108 [7] and TS 33.128[5]).
· De-provisioning: The CSP de-provisions the target identifiers through the ADMF to the POI. This may happen in response to a further lawful order from the LEA, or automatically once the period specified in the original warrant has expired.
Editors note: 
Note on what applies to a CSP (e.g. no LI obligation for uncoorrrelated Wifi, obligationon for own services). Maybe in other chapter. Greg might make proposal

----------------------------- End of first proposed change -----------------------------
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