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Abstract of the contribution: This document discusses the possibility of extending the CUPS LI to 5G in a roaming scenario. The non-roaming scenario was discussed in S3i170125 (SA3LI#64).
1. Background
During the SA3LI#65, it was agreed to place the contents of Nokia discussion paper S3i170125 into the Release 15 TR 33.842. The baseline of TR 33.842 is not available yet. Therefore, additional points related to the ones discussed in S3i170125 are presented again in the form of a discussion paper here. 
For reference, from the meeting notes of SA3LI#64 [S3i170201]: 

s3i170125
5G LI Discussion





Source: Nokia Corporation

Abstract: 

This document discusses the possibility of extending the CUPS LI to 5G.

Discussion: 

The issues highlighted by this contribution were considered. The content will be inserted in the new TR 33.842. The group is encouraged to bring contributions such as this one for the progress of the TR.
Decision: 

The document was noted.

S3i170125 (presented during SA3LI#64 in West Palm Beach, FL) was proposing to extend the CUPS LI model to 5G LI since the control plane (SMF) and user-plane (UPF) would be separated in 5G packet core architecture, same as they were separated with CUPS model in EPC.   

However, S3i170125 was focussing on the non-roaming scenario of 5G packet core architecture. The TS 23.501 shows two roaming architecture scenarios: 

· Roaming with local break-out  

· Roaming with home-routed.   

This paper extends the S3i170125 discussions to the above two non-roaming scenarios. The points mentioned here may be the obvious extensions, never-the-less, are important to capture any differences. 

The events to be reported during the UE registration steps were excluded in S3i170125. Likewise, in this paper. 

To recap, S3i170125 concludes with the following summary diagram: 
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As shown, AMF, SMF, UDM provide the interception points for IRI. The UP/SX3LIF provide the intercept point for the CC. 
2. 5G Roaming Architecture (TS 23.501)
2.1
With Local Break-out
The TS 23.501 in clause 4.2.4 shows the following architecture diagram for roaming with local break-out:
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Figure 4.2.4-1 of TS 23.501
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The following is the same diagram shown in TS 23.501 with the reference points between the functional elements: 
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Figure 4.2.4-4 of TS 23.501

Note that the above figure does not show all the network functions depicted in the previous figure.   This paper does not make any attempts to align the diagrams.  
2.4
With Home Routed 
The TS 23.501 in clause 4.2.4 shows the following architecture diagram for roaming with home-routed
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Figure 4.2.4-3 of TS 23.501
The following is the same diagram shown in TS 23.501 with the reference points between the functional elements: 
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Figure 4.2.4-4 of TS 23.501

3. CUPS LI (TS 33.107) 

The 3GPP TS 33.107 has the following architecture for CUPS LI: 
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Figure 12.1.4 of TS 33.107

4. Extending CUPS LI model to 5G LI 
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For lawful interception at SMF and UPF can be based on the CUPS LI model as shown below: 

Figure 1: Extending the CUPS LI model to 5G, the interception at SMF and UPF/SX3LIF  
As in the case of CUPS LI, the Split X3 LI Interworking Function (SX3LIF) can co-located with an SMF, or with an UPF or be a standalone function.  The figure 1 applies to a non-roaming scenario, to VPLMN and to HPLMN for a roaming with home-routed scenario, and to VPLMN for a roaming with local break-out scenario.  
For lawful interception at AMF can be independent of CUPS LI model as shown below:  
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Figure 2: Lawful Interception at AMF in VPLMN


The figure 2 applies to non-roaming scenario and to VPLMN for roaming scenario (both local break-out and home-routed). 

For lawful interception at UDM can be independent of CUPS LI model as shown below:  
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Figure 3: Lawful Interception at UDM in HPLMN
The figure 3 applies to HPLMN in all scenarios (i.e. roaming and non-roaming).

Further analysis will be required to determine whether 5G packet core architecture requires additional interception points (e.g. AUSF, NSSF, N3IWF).
5. Summary

5.1 Local Break-out

Overall, a 5G LI model for lawful interception in the VPLMN with local break-out can be as shown in the following figure:   
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Figure 4: Lawful interception in VPLMN for 5G
As shown in figure 4, AMF, SMF and UPF/SX3LIF provide the intercept functions in the VPLMN. 

For roaming with local break-out, the interception in the HPLMN is as shown in figure 5.   

Figure 5: Lawful interception at UDM in HPLMN[image: image10.emf] 
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As shown, the UDM provide the lawful interception functions in the HPLMN. 




The lawful interception is done in the AMF, SMF and UPF/S3XLIF for VPLMN and at UDM for HPLMN.  Note that the lawful interception done at the VPLMN and HPLMN are independent of each other. 
NOTE: The diagrams of this paper are based on the diagrams currently depicted in TS 23.501, which are presumed to be still in development.  

5.2 Home-routed

Overall, a 5G LI model for lawful interception in the VPLMN with home-routed can be as shown in the following figure:   
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Figure 6: Lawful interception in VPLMN for 5G

As shown in figure 4, AMF, SMF and UPF/SX3LIF provide the intercept functions in the VPLMN. 

For roaming with home-routed, the interception in the HPLMN is as shown in figure 5.   
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Figure 7: Lawful interception at UDM in HPLMN
As shown, the H-SMF, UPF/SX3LIF and UDM provide the lawful interception functions in the HPLMN. 
In summary, the lawful interception is done in the AMF, SMF and UPF/S3XLIF for VPLMN and at SMF, UPF/SX3LIF and UDM for HPLMN.  Note that the lawful interception done at the VPLMN and HPLMN are independent of each other. 



NOTE: The diagrams of this paper are based on the diagrams currently depicted in TS 23.501, which are presumed to be still in development.  

6. Recommendations
Add the diagrams shown in figure 1, 2, 3, 4, 5, 6 and 7 to the TR 33.842. The events to be generated by the interception points mentioned in the paper requires further analysis.  
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