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Foreword
This Technical Specification (TS) has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
[bookmark: _Toc493774711]Introduction
This Technical Specification has been produced by the 3GPP TSG SA to enable standardisation of Lawful Interception (LI) of telecommunications. This document provides requirements for lawful interception. This document evolved from TS 33.106, in an attempt to update it for the architectural and functional changes introduced by 5G. No new requirements have been introduced. This is a re-arrangement of long-standing, well-established requirements, clarified, with non-obvious implications and couplings made explicit, in light of paradigm changes imposed by the evolution to 5G.
Laws of individual nations and regional institutions, and sometimes licensing and operating conditions, define a need to intercept targeted telecommunications traffic and related information in communication systems. Lawful interception shall be applied in accordance with applicable national or regional laws and technical regulations.
[bookmark: _Toc493774712]1	Scope
The present document provides Stage 1 interception requirements for 3GPP networks.
The specification describes service requirements from a Law Enforcement point of view. The aim of this document is to provide requirements such that a common interception system can be designed for 3GPP networks, that supports regional interception regulations, without enumerating such regulations here. Regional interception requirements can be satisfied by meeting the correct subset of requirements from the present document. Which PLMN services are subject to lawful interception is defined in national regulations. 
The presence of a requirement in this specification does not in itself infer or mandate that a 3GPP operator has an obligation to implement any network service capability, which is not otherwise required to meet LI obligation compliance in relation to specific regulated services, offered by that 3GPP operator. Only those specific requirements and sub-sections of this specification which are applicable to specific network and/or service capabilities implemented in a 3GPP operator’s network shall be considered in scope for that operator. In all cases, laws and regulations define which requirements are applicable to 3GPP operators in each country relative to the services offered by each 3GPP operator. 
As such not all requirements in the current document will apply in all national jurisdictions or to all 3GPP operator deployments (e.g. if an operator does not offer voice services, then voice LI requirement in the current document do not apply unless otherwise mandated in national regulations).For details see:
Stage 2:	3GPP TS 33.xx7 [xxx];
Stage 3:	3GPP TS 33.xx8 [yyy].
[bookmark: _Toc493774713]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	ETSI TS 23.501 Network Function Virtualization and Software Defined Networking. 
[2]	ETSI GS NFV-SEC 012 System specification for execution of sensitive NFV components. 
[3]	3GPP TS 33.xx7: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful interception architecture and functions".
[4]	3GPP TS 33.xx8: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Handover interface for Lawful Interception".
[5]	3GPP TR 21.905: “3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications”
[6]	3GPP TS 33.106: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful interception requirements".
[7]	3GPP TS 33.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful interception architecture and functions".
[8]	3GPP TS 33.108: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Handover interface for Lawful Interception".
[x]	3GPP TS 22.220: "Service Requirements for Home NodeBs and Home eNodeBs"
[x]	3GPP TS 22.182: "Customized Alerting Tones (CAT) Requirements; Stage 1"
[x]	3GPP TR 23.872: "Study on Architecture of IP Mulimedia subsystem (IMS) based Customized Alerting Tone (CAT)"
[x]	3GPP TS 24.182: "IP Multimedia Subsystem (IMS) Customized Alerting Tones (CAT); Protocol Specificiation"
[x]	3GPP TR 29.882: "Customized Alerting Tone (CAT) in 3G CS Domain"
[x]	3GPP TS 22.183: "Customized Ringing Signal (CRS) Requirements; Stage 1"
[x]	3GPP TS 24.183: "IP Multimedia Subsystem (IMS) customized Ringing Signal (CRS); Protocol Specification"
 [x]	ETSI TS 102 232-7 (V3.1.1 June 2012): "Service-specific details for Mobile Services"
[x]	3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".
[x]	OMA 	OMA-AD-MMS-V1_3-20110913-A.:"Multimedia Messaging Service Architecture".
[x]	3GPP TS 22.071: "Location Services (LCS); Service description; Stage 1".
[x]	3GPP TS 23.271: "Functional stage 2 description of Location Services (LCS)".
[x]	3GPP TS 22 173: "IP Multimedia Core Network Subsystem (IMS) Multimedia Telephony Service and supplementary services; Stage 1".
[x]	3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE; Stage 1".
[x]	OMA - OMA-TS-PoC_System_Description-V2_1-20110802-A: "OMA PoC System Description"
[bookmark: _Toc493774714]3	Definitions and abbreviations
[bookmark: _Toc493774715]3.1 Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [5] and the following terms apply.
Communication Service Provider: the entity that owns or operates the network that provides a service to a subscriber.
Content of Communication: information exchanged between two or more users of a communications service, excluding intercept related information. This includes information which may, as part of some communications service, be stored by one user for subsequent retrieval by another.
Customized Alerting Tone: An indication that is customized by the called party or the calling party that is played to the calling party during call establishment or during an established call session indicating that the called party is being alerted, the progress of a communication request, or any alerting event during a call session. A Customized Alerting Tone may be a piece of recorded or composed music, greeting words, voice, advertisement or video.
Customized Ringing Signal: An indication to the called party as an incoming communication indication during the establishment of a communication that is customized by the calling party or the called party. A Customized Ringing Signal (CRS) may be a picture, a piece of recorded or composed music, greeting words, voice, advertisement, video or other elements.
Device: An entity that connects to a 3GPP network (e.g., Mobile Station[MS], User Endpoint[UE]).
Intercept Related Information: information or data associated with communication services involving the target identity, specifically communication associated information or data (e.g. unsuccessful communication attempts), service associated information or data, and location information.
Interception Area: is a subset of the Public Lands Mobile Network (PLMN) service area comprised of a set of cells which define a geographical zone.
Lawful Interception Product: the resulting CC or IRI generated as a result of isolating the target’s communications for the purpose of delivery to the requesting LEA.
Lawful Access Location Services: action performed by a CSP of obtaining a user’s location information by means of Location Services (LCS), and providing that information to an LEA.
Lawful Interception (LI): the action (based on national regulation) for specific target identity(ies), by a CSP, of accessing and delivering in real-time certain current information to a Law Enforcement Monitoring Facility (LEMF). This information includes Intercept Related Information (IRI) and Content of Communications (CC).
LCS (Location Services): LCS is a service concept in system (e.g. EUTRAN, New Radio[NR]) standardization. LCS specifies all the necessary network elements and entities, their functionalities, interfaces, as well as communication messages, necessary to implement the positioning functionality in a cellular network. Note that LCS does not specify any location based (value added) services except locating of emergency calls and Lawful Interception Access Services.
Location Dependent Interception: is interception within a PLMN service area that is restricted to one or several Interception Areas (IA).
Location Information: information relating to the geographic, physical or logical location of a target.
Push-to-Talk: provides direct one-to-one and one-to-many voice communication service with speaker floor control based on half-duplex VoIP technology in the cellular network. 
Target Based Interception: Interception that is invoked using a specific Target Identity
Target Identity: A string (sequence of characters) that uniquely identifies a target of interception. One target may have multiple identities.
[bookmark: _Toc493774716]3.2 Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [19] and the following apply:
ADMF	Administration Function
CAT	Customized Alerting Tone
CC	Content of Communication
CRS	Customized Ringing Signal
CSG	Closed Subscriber Group
CSP	Communications Service Provider
DNN	Data Network Name
GUTI	Globally Unique Temporary Identifier
HeNB	Home eNodeB
H(e)NB	HNB and HeNB
HNB	Home NodeB
IA	Interception Area
IP	Internet Protocol
IRI	Intercept Related Information 
LALS	Lawful Access Location Services
LDI	Location Dependent Interception
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility
LI	Lawful Interception 
MMS	Multimedia Messaging Services
NF 	Network Function
PEI	Permanent Equipment Identifier
PTT	Push to Talk
SUPI	Subscription Permanent Identifier
UTC	Coordinated Universal Time
[bookmark: _Toc493774717]4	Relationship to regional requirements
Interception requirements are subject to national regulations and should be interpreted accordingly.
Requirements called out in regional interception regulatory requirements are supported by the system defined in the present document. Requirements unique to a specific region are not addressed (some examples are given in Section 2 as references).
The interception system defined in the present document provides target based interception. Other techniques are outside the scope of the present document.
[bookmark: _Toc493774718]5	General interception model
Figure 1 depicts the general interception model. Lawful Interception (LI) is implemented in a 3GPP Communication Service Provider (CSP) network by the logical elements shown in the figure. Detailed LI architecture and functions are found in TS 33.xx7 [3], while delivery details are found in TS 33.xx8 [4].
[image: ]
[bookmark: _987435598][bookmark: _987435794][bookmark: _987790736]Figure 1: Generic lawful interception model
The Law Enforcement Agency (LEA) presents the 3GPP CSP with a lawful order (“intercept request” in Figure 1). The order identifies the target, and the specific communications services to be intercepted and delivered. The CSP provisions the target identifiers through the Administration Function (ADMF) into the Network Functions (NF), and, once the target’s Device registers, authenticates, or starts to communicate with the CSP NFs, the CSP NFs intercept these events and communications (as defined in TS 33.xx7[3]), and pass Intercept Related Information (IRI) (information about the communications such as source, destination, time of occurrence, etc.) and Communication Content (CC) to the Mediation Function (MF)/Delivery Function (DF), which, in turn, sends IRI and CC to the Law Enforcement Monitoring Facility (LEMF) (as defined in TS 33.xx8[4]). 
[bookmark: _Toc493774719][bookmark: _GoBack]6	Requirements
[bookmark: _Toc493774720]6.1 Overview
The requirements in the present document are derived from the fundamental lawful interception requirements presented in this clause. There may be variation in the quantitative and qualitative aspects of the application of these requirements by jurisdiction, and each jurisdiction may require compliance with a different subset.
Some requirements are cumulative in nature, and rely on implicit compliance with other requirements. In consequence, the lack of explicit mention in particular jurisdictions of certain requirements does not imply that the CSP is necessarily exempt from compliance with such requirements that have dependencies.
[bookmark: _Toc493774721]6.2 Fundamental Requirements
[bookmark: _Toc493774722]6.2.1 Provisioning and Operations
Interception period–The CSP shall ensure that lawful interception is performed for the period indicated in the lawful order.
Interception suspend/resume toggle–The CSP shall be able to autonomously suspend and resume each interception based on information available within the network (e.g., if interception is not permitted when the target is outside the jurisdiction, suspend interception when the target leaves the jurisdiction, and resume when the target re-enters the jurisdiction).
Access Interception–The CSP shall be capable of provisioning and performing interception in the Network Access part of the network. 
Service Interception–The CSP shall be capable of provisioning and performing interception at the application layer (e.g., VoIP).
Third party assisted services–If third parties are used by the CSP to provide a service (which may or may not run outside the CSP jurisdiction), the CSP shall ensure it complies with all laws and regulation in its jurisdiction, as well as with the lawful order.
LI Activation–The CSP shall notify the LEA of interception activation.
LI Changes–The CSP shall notify the LEA of any CSP-triggered changes in the implementation of interception (e.g., target ID derivation). 
LI Deactivation–The CSP shall notify the LEA of interception deactivation.
[bookmark: _Toc493774723]6.2.2 Target Identification
User identification–The CSP shall maintain positive control of all Devices in the network, using permanent or temporary (derived) identifiers (e.g., SUPI, GUTI, MSISDN, IMEI, SIP-URI, IMSI), such that LI can be performed at any time the target interacts with, or acts within, the CSP network, or the CSP network acts on behalf of the target.
Communication party identification–The CSP shall be capable of intercepting based on the identification of the target, correspondent, initiator or watcher (e.g., Push-to-talk) of a communication.
Target identification–The target of an interception shall be any of the following: a user that is subscribed to, and operating in the CSP network; a user roaming from another network (i.e., an “in-bound roamer”); a specific CSP communications service provided to a user; a network element; a service platform, or part of it (e.g., a conference server or service).
Target identifier authentication–The CSP shall not be required to use target authentication procedures beyond those used in the normal course of business for user identities.
Target identifier lifetime scope–The CSP shall be able to perform interception based on any target identifers provided in the lawful order, be they short-term/temporary, or long-term/permanent.
Derived long-term identifiers–The CSP shall be able to derive the long-term/permanent target identifier from the short-term/temporary identifier specified in the lawful order.
Derived short-term identifiers–The CSP shall be able to derive the short-term/termporary target identifier from the long-term/permanent identifier specified in the lawful order.
[bookmark: _Toc493711403][bookmark: _Toc493711526]Non-local target identification–The CSP shall be able to isolate communications passing through its network based on a visible target identity, whether or not assigned, or managed, by the CSP. 
Target profile changes–The CSP shall notify the LEA of subscriber profile change events such as change of identifiers (e.g., HSS target identity change).
[bookmark: _Toc493774724]6.2.5 Specificity
2G/3G services–For 2G and 3G services, he CSP shall comply with requirements, procedures and formats specified in the TS 33.106, TS 33.107, and TS 33.108 suite of 3GPP standards.
Target specificity–The CSP shall ensure no communications are intercepted other than those of, or associated with, the target’s equipment, facilities or service.
Content specificity–The CSP shall ensure that {only IRI}, or {IRI and correlated CC}, are intercepted and delivered to the LEA, as specified by law or the lawful order.
Service specificity–The CSP shall ensure that only the communication services authorized by law or the lawful order are intercepted.
3GPP services–The CSP shall be capable of meeting requirements in the present document for all 3GPP services that it deploys.
[bookmark: _Toc493774725]6.2.4 Completeness
Isolation–The CSP shall isolate and intercept all communications, communication attempts (successful or not), and network interactions that originate from, are directed to, are controlled by, or are associated with, the target’s equipment, facilities or services, including actions taken by the network on behalf of the target.
Completeness–The CSP shall ensure all of the target’s communications, to, from, or associated with, the target’s equipment, facility, or service, shall be intercepted for the entire authorized period by the lawful order.
[bookmark: _Toc493774726]6.2.6 Correlation
Interception product correlation–The CSP shall ensure all the target’s IRI and CC within an interception can be correctly correlated with the lawful order by the receiving LEA.
IRI correlation–The CSP shall ensure that all the target’s IRI and CC within a session can be correctly correlated with the session.
Content correlation–The CSP shall ensure all the target’s CC can be correctly correlated with the target’s IRI by the receiving LEA.
[bookmark: _Toc493774727]6.2.3 Undetectability
Undetectability by the target–The CSP shall perform interception in such a manner that the target is unable to detect that an interception is taking place, during, or after the interception.
Undetectability by other users–The CSP shall perform interception in such a manner that no other user can detect that interception is taking place, during, or after the interception.
Undetectability by non-authorized parties–The CSP shall perform interception in such a manner that no unauthorized party in the CSP’s network can detect that interception is taking place, during, or after the interception.
Undetectability across LEAs–The CSP shall perform interception in such a manner that no other LEA can detect that interception is taking place, during, or after the interception.
Undetectability across CSPs–The CSP shall be able to perform interception without LI-specific assistance from other CSPs, unless explicitly so permitted or required by law or the lawful order.
Interception capability undetectability–The CSP shall ensure that only authorized parties have knowledge of interception capabilities, interception-related hardware and software.
LI impact on target services–The target, or other users’ services, shall not be impacted in any way by the application of LI.
LI failure impact on target services–A failure of LI shall not result in any impact on the target’s, or other users’ services. 
[bookmark: _Toc493774728]6.2.7 Performance
Multiple services per target–The CSP shall be capable of simultaneously performing multiple services for a given target.
Multiple targets–The CSP shall be capable of simultaneously performing intercepts on multiple targets.
Multiple LEAs–The CSP shall be capable of simultaneously performing intercepts for any given target and service to multiple LEAs.
[bookmark: _Toc493711435][bookmark: _Toc493711558][bookmark: _Toc493711436][bookmark: _Toc493711559][bookmark: _Toc493711437][bookmark: _Toc493711560]Availability–The CSP shall ensure necessary and sufficient resources are applied to start delivery of interception product to the LEA as soon as a lawful order is received.
Reliability–The CSP shall ensure necessary and sufficient resources are applied to ensure the interception continues uninterrupted and uncorrupted for the duration of the lawful order.
Buffering–The CSP shall employ buffering (either for IRI or CC) to enhance intercept reliability.
Timing–The CSP shall ensure that the interception product is delivered to the LEA concurrently with interception. This shall not be interpreted to exclude buffering mechanisms, or instances in which the law or lawful order has authorized delayed delivery.
Timestamping–The CSP shall timestamp all LI product (both IRI and CC) with a timestamp with accuracy and precision commensurate with the parameters used for performing the service in the CSP network.
UTC Timestamping–The CSP shall indicate to the LEA the UTC offset of all timestamps.
Time synchronization–The CSP shall maintain time syncrhonization across its network elements employed in delivering the service, with accuracy and precision commensurate with the current state of the art for the intercepted service. 
Overload reduction–The CSP shall employ a mechanism to reduce load on the LI equipment (e.g., exclusion of particular flows such as movies).
[bookmark: _Ref493716949][bookmark: _Toc493774729]6.2.8 Intercept Intelligibility
Encryption–The CSP shall remove any CSP-controlled encryption before delivery to the LEA, or provide the LEA the information necessary to decrypt the intercepted communications (e.g., keys, algorithms, parameters) concurrently with delivery of LI product.
Decryption keys and parameters–If the key delivery option is applied, the CSP shall deliver the key material either in the IRI, or the CC, of the interception.
Device implemented, network managed encryption–If encryption is implemented in the Device, but is managed by the CSP, the CSP shall comply with all encryption requirement in the present document.
CSP provided encryption keys–If the CSP provides encryption keys to the target, but does not provide the encryption itself, the CSP shall provide the keys to the LEA.
Key server usage–If a key server is used, the CSP shall have the option to make the keys directly available to the LEA through the key server .
Decryption induced latency–Communication session setup or continuing communications latency shall not be impacted by decryption. 
Key exchange mechanisms–Interception shall not prevent prevent the use of key exchange mechanisms.  
Decryption architecture–The CSP shall choose where in its network decryption is performed.
Interception commencement–CSP encryption activity shall not impact commencement of interception.
Retroactive decryption–The CSP shall ensure that, if key material and associated information is available, the LEA can decrypt encrypted communications retroactively.
Device implemented encryption –If encryption is not provided or managed by the CSP, and cannot be decrypted by the CSP, the CSP shall not be responsible for decryption.
Encryption key material lifecycle - creation–Key material shall be kept for a period of time defined by national regulations. 
Encryption key material lifecycle - destruction–Once the national-regulation-defined recordkeeping period expires, the CSP shall securely delete key material. 
Encoding–The CSP shall remove any CSP-controlled encoding before delivery to the LEA, or provide the LEA the information necessary to decode the intercepted communications concurrently with delivery of LI product.
Compression–The CSP shall remove any CSP-controlled compression before delivery to the LEA, or provide the LEA the information necessary to decompress the intercepted communications concurrently with delivery of LI product.
[bookmark: _Toc493774730]6.2.9 Probative Value
Non-repudiation of communications–The CSP shall employ a mechanism (e.g., cryptographic hashing) to provide assurance that the target cannot deny participating in the intercepted communications.    
Communications spoofing prevention–The CSP shall employ a mechanism (e.g., blockchain) that ensures target communications cannot be spoofed, contemporaneously, or at a later time, and integrated into the legitimate interception product.
[bookmark: _Toc493774731]6.2.10 Location
Location–The CSP shall ensure that location of the target is delivered to the LEA when authorized. 
Multiple location forms–If there are multiple forms of location information available in the CSP network, all shall be reported.
Location provenance–All location information shall include provenance information (e.g., network-derived, UE-derived, access-derived).
Location senescence–All location information shall include a timestamp that indicates when the location was obtained.
Location - standalone reporting–Location reporting may either be part of interception of another service (e.g., VoLTE), or performed independently. 
Location changes in the visited network–The CSP shall notify the LEA of target-related location related events in the visited network.
Location cancel or purge–The CSP shall notify the LEA of target-related location cancel or purge events. 
Location requests–The CSP shall notify the LEA of target-related location information requests from other 3GPP networks.
[bookmark: _Toc493774732]6.2.11 Roaming and Interworking
Roaming targets–The VPLMN shall be able to perform interception of inbound roaming targets.
Roaming - outbound–The CSP shall notify the LEA whenever the CSP becomes aware that the target has left, or entered, the CSP network.
Roaming - inbound–The CSP shall notify the LEA whenever the CSP becomes aware that the inbound roaming target has entered, or has left, the CSP network.
Access network identity–If the target accesses the CSP network via a non-CSP access network, the CSP shall provide the LEA the identity of the Access Network as known by the CSP. 
Handover–When the target’s communications or signalling information is no longer available to the CSP due to redirection or handover to another network operator, the CSP shall provide the LEA with the identity of the network operator that has access to the target’s communications or signalling information. 
Serving network change–The CSP shall notify the LEA of register location / registration / access control to a new serving network event, even if such information is coming from a non 3GPP network; or from the previous serving network, happening after the provisioning of the target by the CSP with the received warrant;
[bookmark: _Toc493774733]6.2.11 Recordkeeping, Accounting and Auditing
[bookmark: _Toc493711459][bookmark: _Toc493711582]Recordkeeping–The CSP shall create and retain necessary and sufficient LI implementation records of the interception (e.g., log files), to prove, after the fact, that the interception was implemented correctly per the lawful order.
Recordkeeping access–LI implementation records shall only be visible to, and accessible by, authorized personnel.
Recordkeeping non-repudiation–The CSP shall employ a mechanism (e.g., cryptographic hashing) to provide assurance that LI implementation records cannot be unnoticeably altered.    
Recordkeeping spoofing prevention–The CSP shall employ a mechanism (e.g., blockchain) that ensures LI implementation records cannot be spoofed.
Recordkeeping lifecycle - creation–LI implementation records shall be kept for a period of time defined by national regulations. 
Recordkeeping lifecycle - destruction–Once the national-regulation-defined recordkeeping period expires, the CSP shall securely delete such records. 
Auditing–The CSP shall implement jurisdiction-dependent auditing procedures.
Charging–The CSP shall provide the LEA charging data related to interception, including use of resources; activation/deactivation; or flat rate charging.
[bookmark: _Toc493774734]6.2.11 Delivery
Charging–The CSP shall comply with TS 33.xx8 [4] for delivery details.
Quality of Service–The CSP shall enter into a bilateral agreement with the LEA that specifies Quality of service (QoS), capacity, and integrity of the delivered IRI and CC. 
Delivery Security–The CSP shall enter into a bilateral agreement with the LEA that specifies the security of the negotiated delivery mechanism from the CSP to the LEA.
Delivery Performance–The CSP shall enter into a bilateral agreement with the LEA that specifies the availability and reliability of the near-real-time transport mechanism of the LI data from the CSP to the LEA.
[bookmark: _Toc493774735]6.2.12 Security
Virtualization Security– When CSP networks are virtualized based on the ETSI suite of standards[footnoteRef:1], the CSP LI implementation shall minimally comply with the NFV security requirements specified in ETSI GS NFV-SEC 012 System specification for execution of sensitive NFV components[2][footnoteRef:2].  [1:  The CSP 3GPP notes that the 5G system is enabled by Network Function Virtualization and Software Defined Networking in TS 23.501[1].]  [2:  While compliance with this reference document is necessary to achieve compliance with the majority of requirements in the present document, it is by no means sufficient. Consequently, the CSP shall complement its LI implementation with sound operational security policies, processes, and procedures] 

[bookmark: _Toc493774736]7 Specific service, capability, and feature requirements
[bookmark: _Toc493774737]7.1 Customized Alerting Tone (CAT) 
CAT is a service defined in TS 22.182 [12], TR 23.872 [13], TS 24.182 [14], and TR 29.882 [15]. The target may participate in the service as either the calling or the called party. The CSP providing the CAT service, and performing the interception, shall report the following:
-	When the target activates, modifies (e.g., changes to content, content descriptors, and timing descriptors), and deactivates CAT settings;
-	When the target invokes the function of copying of another subscriber’s CAT;
-	When the target invokes the up loading or down loading CAT and is not part of CAT delivery to the calling party, the CAT shall be delivered to the LEMF;
-	The identity whose CAT is played to the target.
Additionally when the target is a User, the CSP providing the CAT service, and doing the interception, shall report the following:
-	The CAT sent to the calling party;
-	When another subscriber copies the target’s CAT;
-	When available, the access method (e.g., via Device or web) the target used to activate, modify, and deactivate their CAT settings.
Intercepted CAT may, depending on national regulations, be:
-	"played" as part of the CC, during a call set up or;
-	Delivered as a file in the IRI Record.
Depending on national regulations, intercepted CAT media may be considered content or signalling.
[bookmark: _Toc493774738]7.2 Customized Ringing Signal (CRS) 
CRS is a service defined in TS 22.183 [16] and TS 24.183 [17]. The target may participate in the service as either the calling or the called party. The CSP providing the CRS service, and doing the interception, should report the following:
-	The CRS, when invoked by the target, is sent to the called party;
-	When the target activates, modifies (e.g., changes to content, content descriptors, and timing descriptors), and deactivates their CRS settings;
-	When the target invokes the function of copying another subscriber’s CRS;
-	When the target invokes the up loading or down loading CRS, and is not part of CRS delivery to the called party the CRS shall be delivered;
	The identity whose CRS is played to the target.
Additionally for when the target is a User, the CSP providing the CRS service, and doing the interception, shall report the following:
-	When another subscriber copies the target’s CRS;
-	When available, the access method (e.g., via Device or web) the target used to activate, modify, and deactivate their CRS settings.
Intercepted CRS may, depending on national regulations, be:
-	"played" as part of the CC, during a call set up or;
-	Delivered as a file in the IRI Record.
Depending on national regulations, intercepted CRS media may be considered content or signalling.
[bookmark: _Toc493774739]7.3 Home Node B and Home enhanced Node B (H(e)NB)
HNB and HeNB are jointly referred to as H(e)NB, as defined in TS 22.220 [11]. The location of the H(e)NB is the location information used by the operator to verify the location for H(e)NB activation.  
For the purpose of LI, a target may be a user or user equipment attached to a H(e)NB, a Closed Subscriber Group (CSG), or it is a national option to allow targeting a H(e)NB itself.  
The LI requirements for H(e)NB local routing, selected IP traffic offload (SIPTO) or local IP access (LIPA) are FFS.
Interception shall be done in such a manner to avoid detectability by the target or others.
When a target receives service from the PLMN via a H(e)NB, the following applies:
-	the interception capabilities shall take place as for normal PLMN use;
-	H(e)NB information (e.g., location and identification) shall also be provided to the LEMF;
-	If available, the location reported for the target attached to a H(e)NB is the H(e)NB’s location;
-	Target attachment to the H(e)NB and handovers to/from the H(e)NB shall be reported to the LEMF;
-	There may be national requirements to identify specific information that is required to be reported.
When the target is the CSG, the CSP shall report the following:
-	modifications (e.g., additions, deletions, changes in time limits for temporary CSG Members) of the CSG list for the H(e)NB;
-	When available, the access method (e.g. via Device or web) the H(e)NB Hosting Party used to modify the CSG list, if multiple access methods are allowed;
-	CSG member’s handovers to/from the H(e)NB;
-	CSG members attachments to the H(e)NB;
-	CSG members communications via the H(e)NB;
-	It is a national option whether interception on CSG members’ communications continues after handover occurs from the H(e)NB.
 CSG requirements are For Further Study.
When the target is the H(e)NB, then the CSP shall report the following:
-	activation and deactivation of the targeted H(e)NB;
-	IP address information regarding the secure tunnel endpoints between the H(e)NB and the Femto Security Gateway in the home network;
-	modifications (e.g., additions, deletions, changes in time limits for temporary CSG Members) of the CSG list for the H(e)NB;
-	When available, the access method (e.g. via Device or web) the target used for the modification of the CSG list, if multiple access methods are allowed;
-	handovers to/from the H(e)NB;
-	Device registrations on the H(e)NB;
-	communications via the H(e)NB;
-	It is a national option whether interception on H(e)NB communications continues after handover occurs from the H(e)NB.
CSG requirements are For Further Study.
[bookmark: _Toc493774740]7.4 Location information
[bookmark: _Toc493774741]7.4.1 General 
Depending on national requirements, the CSP may be required to report the location of the target at the beginning and end of sessions on a per intercept basis. It may also be a national requirement for the CSP to report the location of the target :
-	during on-going communications; 
-	for any mobility management event detected in the CSP network which includes a target’s location change or update.
The location information associated with target communication reported to the LEMF shall be at least location information trusted by the 3GPP network (i.e. the location information is either 3GPP network derived or verified).
The most accurate target location available in the network shall be reported.
National regulation may require that the location information source be provided if known by the CSP.
The 3GPP access network derived or verified location information shall be the location(s) of the access point(s) to which the target is connected in the access network(s). The location shall be the access network identifier like the radio cell identity. 
For non 3GPP access networks, the location information shall be at least the identity of entry point into the 3GPP core network (e.g. fire wall or security gateway). The location information of the non-3GPP access network shall be provided if this information is available to the CSP.
National regulation may require that third party provided location information associated with target communication, that may be available in the 3GPP network, is reported to the LEA. 
If required by national regulation the geographic location and/or civic address information shall be reported to the LEMF. This can include additional radio coverage information.
[bookmark: _Toc493774742]7.4.2 LI and Location Services
In addition to the 3GPP network derived or verified location information as described in 5.11.1. target location information from Location Services (LCS, as described in 3GPP TS 22.071 [23] and 3GPP TS 23.271 [24]) may be used additionally to provide location information to the LEMF if available. 
[bookmark: _Toc493774743]7.4.3 Lawful Access Usage of Location Services (LCS)
Additional Location information can be reported for various instances; the use of services; the use of network and or radio resources, the loss of a service; requested commercial Location Services (LCS) queries by the user, associates, or other application; or from network and radio functions providing varying degrees of granularity and accuracy.  
Location Service may provide a higher degree of location granularity and accuracy than the existing network based Lawful Interception location capabilities described in clause 5.11.1.
National regulation may impose the following requirements defined in TS 22.071 [23] apply to LCS when invoked as part of LALS (Lawful Access Location Services):
-	Any Device (including inbound roamers) served by the PLMN and supported by the serving PLMN LCS (including coverage) shall be targetable by LALS;
-	 If the location positioning for the target Device has failed, the LCS server shall report the reason for failure, if known;
-	For LALS target Devices may be positioned under all circumstances required by national regulatory requirements;
-	The target Device user shall not be notified of any LALS location attempt;
-	LALS location information provided should be the most recent if requested and available;
-	The invocation, use and collection of LALS location should not cause target user service interruptions except for LCS priority described in clauses 4.5 and 7.3 of TS 22.071 [23].  In the case of LCS priority, national regulations may override the definitions in TS 22.071 [23];
-`	Support for LALS Location shall apply for both active and idle UEs;
-	LCS shall support LALS requests for the current (updated), or the last known position of an UE;
-	The network should be sufficiently flexible to accommodate evolving LCS enabling mechanisms and LALS service requirements;
-	Only authorized LALS network functions, resources and LI-LCS Clients shall provide LALS information;
For the purposes of this specification, the portion of LALS dealing with positioning of a target can be considered equivalent to lawful intercept use of LCS described in TS 22.071 [23]. Other aspects such as delivering a target's position to a LEA are beyond the scope of TS 22.071 [23].
National regulations may impose the following requirements in addition to those defined in TS 22.071 [23] to apply to LCS when invoked as part of LALS:
-	No LCS subscription is required for any DEVICE within the PLMN for providing LALS location;
-	The LALS positioning information shall be provided to the collection functions in a secure and reliable manner, such that the location information is neither lost, corrupted, nor made available to any unauthorized third party;
-	The LI-LCS Client shall support periodic target DEVICE location reporting to the LEA;
-	LALS shall support different location update periods per target for multiple LEAs;
-	LALS shall support identifying a target DEVICE using any one of the following:
-	MSISDN
-	Tel URI/SIP URI
-	IMPI / IMPU
-	IMSI
-	IMEI
-	Providing LALS location of an DEVICE attached to a 3GPP network, using an IMEI identifier is required by some national regulations. In such case, IMEI may be mapped dynamically by a suitable identity such as IMSI or MSISDN (but is beyond the scope of the present document). Target identities which may be provided by the LI-LCS client to the LCS server are specified by TS 22.071 [23] and TS 23.271 [24];
-	LALS shall re-use LCS supported positioning technologies defined in 3GPP, including positioning technology specific limitations, policies, procedures and operations.  The specific positioning technology selected and deployed to support LCS and LALS will vary from operator to operator and even PLMN to PLMN;
-	National Regulation may require LALS provide higher accuracy and security than commercial LCS Services;
-	LALS shall support multiple requests and obtain the location of the same target DEVICE at the same time from different LEAs.
The Location Services load which may include LALS for specific target UE(s) (e.g. multiple requests, multiple periodic updates, short period updates) may impact network and DEVICE performance (e.g. DEVICE battery performance) and may require establishing operator imposed limits to LALS Location Services requests.
[bookmark: _Toc493774744]7.5 IMS VoIP Service
The 3GPP network shall be able to support the delivery of IMS VoIP, and the IMS VoIP supplementary services (e.g., call forwarding), to the LEMF via one of the following two methods:
-	Intercepted IMS VoIP communications (e.g. IRI or IRI/CC) are delivered separately from other IMS services;
-	Intercepted IMS VoIP communications are delivered as part of all other services.
It is a national option as to which of the two options is applicable.
If a 3GPP network operator voice service replaces a legacy CS voice service, or is equivalent to a CS voice service, then it shall be considered to be a CS voice service for LI purposes. This also applies to new 3GPP networks without legacy CS voice service.
Subsequently, (at least) the following voice service LI capabilities shall be ensured in IMS VoIP; as they are in CS:
-	Location information shall be able to be reported to the LEMF;
-	If for a given implementation, the IRI related to the CC is not delivered in near real time (within the time delay allowance defined by national regulation), then the media related information (e.g. SDP) shall be delivered along with the CC to allow the CC content to be decoded or interpreted, without needing to wait for the IRI;
-	If available, activation or modifications of IMS supplementary services shall be reported to LEMF.
[bookmark: _Toc493774745]7.6 Messaging
The 3GPP network shall be able to support the separate delivery of intercept information (IRI or IRI/CC) for messaging services, to the LEMF from other targeted services.  This requirement is applicable for the following messaging services:
-	SMS (3GPP TS 23.040 [21]); and 
-	MMS ([22]).
Message service delivery is independent from network access technology.
[bookmark: _Toc493774746]7.7 Management of IMS supplementary services settings
The IMS network and related service platforms shall be able to support the reporting of IRI for the modification and management of the target’s IMS supplementary services settings.
[bookmark: _Toc493774747]7.7.1 IMS Video Service
In case of IMS video service, all clause 5 requirements shall apply.
[bookmark: _Toc493774748]7.7.2 IMS based Push-to-Talk
The 3GPP network shall be able to support interception of IMS based Push-to-Talk (PTT). 
-	Services as defined in TS 22.179 [26] or OMA PoC System Description [27] and shall support Location reporting of the target;
-	Intercepted IMS PTT communications (e.g. IRI or IRI/CC) shall be able to be delivered separately from other IMS services;
-	Intercepted IMS PTT communications media types such as PTT Speech, PTT Audio (e.g. music), Video and Discrete Media (e.g. still image, formatted and non-formatted text, file) shall be able to be delivered as separated services.
The requirements for Mission Critical Push To Talk (MCPTT) service as defined in TS 22.179 [26] and the OMA PoC System Description [27], may also form the basis for a non-mission critical Push To Talk (PTT) service; those capabilities in either standard can be used as a basis for the service definitions. If the CSP offers both MCPTT and non-mission critical PTT services, the LI service shall be able to separate the interception based on the type of service offering.
[bookmark: _Toc493774749]7.8 Interception within the Home and Visited Networks for roaming scenarios
The requirements in this clause are additional to the requirements described elsewhere in the present document which apply to the home network in a roaming scenario.  
National regulations cover the definition of services and the definition of service provider categories which are subject to LI obligations. This can include which services are considered to be covered. For the purpose of roaming, IMS VoIP Service or other 3GPP operator services (CS voice replacement) shall be considered equivalent to a CS voice service and therefore all requirements applicable to legacy CS voice (e.g. interception of voice in isolation from other services) shall be applicable to IMS VoIP Service or other equivalent services.
It shall be possible to intercept all 3GPP defined services provided to a target by a CSP. The visited network shall be able to support the interception of all services without home network assistance or visibility, using the identifiers provided by an LEA as described in section 5.3.2. However, the visited network is not required to be able to intercept supplementary services (e.g. voicemail, home network based call forwarding) or 3rd party services not directly provided by the visited network.  However, national regulation may specify minimum LI capabilities, if such services are in the visited network then they shall be considered in scope for interception (subject to an applicable lawful authorisation). National regulations may require interception to take place in the home network for outbound roamers, where the user session is routed via the home network. There is no requirement to force traffic to the home network for this purpose. 
National regulations may limit delivery of communications (CC and communications–associated IRI) of an outbound international roaming target by the HPLMN based on roaming specific interception constraints (e.g., roaming outside national border).  To support these scenarios, it is a national option for the HPLMN to be able to support a mechanism to apply on a per-warrant/per-intercept to limit the delivery of the communications (CC and communications–associated IRI) to LE of an outbound international roaming target based on roaming specific interception constraints (e.g., roaming outside a national border). The default setting is determined based on a national option. Communications originated by the roaming target are subject to this mechanism.  Communications incoming to the target are subject to this mechanism. Communications incoming to the target that do not reach the target (e.g., due to call forwarding) are not subject to this mechanism.  Non-communications-associated IRI (e.g., serving system event) are not affected by this requirement.

[bookmark: _Toc493774750]8	Handover interface requirements
Handover interface requirements are defined in TS 33.xx8 [4]. There may exist other national or regional specifications (e.g., see ETSI TS 102-232-1...ETSI TS 102 232-7 [x]).
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- Alex Retzel: definition for CSP 5G network: All Elements used by the CSP to establish Telecommunication and to fulfil LI-requerements, belonging either to the CSP or to a third party provider.
[bookmark: _Toc492251345]- Robert Taylor: 1	Scope
The present document provides Stage 1 interception requirements within a 3GPP network.
The specification describes service requirements from a Law Enforcement point of view. The aim of this document is to define an interception system for 3GPP networks that supports regional interception regulations, but these regulations are not enumerated here as they vary. Regional interception requirements can be derived from this specification. Which PLMN services are subject to lawful interception is defined in national regulations. 
The presence of a requirement in this specification does not in itself infer or mandate that a 3GPP operator has an obligation to implement any network service capability, which is not otherwise required to meet LI obligation compliance in relation to specific regulated services, offered by that 3GPP operator. Only those specific requirements and sub-sections of this specification which are applicable to specific network and/or service capabilities implemented in a 3GPP operator’s network shall be considered in scope for that operator. In all cases, national regulations define which requirements are applicable to 3GPP operators in each country relative to the services offered by each 3GPP operator. 
As such not all requirements in the current document will apply in all national jurisdictions or to all 3GPP operator deployments (e.g. if an operator does not offer voice services, then voice LI requirement in the current document do not apply unless otherwise mandated in national regulations).
- Robert Taylor: did TR 23.872 graduate to a TS?
- Robert Taylor: same on TR 29.882
- Robert Taylor: Keep an eye (re: femto, unlicensed spectrum, etc.) on: Interception Area: is a subset of the Public Lands Mobile Network (PLMN) service area comprised of a set of cells which define a geographical zone.
- Robert Taylor: A lot of “national options” are left in 7.6 Encryption, compression and encoding
- Robert Taylor: timing is still messed up Again this section is still messed up.  Is it about timing requirements for delivery (timeliness) vs. accuracy & precision of timestamps for IRI & CC reports…
- Alex Markman: disambiguate third-party services: to the user vs. to the CSP
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