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****** FIRST CHANGE ******
7	Invocation of Lawful Interception for GSN Packet Data services
7.0	General
Figure 18 shows the extract from the reference configuration which is relevant for the invocation of the Lawful Interception of the packet data GSN network.


Figure 18: Functional model for Packet Data GSN Network Lawful Interception invocation
The HI2 and HI3 interfaces represent the interfaces between the LEA and two delivery functions. Both interfaces are subject to national requirements. They are included for completeness, but are beyond the scope of this specification. The delivery functions are used:
-	to convert the information on the X2-interface to the corresponding information on the HI2 interface;
-	to distribute the intercept related information to the relevant LEA(s);
-	to distribute the intercept product to the relevant LEA(s).
For the delivery of the CC and IRI the 3G SGSN and/or, per national option 3G GGSN provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered. When the SGSN connects an UE to a S-GW through the S4 interface (TS 23.060 [10], see also note 3), the SGSN is not required to provide CC for that communication (see note 4).
The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one PDP context.
The correlation number shall be generated by using existing parameters related to the PDP context.
When the SGSN connects an UE to a S-GW through the S4 interface (TS 23.060 [10], see also note 3), the SGSN is not required to provide IRIs for PDP contexts associated with CC and correlation for that communication (see note 4).
NOTE 1:	Void
If interception has been activated for both parties of the Packet Data communication both CC and IRI shall be delivered for each party as separate intercept activity.
In case of location dependent interception:
-	for each target, the location dependency check occurs at each Packet Data session establishment or release and at each Routing Area (RA) update to determine permanently the relevant IAs (and deduce, the possible LEAs within these IAs);
-	concerning the IRI:
-	when an IA is left, either a Mobile Station Detach event is sent when changing servicing 3G GSNs, or an RA update event is sent;
-	RA update event is sent to DF2 when changing IAs inside the same servicing 3G SGSN;
-	when a new IA is entered a RA update event is sent to DF2 and, optionally, a "Start of interception with PDP context active" event for each PDP context;
-	concerning the CC, when crossing IAs, the CC is not sent anymore to the DF3 of the old IA but sent to the DF3 of the new IA.
Both in case of location dependent and location independent interception:
"Start of interception with PDP context active" event is sent by the new SGSN if an Inter-SGSN RA update procedure, which involves different PLMNs, takes place for a target, which has at least one active PDP context.
NOTE 2:	An SGSN can differentiate "Inter PLMN" type of Inter-SGSN RA update procedure from "Intra PLMN" type of Inter-SGSN RA update procedure by inspecting the old RAI parameter, which is being received by the SGSN as part of the procedure (see TS 23.060 [10], clause 6.9.1.2.2 and TS 23.003, clause 4.2).
Optionally, it is possible to send "Start of interception with PDP context active" for all cases of inter- SGSN RA update when at least one PDP context is active.
NOTE 3:	S4 is an intra-PLMN reference point between the SGSN and the S-GW.
NOTE 4:	Void
When the SGSN connects an UE to a S-GW through the S4 interface, the S-GW provides IRI, CC and correlation for the EPS bearer associated to the PDP context, as specified in clause 12.
National regulations may limit delivery of communications (CC and communications-associated IRI) of an outbound international roaming target by the HPLMN as described in clause 5.1.4 of TS 33.106 [7]. 
If roaming interception is not allowed and it is determined that the target is outside the country, the HPLMN shall act as follows:
 -	 The HPLMN shall not report IRI and CC for the target’s Packet Data sessions while the target is in the VPLMN. 
· Packet Data originated by the roaming target are subject to this mechanism and Packet Data incoming to the target that are recieved by the target are subject to this mechanism. 
Non-communications-associated IRI (e.g., serving system event) are not affected by this requirement.

******END OF FIRST CHANGE ******


******START OF SECOND CHANGE ******


11	IMS Conference Services
11.1	Background for IMS Conference Services
The entire clause 11 is a national option and is subject to national regulations. The covered cases are where the conference services are in the domain of the intercepting operator. The following cases are covered.
1.	A target's conference call is the target. This may be where the target is the head of the conference. IRI and CC for this conference is reported. The following are examples of information that is reported.
a.	For example, the starting and ending of a conference as well as any parties joined or removed from the conference call are reported.
b.	Reporting of CC for held conferences initiated by the target.
2.	A conference that itself is directly the target of interception. This case is applicable only provided that the conference is identified by a proper identity for LI in IMS domain (Conference URI or Conference Factory URI). The IRI and CC for this conference is reported.
a.	For example, the starting and ending or a conference as well as any parties joined or removed from the conference call are reported.
The case when a target joins an associate's conference is for further study.
The key elements for interception of conference services are the AS/MRFC and MRFP. IRI associated with the conference services that are to be intercepted is reported by the AS/MRFC while the CC associated with the conference service is reported by the MRFP.

National regulations may limit delivery of communications (CC and communications-associated IRI) of an outbound international roaming target by the HPLMN as described in clause 5.1.4 of TS 33.106 [7]. 
If roaming interception is not allowed and it is determined that the target is outside the country, the HPLMN shall act as follows:
The HPLMN shall not report IRI and CC for the target’s conferencing services while the target is in the VPLMN and is connected to the conferencing service. 
· If the outbound internationally roaming target is connected to the target’s conference service, reporting for the conferencing services by the HPLMN are subject to this mechanism.
· If the outbound internationally roaming target is no connected to the target’s conference service, reporting for the conferencing services by the HPLMN are not affected by this mechanism.
Non-communications-associated IRI (e.g., serving system event) are not affected by this requirement.


******END OF SECOND CHANGE ******


****** START OF THIRD CHANGE ******


12	Lawful Interception for Evolved Packet System
12.1	LI functional architecture for EPS
In addition to the reference configurations applicable to PS interception, the following figures contain the reference configuration applicable for the lawful interception in the EPS nodes (TS 23.401 [22], TS 23.402 [23]):


Figure 12.1.1: MME Intercept configuration


Figure 12.1.1a: Configuration for Intercept of HeNB
[image: ]
Figure 12.1.2: HSS Intercept configuration


Figure 12.1.3: S-GW, PDN-GW, ePDG Intercept configuration


Figure 12.1.4: Intercept Configuration for SGW and PGW with CUPS

The definition of the LI functional entities (ADMF, DF, MF, LEMF) and interfaces (X, HI) is the same as for 3G as given in chapter 4. Packet Header Information Reporting is a national option. For Packet Data Header Information reporting, a S-GW/PDN-GW either isolates the relevant data and sends it to the DF2 or sends the packet stream to another entity in the network (e.g., DF3) for isolation which then provides the relevant data to the DF2. 
National regulations may limit delivery of communications (CC and communications-associated IRI) of an outbound international roaming target by the MME/S-GW/PDN-GW as described in clause 5.1.4 of TS 33.106 [7]. 
If roaming interception is not allowed and it is determined that the target is outside the country, the MME/S-GW/PDN-GW in the HPLMN shall act as follows:
· All session related EPS events defined in this clause are subject to this mechanism.  
· CC for EPS sessions are subject to this mechanism.
Non-communications-associated IRI (e.g., serving system event) are not affected by this requirement.

Procedures for LI activation, deactivation and interrogation are the same as for 3G as given in chapter 5, provided that:
-	the 3G ICE is replaced by the EPS node;
-	the proper target identity applicable to EPS node is used.
When the SGSN is used as node in the Evolved Packet System, to support 2G/3G access and mobility between E-UTRAN and pre-E-UTRAN 3GPP radio access technologies, it is subjected to all the related PS requirements specified throughout this document.
Figure 12.1.1a depicts how the HeNB location information is transferred from the HeNB location verifying node per TS 33.320 [34] to the DF2 via an Xv interface, in order to allow the DF2 to perform its functionality. The public IP Address of the HeNB is provided to the HeNB location verifying node. The manner that the HeNB location verifying node provides the DF2 with the HeNB location and HeNB IP Address is outside the scope of this document. Additional information on HeNB interception is found in Clause 13.
Figure 12.1.4 depicts the LI configuration for SGW and PGW with PLMN implementing CUPS (see 3GPP TS 23.214 [75]). This is described in subclause 12.9. The Sxa’ and SXb’ are the LI specific instances of Sxa and Sxb reference points. 
The target identities for 3GPP HeNB interception can be IMSI, MSISDN, IMEI, or ME Id. Use of the HeNB ID or the CSG ID as a target identity is FFS.


****** END OF THIRD CHANGE ******

****** START OF FOURTH CHANGE ******

18	Invocation of Lawful Interception for messaging services
18.1	Overview of messaging services interception
The capabilities defined in this clause apply when the interception of messaging services shall be separated from the interception of all other services. This clause applies to the messaging services identified in clause 5.13 of TS 33.106 [7].
For messaging services, separated delivery when SMS events are detected, the CSP shall be able to use existing intercept capabilities defined in this specification, but isolatable to only deliver messaging services when specified by a lawful authorisation.
The network nodes, involved in providing the interception of messaging services, shall be determined based on the deployment configuration and the messaging scenario.
When lawfully authorized, Law Enforcement requires access to CC and IRI for the events pertaining to the target's authorization, access to, and use of message services, independent of the deployed service architecture. This includes where the communications between the target and associates are sent and received over separate channels, or may be accessed at different ICEs at different geographical locations in the service provider's network.
For MMS, implementation options considered in this standard are: interception at the MMS level or normal packet session CC interception at an PS/IMS/EPS ICE and transferred to the DF2/DF3 which then subsequently isolates and delivers the MMS IRI and/or CC associated with the messaging service separate from all other services. Details of IRI and CC reporting for MMS events are for further study.
National regulations may limit delivery of communications (CC and communications-associated IRI) of an outbound international roaming target by the messaging service as described in clause 5.1.4 of TS 33.106 [7]. 
If roaming interception is not allowed and it is determined that the target is outside the country, reporting by the HPLMN for messaging services shall be as follows:
· All related messsaging service events defined to this clause are subject to this mechanism.  
· Messaging service involving communications to the target that are not transimitted to the target are not subject to this mechanism.
Non-communications-associated IRI (e.g., serving system event) are not affected by this requirement.

****** END OF FOURTH CHANGE ******
****** END OF ALL CHANGES ******
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