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Abstract of the contribution: This discussion paper proposes to discuss on the existing solutions that SA3 is working on their key issues 
· #7.1 "Refreshing of temporary subscription identifier" and #7.4 "Using effective temporary or short-term subscription identifiers" by proposing two solutions for generating dynamic pseudonyms as short-term subscription identifiers.( S3-171361 ...)
· Encryption solution that may be based on elements managed by the CSP before the day of LI activation requiested warrant of interception

· Network slice life-cycle security  (S3-171260) + network slice isolation (KI #8.1)) S3-171281
SA3 is working on differents issues related to security. Some of their choices or future choices may have an impact on LI.

It is proposed to have a discussion within SA3LI on the impacts on LI.

1) #7.1 "Refreshing of temporary subscription identifier" and #7.4 "Using effective temporary or short-term subscription identifiers" 
SA3 members are discussing and proposing two solutions for generating dynamic pseudonyms as short-term subscription identifiers.( example S3-171361) . 
· Synchronized pseudonym generation. This solution presents the risk of collisions among generated pseudonyms that can be avoided only with a very high probability. 
· There is a risk to intercept the wrong target in case of collusions.. The risk will be very low and can be reduced but the proposed solution may be incompatible with LTE, and in some cases,  repeating the IMSI ATTACH procedure may be required.
· Discussion may have to be made among SA3LI if SA3 may choice this solution, LI system should be able to indicate the case of collusion to the LEMF (that don’t exist if repeating the IMSI ATTACH is made). 
· Push pseudonym generation
· the solution is applicable in LTE, but relyu a lot of the capacity of the UE to verify the generation and use of one-time pseudonyms .
=> Discussion may have to be made among of SA3LI on LI solution that may be depends only by the UE, and not by the PLMN (specially in case of VPLMN)
2) Encryption solution that may be based on elements managed by the CSP before the day of LI activation requiested warrant of interception

SA3 may end in some case of encryption of communications that depends of keys or elements that was exchange a long time before the start of the interception.

In some country, the CSP have to provide LI en claire or encrypted communications. In that last case, CSP have to provide with all the needed elements that are needed to let the LEA to decrypt the communication. 

· Discussion in SA3 LI  have to be made related to the legal system and how  is possible to deliver the time issue related to keys and related information that let the LEA to decrypt , specially with the information on the timestamp of when the elements stored in the network function was made before the time of activation of the warrant.

3) Network slice life-cycle security and isolate

Slice life cycle security is discussed within SA3. AS Li target or LEMF Adressing are key elements to secured and not available to no authorized persons, 

· discussion have to be made within SA3LI  in order that such information can be protected in archiving such specific data in a way that only authorized personnel can access such data or  ifsolution have to be made in such way the Target List  or LEMF address is not stored after an the end of the slice.
In case of opening an API and slices to third parties, access to slice management interfaces is under the control of the operator and trust would be assumed between the operator and the 3rd party, should the operator choose to open an API for management to its business partners. 

· Either the third party is a CSP, is may have to manage LI and the security of the LI without letting the hosting PLMN aware that LI process is possible.

· Either the third party is not a CSP, the hosting PLMN have to set up a LI system in which the confidentiality and integrity is made in such way that the third party can not be aware or be able to detect such LI information or process.

·  Discussion has to be made within SA3LI on related third party issues.

