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Abstract
This contribution presents an information flow for Lawful Interception (LI) of 5G network UE registration.
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[bookmark: _Toc488136471]Introduction
This contribution presents an information flow for Lawful Interception (LI) of 5G network UE registration. The 5G system is currently being defined across 3GPP groups. The architecture is still in flux. Consequently, the procedures described in this document are in flux themselves. The primary reason to go into this much detail at this early point is to enable SA3-LI to have an impact on the other groups before the architecture anneals in a solid, immutable form.
[bookmark: _Toc488136472]Acronyms
Table 1. Acronyms
	ADMF
	LI Administration Function

	AMF
	Access Mobility Function

	AUSF
	Authorization Server Function

	Comn. CP NF
	Common Control Plane Network Function

	CP NF
	Control Plane Network Function

	EIR
	Equipment Identity Register

	GUTI
	Globally Unique Temporary Identifier

	H-LIPF
	Home-Lawful Interception Provisioning Function

	HPLMN
	Home Public Land Mobile Network

	ICE
	Intercept Control Element

	IMEI
	International Mobile Station Equipment Identity

	IMSI
	International Mobile Subscriber Identity

	IRI
	Intercept Related Information

	LEA
	Law Enforcement Agency

	LEMF
	Law Enforcement Monitoring Facility (aka Collection Function)

	LI
	Lawful Interception

	LIPF
	Lawful Interception Provisioning Function

	MF/DF2
	Mediation Function/Delivery Function 2 (IRI)

	MF/DF3
	Mediation Function/Delivery Function 3 (Content)

	NAS
	Non-Access Stratum

	NSSF
	Network Slice Selection Function

	PCF
	Policy Control and Charging Function

	PEI
	Permanent Equipment Identity

	(R)AN
	(Radio) Access Network

	SMF
	Session Management Function

	SUPI
	Subscriber Permanent Identifier

	UDM
	Unified Data Management

	UE
	User Equipment

	UP NF
	User Plane Network Function

	VPLMN
	Visited Public Land Mobile Network
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[bookmark: _Toc488136474]First Principles and Conventions
[bookmark: _Toc488136475]First Principles
The Lawful Interception (LI) information flows in this contribution have been developed with the following first principles in mind: 

1. A primary driver of the 3GPP 5G work is strengthening the privacy of all communications [3]. This contribution follows that principle by ensuring only lawfully authorized targeted communications of the subject to be intercepted. If it is possible to perform any network action based on an anonymized temporary ID, permanent IDs are not used. The tension between surveillance and privacy is alleviated by strengthening the privacy of all communications, while instrumenting the network to unmask, isolate, and deliver only lawfully authorized targeted communications of interception subjects.

2. Slice control plane and user plane ICEs do not require permanent IDs to isolate target communications; this is accomplished with temporary/anonymized IDs only. This is a direct consequence of principle #1.

3. Since the LI target list is highly sensitive, target IDs are distributed in the network only as deeply as necessary, and no deeper.

4. Since messages may be dropped in the network due to local conditions, LI events are generated as early in the sequence as possible. If possible, success or failure events are reported from the same network element where the attempt is reported from.
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[bookmark: _Toc488136477]UML
In general, the UML 2.5 standard for sequence diagrams is loosely followed. Time flows downward, from top to bottom.

A word about arrows: filled arrowheads indicate synchronous messages (the sending process waits for the transaction to complete before moving on to the next step), while open arrow heads indicate asynchronous messages (the sending process moves on to the next step without waiting for an answer or acknowledgement from the receiving process). Message acknowledgements and trivial replies are not shown for conciseness.

Since UML ordering arrows (adjunct arrows that are not part of the flow but are added to make message ordering explicit) would make the diagram unreadable, the vertical position of messages indicates their chronological order. When vertical order is ambiguous, the numerals in their descriptions disambiguate. 

Vertically elongated rectangles along the lifelines indicate that state is shared among the messages coming in and going out of the rectangle. Some boxes overlap others to indicate sub-states. 

[bookmark: _Toc488136478]Non-UML Conventions
Vertical BLACK SOLID lines are the lifelines of 5G (non-LI) network processes. LI events and elements are coded BLUE. The vertical lifelines of LI processes are DOTTED BLUE. Filled BLUE SQUARES indicate that the information received is cached in the LI process for later use. 

The following identifiers are used:
· “42” is used as the permanent ID (SUPI/IMSI), highlighted in red;
· Low numbers (“1” and “2”) are temporary/anonymized IDs (GUTIs), highlighted in green;
· “Low” letters are used to identify slices (“A”);
· “High” letters (“Q”) are assigned to equipment IDs (PEI/IMEI).

Translations between permanent and temporary IDs are highlighted in yellow.

In the header, the color codes indicate the types of IDs contained in each element. Most LI elements use both permanent and temporary IDs, therefore are colored red and green. The ADMF does not use temporary IDs, only permanent ones; as such it is red. The ICEs associated with the CP NF, UP NF and common CP NFs of the slice do not see permanent IDs, only temporary ones; as such they are green. The other ICEs see both permanent and temporary IDs, and are shown in gradient red/green.
[bookmark: _Toc488136479]Information Flows
A complete analysis will contain the following scenarios:
1. The UE is turned on for the first time in the HPLMN, and presents the HPLMN the SUPI, or a pre-provisioned 5G GUTI. This only happens once, and thereafter, once the HPLMN assigns a new 5G GUTI, the UE presets it the next time it re-attaches to the HPLMN;
2. The UE attaches to the HPLMN with a previously HPLMN-assigned 5G GUTI;
3. The first UE visit to a VPLMN;
4. A subsequent UE visit to a VPLMN with the previously-presented 5G GUTI to the VPLMN;
5. The UE presents in the VPLMN for the first time (never having attached to the HPLMN first);
6. LI provisioning happens after a communication session is started, and the registration steps are missed.

This contribution concentrates on scenario 2. The rest are left for further study

The following network elements follow TS 23.501[1]: (R)AN, AMF, AUSF, PCF, SMF, EIR, UDM, NSSF, CP NF, UP NF, Common CP NF. The Home-Lawful Interception Provisioning Function (H-LIPF) is introduced in this contribution.

This contribution follows TS 23.502 [2] procedures as closely as possible, but a lot of steps that are not explicit in [2] had to be assumed because of the high level of detail necessary to establish LI event triggers. 

General registration phases are indicated in curly braces along the left side of the figure. Chronologically, the LI elements are provisioned with the permanent ID of the target first (messages one through ten). Second, the UE performs a registration, which consists of the following phases: 
1. attach, 
2. subscription verification, 
3. equipment verification, 
4. location update, 
5. GUTI update,
6. Context/Session (re-)establishment, and
7. the selection and provisioning of LI for a slice. 
Only once all these steps are performed can communication take place. The flow concentrates on this setup phase and does not include the interception of actual communications.

[bookmark: _Toc488136480]HPLMN Registration
The UE presents its previously assigned GUTI when it re-attaches to the HPLMN.
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[bookmark: _Toc488136494]Figure 1. HPLMN Registration – the UE attaches with a previously assigned GUTI
1. The ADMF provisions SUPI “42” as the target in MF/DF2. The ADMF also provides the ID and addressing information of the LEMF associated with LEA that ordered the intercept on “42.” MF/DF2 generates a message to the LEMF indicating “LI on MF/DF2 Activated” on target “42” and enters a waiting state for IRI associated with “42” to arrive. That IRI may arrive under a temporary ID, and that ID will have to be correlated to “42” prior to delivery to the LEMF (see step 51).
2. The ADMF provisions SUPI “42” as the target in MF/DF3. The ADMF also provides to MF/DF3 the ID and addressing information of the LEMF associated with LEA that ordered the intercept on “42.” MF/DF3 generates a message to the LEMF indicating “LI content on MF/DF3 Activated” on target “42” and enters a waiting state for content associated with “42” to arrive. That content will arrive under a temporary ID, and that ID will have to be correlated to “42” prior to delivery to the LEMF (see step 52).
3. The ADMF provisions target “42” and the address of MF/DF2 and MF/DF3 in the (R)AN ICE. The (R)AN ICE is provisioned with the MF/DF3 information in case the (R)AN has to intercept content in a “local breakout” scenario, in which content of communications of two entities on the same (R)AN does not make it further into the core of a slice.  
4. The ADMF provisions target “42” and the address of MF/DF2 in the AMF ICE.
5. The ADMF provisions target “42” and the address of MF/DF2 in the AUSF ICE.
6. The ADMF provisions target “42” and the address of MF/DF2 in the PCF ICE.
7. The ADMF provisions target “42” and the address of MF/DF2 in the SMF ICE. As the AMF can be attached to multiple SMFs in the 5G architecture, the assumption is that all the potential associated SMFs will be provisioned with the Target ID “42.”
8. The ADMF provisions target “42” and the address of MF/DF2 in the EIR ICE.
9. The ADMF provisions target “42” and the address of MF/DF2 and MF/DF3 in the ICEs of all UDMs that may end up serving the UE.
10. The state in the H-LIPF is now {SUPI=42}, unassociated yet with any temporary IDs, or any slice.
11. The UE starts the attach procedure by sending a Registration to the (R)AN. The UE uses 5G GUTI “1,” which was previously assigned by the HPLMN.
12. The (R)AN uses “1” to map to the last used AMF (“OLD AMF” in the figure).
13. The (R)AN sends the registration request, along with the OLD AMF ID/address to its AMF.
14. The AMF requests the true identity of “1” from the OLD AMF.
15. The OLD AMF finds “1” is associated with SUPI “42.”
16. The OLD AMF informs the serving AMF of the [“1”,”42”] mapping.
17. The AMF selects an AUSF to perform authentication.
18. The AMF sends an authentication request for “42” to the AUSF, along with information used to reach the UE over NAS.
19. The AUSF challenges the UE, and the UE responds with the correct creds.
20. The AUSF accepts the UE’s creds.
21. The AUSF informs the AMF of the successful authentication.
22. The AMF ICE informs the H-LIPF of all UDMs that may end up serving the UE of the (now authenticated) “42” SUPI admitted to the network.
23. The state in the H-LIPF is now {GUTI=1, SUPI=42}.
24. The H-LIPF informs the MF/DF2 of the new {1, 42} mapping, and MF/DF2 informs the LEMF.
25. The AMF selects a UDM to handle the registration. This may be a default UDM used during registration only.
26. The AMF inquires of the subscription validity of “42” with the UDM.
27. The AMF ICE informs the MF/DF2 of the subscription verification attempt, and MF/DF2 informs the LEMF.
28. The UDM replies to the AMF in the positive.
29. The ICE in the AMF reports a successful subscription verification to the MF/DF2, which sends the message on to the LEMF.
30. If the subscription verification procedure fails, the AMF ICE reports the failure to the MF/DF2, which sends the message on to the LEMF. 
31. The AMF initiates equipment authentication by requesting the equipment ID (PEI) from the UE, if it doesn’t already have it cached from the OLD AMF in step 16.
32. The UE looks up its internal PEI “Q.”
33. The UE provides the PEI to the AMF.
34. The AMF ICE informs the H-LIPF of the equipment authentication attempt.
35. The H-LIPF translates the equipment authentication attempt from GUTI “1” to SUPI “42.”
36. The H-LIPF reports the equipment authentication attempt of “42” to the MF/DF2, and MF/DF2 informs the LEMF.
37. The AMF inquires of the EIR if the equipment identifier “Q” is allowed on the network.
38. The EIR checks “Q” (e.g., in the stolen equipment database).
39. The EIR informs the AMF that “Q” is allowable.
40. The AMF ICE informs the H-LIPF that “Q” is now allowed and associated with GUTI “1”
41. The state in the H-LIPF is now {GUTI=1, SUPI=42, Equipment=Q}.
42. The AMF ICE informs the MF/DF2 of the successful equipment authorization for “Q,” and MF/DF2 informs the LEMF.
43. In case “Q” is inadmissible on the network, the AMF ICE informs the MF/DF2 of the failure, and MF/DF2 informs the LEMF.
44. The AMF (re)selects an UDM. This may be a different UDM from the one selected in step 16.
45. The AMF performs a “location update” procedure with the UDM for GUTI “1.”
46. The H-LIPF translates GUTI “1” into SUPI “42.”
47. The H-LIPF informs the MF/DF2 of the location update for “42,” and MF/DF2 informs the LEMF.
48. The trigger for choosing a new GUTI, and (re-)anonymizing “42” is entirely missing in [2]. We choose to assign a new GUTI at this step, but it could be done almost at any stage during the registration, since the UE is not told of the new GUTI until nearly the last step, when it is sent a registration accepted message.
49. The AMF ICE informs the H-LIPF of the new GUTI association between the old GUTI “1” and new GUTI “2.”
50. The H-LIPF discards the previous GUTI “1” and replaces it with “2.” The state in the H-LIPF is now {GUTI=2, SUPI=42, Equipment=Q}.
51. The H-LIPF primes MF/DF2 with the new temporary/permanent ID association {2, 42}.
52. The H-LIPF primes MF/DF3 with the new temporary/permanent ID association {2, 42}.
53. The AMF selects a PCF.
54. The AMF requests UE Context from the chosen PCF.
55. The chosen PCF returns the UE Context to the AMF.
56. The AMF sends a “N11” request to the SMF.
57. The SMF returns a “N11” response to the AMF.
58. The AMF requests a slice be assigned to “2” by the NSSF.
59. The NSSF selects slice “A” for type “2” and sends this choice to the requesting AMF.
60. The AMF ICE informs the H-LIPF of the slice “A” selection.
61. The state in the H-LIPF is now {GUTI=2, SUPI=42, Equipment=Q, Slice=A}. This step triggers the last phase of LI provisioning, as all the information necessary to isolate the communication of [“2”, “42”] in slice “A,” and send it to the correct MF/DFs, which already have sufficient information to forward it to the correct LEMF.
62. The H-LIPF provisions the slice “A” and permanent ID “42” binding in MF/DF2 for IRI reporting. This association is necessary and sufficient for MF/DF2 to correlate all information coming from slice “A,” since that information will only contain the temporary ID “2.” Without this [temporary, permanent] = [“2”, “42”] binding, the intercept will fail. A message may be sent from MF/DF2 to the LEMF to the effect of “intercept IRI enabled” for “42.”
63. The H-LIPF provisions the slice “A” and permanent ID “42” binding in MF/DF3 for content reporting. This association is necessary and sufficient for MF/DF3 to correlate all communication content coming from slice “A,” since that information will only contain the temporary ID “2.” Without this [temporary/permanent] = [“2”, “42”] binding, the intercept will fail. A message may be sent from MF/DF3 to the LEMF to the effect of “intercept content enabled” for “42.”
64. The UDM LIPF provisions the temporary ID “2” and MF/DF2 and MF/DF3 addresses in the (R)AN. This is necessary and sufficient for the (R)AN ICE to send IRI to the correct MF/DF2, and the communications content to the correct MF/DF3, without necessitating knowledge of the permanent ID. The (R)AN may have to perform content interception in a “local breakout” scenario, in which the content of communications of two entities on the same (R)AN does not make it further into the core of a slice to reach the slice UP NF ICE (provisioned in step 66 below).
65. The UDM LIPF provisions the temporary ID “2” and MF/DF2 address in slice A’s CP NF. This is necessary and sufficient information for the ICE in slice A’s CP NF to send IRI information to the correct MF/DF2, without necessitating knowledge of the permanent ID.
66. The UDM LIPF provisions the temporary ID “2” and MF/DF2 and MF/DF3 addresses in slice A’s UP NF. This is necessary and sufficient information for the ICE in slice A’s UP NF to send IRI to the correct MF/DF2, and the communications content to the correct MF/DF3, without necessitating knowledge of the permanent ID. Although this ICE primarily handles content interception, Packet Header reports are generated from content here, but need to go to MF/DF2 for IRI delivery, therefore both MF/DF2 and MF/DF3 need to be provisioned as destinations for this slice ICE.
67. The UDM LIPF provisions the temporary ID “2” and MF/DF2 address in slice A’s Common CP NF. This is sufficient information for the ICE in slice A’s Common CP NF to send IRI information to the correct MF/DF2, without necessitating knowledge of the permanent ID.
68. The AMF sends a registration acceptance message to the UE.
69. The UE acknowledges.
70. The AMF ICE sends a registration complete message to the H-LIPF.
71. The H-LIPF translates the GUTI “2” into SUPI “42.”
72. The H-LIPF sends a registration complete message for “42” to MF/DF2, which does the same to the LEMF.
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