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*** Start of FIRST MODIFICATION ***
[bookmark: _MON_1143527584][bookmark: _MON_1143527764][bookmark: _MON_1143528198][bookmark: _MON_1143528201][bookmark: _MON_1143528230][bookmark: _MON_1270539101][bookmark: _Toc476818723]7A.5	Push to talk over Cellular (PoC)
[bookmark: _GoBack]PoC is a service of the IMS Domain and interception is accomplished according to the definitions in clause 7A.3. Interception of CC is possible with current implementations in the GSNs. 

This clause applies if regulatory requirements require separate reporting of Push to Talk over Cellular (PTC). PTC consists of Push to talk over Cellular (PoC) [ref  u],  and Mission Critical Push To Talk (MCPTT) [ref r]. 





*** End of FIRST MODIFICATION ***


*** Start of SECOND MODIFICATION *** 

[bookmark: _Toc476821199]Z	Invocation of Lawful Interception for Push to talk over Cellular services.
Z.0 	General 
In the present clause, ”PTC” will be used to reference events or services that occur in either of the two different architectures unless specified otherwise, e.g., MCPTT or PoC. 
The HI2 and HI3 interfaces of 33.107 in clause 4 Figure 1k and 1l represent the interfaces between the LEA and two delivery functions. Both interfaces are subject to national requirements. They are included for completeness, but are beyond the scope of this specification. 
In figure 1l the DF2 delivery function are used:
-	to convert the information on the X2-interface to the corresponding information on the HI2 interface;
-	to distribute the intercept related information to the relevant LEAs.

In figure 1k the DF3 is responsible:
-	for Content of Communication (CC) delivery to the LEA.

The following is a list of servers to support either type of PTC architecture; any combination of these servers could be deployed together to support both services if the SP chooses to do so. These servers will require an ICE to generate IRI for the events depicted in the following clauses.

MCPTT servers (Common services core):
· Group management, Configuration, Identity, Key.
PoC servers (Shared XDMS):
· Shared List, Group, Policy, Presence, NW PoC Box, Aggregation Proxy, External Media Content server. 
SIP/IP Core servers:
· Presence. 
If interception has been activated for both parties of the PTC communication both CC and IRI shall be delivered for each party as separate intercept activity.

[bookmark: _Toc484792197]Z.1	Provision of IRI – PTC Service
PoC and MCPTT use similar architectures for service delivery, and LI shall primarily occur at the PoC or MCPTT server for that service. 

Intercept Related Information events are necessary at the PTC Mobile Station Attach, PTC Mobile Station Detach, PTC session Activation, Start of intercept with PTC context active, PTC Context Deactivation, PTC Serving System, Packet Data Header Information, and PTC events.
Other HSS, Non-Local ID targeting for PTC events (e.g., based on traffic analysis), related and Serving System events reporting are national options.
Figure Z.1.1 shows the transfer of intercept related information to the DF2. If an event for / from a PTC MS occurs, the Shared XDMS/MCPTT common core servers or the Home Subscriber Service (HSS) sends the relevant data to the DF2.
The IRI will be delivered to the LEA 								.
For a PTC MS, dependent on national requirements, delivery shall occur in the following cases:
-	when the PoC/MCPTT server receives the PTC session event from the target MS, or when the PoC/MCPTT server detects that an PTC session event is to the PTC target.
-	when the Shared XDMS/MCPTT Common Core servers receive the PTC event from the target MS, or when the Shared XDMS/MCPTT Common Core servers detect that an PTC event is sent to the PTC target.

[image: ]
Figure Z.1.1: Provision of Intercept Related Information - PTC

Z.2	Provision of Content – PTC Service

The access method for the delivering of PTC Intercept Product is based on duplication of packets without modification at PoC/MCPTT server. The duplicated packets with additional information in a header, as described in Z.2,1, are sent to DF3 for further delivery to the LEA. 

[image: ]
Figure Z.2.1: Configuration for interception of Content- PTC

Z3	Provision of Interception
Z.3.1 	X3-Interface  
In addition to the intercepted content of communications, the following information needs to be transferred from the PTC ICE to the DF3 in order to allow the DF3 to perform its functionality:
-	target identity;
-	correlation number;
-	time stamp - optional;
-	direction (indicates whether T-PDU is from the target or to the target) - optional;
-	the target location (if available) or the IAs in case of location dependent interception.
 
[bookmark: _Toc484792203]Z.3.2	X2-interface
The following information needs to be transferred from the SIP Core, or the HSS to the DF2 in order to allow a DF2 to perform its functionality:
-	target identity;
-	events and associated parameters as defined in table Z.3.1 and Z.4 may be provided;
-	the target location (if available) or the IAs in case of location dependent interception;
-	correlation number;
-	Encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.

Z.3.3 	Structure of the Events  
The LI event messages sent to the DF2/DF3 is triggered by different PTC session related and non-call related events/reports. Details for each message are described in the following clauses.  

The following events are applicable to both the PoC and MCPTT service ICE:
· PTC Session Initiation;
· PTC Session Abandon;
· PTC Session Start;
· PTC Session End;
· PTC Start of Interception;
· PTC Pre-Established Session;
· PTC Instant Personal Alert;
· PTC Party Join;
· PTC Party Drop;
· PTC Party Hold;
· PTC Party Retrieve;
· PTC Media Modification;
· PTC Group Advertisement;
· PTC Floor Control;
· PTC Target Presence;
· PTC Associate Presence;
· PTC List Management;
· PTC Access Policy.

The following events are applicable to the HSS:
-	PTC Serving System;
-	HSS subscriber record change;
-	Cancel location;
-	Register location;
-	Location information request.

The following events are applicable to the SIP Core:
-	Service Registration.

A set of elements as shown below can be associated with the events above. The events trigger the transmission of the information from the PTC server ICE, or HSS to DF2, perhaps via a MF. Available IEs from this set of elements as shown below can be extended in the HSS, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option e.g. a unique number for each surveillance warrant.

Z.3.4 	Structure of the Events
The LI event messages sent to the DF2/DF3 is triggered by different PTC session related and non-call related events/reports. Details for each message are described in the following clauses. 
Within Table Z.3.1: Information Elements for PTC Event Records, a provisioned target identity can be a SIP URI, TEL URI , MCPTT ID or an IMEI. 

A PTC Client MAY support multiple PTC Addresses and be involved in one or more PTC Sessions at the same time using the same or different PTC Addresses.  

A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from PTC ICE to DF2. Available IEs from this set of elements as shown below can be extended in the PTC ICE, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option e.g. a unique number for each surveillance warrant. 
Table Z.3.1 : Information Elements for PTC Event Records
AbandonCause  - Identifies the reason for the abandoned PTC Session.
Access_Policy_Type – Identifies the type of access policy list being managed or queried by the PTC Intercept target.
Access_PolicyFailure - Reports the error code or reason for failure when Access Policy Request is unsuccessful.	
Ad-hoc PoC Group Session - A PoC Group Session established by a PoC User to PoC Users listed on the invitation. The list includes PoC Users or PoC Groups or both. 
Alert indicator - Indicates an emergency alert sent, received or cancelled.
AssociatePresenceStatus - Provides the Associate Presence Status, which is a list of: 
	PresenceID: Identity of PTC Client(s) or PTC group, when known
	PresenceType: Identifies type of ID [PTC Client(s) or PTC group]. 
	PresenceStatus: Presence state of each ID.
Broadcast indicator - Indicates that the group call request is for a broadcast group call.
Contact_Identity - Identity of the contact in the list, one contact per Contact List or Group List.  
Charging Correlation ID – PTC supports both subscription based charging and traffic based charging. Provide any charging events, e.g., service activation, correlation ID between the PoC service charging data and the packet data services. 
Implicit floor request - When originating client requests the floor. 
Event Type - Description of which type of event is delivered: PTC Session Initiation/Abandon, PTC session end, PTC Party Join/Drop/Hold/Retrieve, MCPPT emergency/imminent group/peril etc. 
Event Time - Time of the event generation in the PTC Server or Client
Event Date - Date of the event generation in the PTC Server or Client.
Emergency indicator - Indicates the request is an MCPTT emergency call. 
Failure_Code – The reason or code for the failure or closing of the session.
FloorSpeakerIdentity - Identification of the PTC Client that has the Talk Burst.
Group_Ad_Sender – The group administrator who was the originator of the group call.
Group_Ad_Reveiver – The group administrator who was the receiver of the group call.
GroupAuthorizationRules - Identifies the action requested by the target to the PTC Group authorization rules.
Group_Characteristics – 
Group_Identity - Identifies the PTC Group Identity, Nick Name, and characteristics. 
Hold_retrieve_Indication - The PTC Session is put on hold (deactivate Media Bursts) or a new Primary PTC Session is activated or another PTC Session is locked for talking/listening.
Hold_Retrieve_user – The PTC Session is removed from hold by the PTC User and this indicates the PTC user identity.
InitationCause - The network receives an invitation from the PTC Intercept Target to initiate a PTC session.
Invited_PTC_Client - A PTC Client that is invited to a PTC Session 
Inviting_PTC_user – The PTC User who has been invited to a PTC Session. 
Imminent peril indicator - Indicates that the PTC call is an imminent peril call.
Implicit floor request - When originating client requests the floor.
IPAPartyIdentity - Instant Personal Alert a request for one PTC subscriber to initiate a PTC Session.
Join_PTC_user – The PTC User who has joined the session, i.e., associate identity or targets.
ListManagementType – Different PTC Group lists: ContactListManagementAttempt, GroupListManagementAttempt, and GroupListManagementResult. 
ListManagmentAction –Identifies the action requested by the PTC Intercept target to the Contact Lists or Group Lists.
List_ManagementFailure - Reports the error code or reason for failure. 
Location - Report when a PTC Session is initiated by the intercept target.This parameter is not reported when the PTC Intercept Target  receives an invitation to join a PTC Session;  rather this information is reported by the PTC Session Start message (see PTC Session Start message for usage). Include when reporting of the PTC Intercept Target’s location information is authorized and known.
Max_TB_Time - Include the maximum duration value for the talkburst before the permission is revoked, provide when known.
MCPTT ID - The Mission Critical Push To Talk identity.
MCPTT group ID - The Mission Critical Push To Talk group Identity.
MCPTT indicator – Indicates direction of the received request as either from the client or from the group to the client. 
MCPTT Organization name – Name of the organization that the Mission Critical device belongs to.
MediaStream_Availability – Indicates if the PTC intercept target’s PTC Client is not able/willing to receive media streams immediately.  Provide when Pre-established session is established.
MCPTT ID –  Mission Critical Push-To-Talk IDentity. 
Network Element Identifier - Unique identifier for the network element reporting the event. 
Observed SIP URI  - The provisioned target identity can be a SIP URI  
Observed TEL URI  - The provisioned target identity can be a TEL URI
Observed IMEI - The provisioned International Mobile Equipment Identity target identity.
Party_Drop - Member of a PTC Group Session and leaves the PTC Session, provide when known.
PreEstablishedSessionID – Identifies the PTC Pre-established Session.
PreEstablishedStatus – Indicates if the Pre-Established Session is established (setup completed), modified, or released.
PTCCorrelationId - Uniquely identifies the SIP Session, correlates CII messages, and correlates CII and CC messages.
PTCSessionInfo - Provides PTC Session information such as PTC Session URI, PTC Session type, and Nickname.
PTC group ID - The PTC group ID of the group on which the call is initiated.
PTCHost - Indentifies the PTC participant who has authority to initiate and administrate an active PTC Group Session. Provide when known.
PTC_ID_List - The list of PTC IDs of the PTC group members. 
PTCOriginatingId - Identifies the originating party.
PTCParticipants - Identifies the invited PTC participants.
PTCUserAccessPolicy – Identifies the action requested by the PTC Intercept Target to the PTC user access policy.
PTCHost - Indentifies the PTC participant who has authority to initiate and administrate an active PTC Group Session. 
PTCOriginatingId - Identifies the originating party. Provide when known.
PTCParticipants - Identifies the invited PTC participants, when known,  if other than the PTC Intercept Target.
Queued_FloorControl - Indicates if queuing is supported by the PTC Server and the intercept target’s PTC Client.
Queued_Position_Status - If queued floor control is supported, indicates the queue position.
RTP_Setting – The IP address and the port number at the PTC Server for the RTP Session.
TalkburstControl_Setting – The offered Talk Burst Control Protocol, e.g., Talk Burst parameter(s) and the port numbers.  Provide when Pre-established session is established.
RegistrationRequest - Identifies the type of registration request (e.g., register, re-register, de-register).
RegistrationOutcome - Identifies success or failure of registration and the failure reason.
SDP – Answer, offer and SDP parameter negotiations. Report when known.
TargetIdentity - The PTC identifier for the PTC Intercept Target.
TargetPresenceStatus - PTC-related presence information of the PTC intercept target.
Talk_burst_priority - If more than one level of priority is supported, indicates the talk burst priority level of the PTC Client.
Talk_burst_reason_code - The reason code for the denial or revoke of a talk burst.
TBCP_Request - Used by the PTC Client to request permission from the PTC Server to send a Talk Burst.    
TBCP_Granted - Used by the PTC Server to notify the PTC Client that it has been granted permission to send a Talk Burst. 
TBCP_Deny - Used by the PTC Server to notify a PTC Client that it has been denied permission to send a Talk Burst.
TBCP_Idle - Used by the PTC Server to notify all PTC Clients that no one has the permission to send a Talk Burst at the moment and that it may accept the TBCP Talk Burst Request message.
TBCP_Taken - Used by the PTC Server to notify all PTC Clients, except the PTC Client that has been given permission to send a Talk Burst, that another PTC Client has been given permission to send a Talk Burst. 
TBCP_Revoke - Used by the PTC Server to revoke the media resource from a PTC Client and can be used for preemption functionality, but is also used by the system to prevent overly long use of the media resource.    
TBCP_Queued - Indicates the request to talk is queued, if queued floor control is supported.  Include identification of the PTC Client that has the queued Talk Burst, if known. 
TBCP_Release - Indicates the request to talk has completed.

Z.4	 PTC Surveillance Events

Z.4.0	PTC General
PTC Service events defined below are using the PTC Surveillance Events from Table Z.3.1. These events are deliverable for either type of service provided by the SP e.g., PoC or MCPTT. For future study is the individual PoC or MCPTT events that need separate breakout for LI delivery. 

Z.4.1	PTC Service Registration event
The PTC Service Registration event occurs when the target registers, re-registers, or deregisters for a PTC service, regardless of whether it is successful or unsuccessful. 

	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Any other IMPU or IMPI of the target (if available)

	RegistrationRequest 

	RegistrationOutcome



[bookmark: _Toc382220425][bookmark: _Toc382300829]Z.4.2 	PTC Serving System event
A PTC Serving System event is generated when there is a change to the SP serving the PTC target access network (i.e., for mobility). These elements will be delivered to the DF2 if available:
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	Serving System Address (AVP name such as Visited-PLMN-Id)

	Any other IMPU or IMPI of the target (if available)



[bookmark: _Toc382220427][bookmark: _Toc382300831]Z.4.3 	PTC Session Initiation 
When a PTC Session Initiation event occurs is when the PTC target initiates a session or the target receives an invitation to join a session regardless of the success or the final disposition of the invitation. These elements will be delivered to the DF2 if available:   
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTCCorrelationID

	PTCSessionInfo

	TargetIdentity

	PTCHost

	PTCOriginatingID

	PTCParticipants

	AssociatePresenceStatus

	Location

	InitationCause

	BearerCapability



[bookmark: _Toc382220428][bookmark: _Toc382300832]Z.4.4 	PTC Session Abandon 
The PTC Session Abandon event is triggered when the PTC Session is not established and the request is abandoned before the PTC Session established end to end connectivity. These elements will be delivered to the DF2 if available:
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTCorrelationID

	PTCSessionInfo

	TargetIdentity

	PTCOriginatingId

	PTCParticipants

	AssociatePresenceStatus:

	Location

	AbandonCause



Z.4.5 	PTC Session Start event
This event occurs when a PTC Session (e.g., One-to-One, One-to-Many, or One-to-Many-to-One) is answered, and voice communication begins.  These elements will be delivered to the DF2 if available:

	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTCCorrelationID

	PTCSessionInfo

	TargetIdentity

	PTCOriginatingId

	PTCParticipants

	AssociatePresenceStatus:

	Location

	BearerCapability



Z.4.6 	PTC Session End event
The PTC Session End event occurs when the PTC Session is released for any reason (i.e., normal or abnormal release) and voice communications ends. These elements will be delivered to the DF2 if available:  
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTCCorrelationID

	PTCSessionInfo

	TargetIdentity

	PTCParticipants

	Location

	Cause



Z.4.7 	PTC Start of Interception 
This event occurs when interception is started. These elements will be delivered to the DF2 if available:

	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTCCorrelationID

	PTCSessionInfo

	TargetIdentity

	PTCOriginatingID

	PTCHost

	PTCParticipants

	BearerCapability

	Correlation information



Z.4.8 	PTC Pre-Established Session 
This event occurs when the PTC Intercept target’s has an on going PTC Session(s) when LI is initiated (e.g., the PTC target is part of a one- to-one or a member of a Pre-Arranged PTC Group or Chat PTC Group), regardless of whether the PTC target is actively transmitting or receiving talk bursts. These elements will be delivered to the DF2 if available:

	Observed SIP URI

	Observed TEL URI

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	TargetIdentity

	PTC_Server_URI

	RTP_Setting

	PTC_Media_Capability

	PreEstablishSessionId

	PreEstablishedStatus

	TalkburstControl_Setting

	MediaStream_Availability

	Location

	BearerCapability

	Correlation information



Z.4.9 	PTC Instant Personal Alert 
This event occurs when an Instant Personal Alert (i.e., a request for one PTC subscriber to initiate a PTC Session at a later time) is initiated or sent to the PTC target. These elements will be delivered to the DF2 if available:

	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	TargetIdentity

	IPAPartyIdentity



Z.4.10.	PTC Party Join event
This event occurs when the PTC target has a request to join (or re-joins) a PTC Group Session (e.g., Pre-arranged PTC Group, Ad-hoc PTC Chat Group) already in progress. These elements will be delivered to the DF2 if available:
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTCCorrelationId

	PTCSessionInfo

	TargetIdentity

	Inviting_PTC_user

	Join_PTC_user

	AssociatePresenceStatus

	BearerCapability


Z.4.11 	PTC Party Drop 
This occurs when the target is a participating member of a PTC Group Session and leaves the PTC Session in which the PTC target is also participating. These elements will be delivered to the DF2 if available:

	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTCCorrelationID

	PTCSessionInfo

	TargetIdentity

	Party_Drop

	AssociatePresenceStatus:



Z.4.12 	PTC Party Hold 
A PTC Party Hold event occurs when the target places an on going PTC Session on hold an on going PTC Session. These elements will be delivered to the DF2 if available:

	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTCCorrelationID

	PTCSessionInfo

	TargetIdentity

	Hold_ Indication

	Hold_User





Z.4.13 	PTC Party Retrieve 
A PTC Party Retrieve event occurs when the target retrieves an on going PTC Session. These elements will be delivered to the DF2 if available:

	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTCCorrelationID

	PTCSessionInfo

	TargetIdentity

	Retrieve_Indication

	Retrieve_User






Z.4.14 	PTC Media Modification 
During the PTC Session, a PTC Client may modify the voice frame packetization or voice codec mode by Out-of-band signalling using SDP payload within SIP messages. The Media Modification event is generated when a re-negotiation of the media parameters occurs during a PTC Session involving the target MS. These elements will be delivered to the DF2 if available:

	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTCCorrelationID

	PTCSessionInfo

	TargetIdentity

	BearerCapability



Z.4.15 	PTC Group Advertisement 
This event is generated when a PTC Intercept Target’s MS sends Group Advertisement information to a single PTC user, a list of PTC users or to all members of the Group using the Group Identity. These elements will be delivered to the DF2 if available: 
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	TargetIdentity

	Group_Identity

	Group_Ad_Sender

	Group_Ad_Receiver

	PTCHost

	Group_Characteristics



Z.4.16 	PTC Floor Control   
Floor Control arbitrates requests from the PTC Clients for the right to send media (i.e., the right to speak).  Note, the term “Floor Control” is used to mean the same as term “Talk Burst Control”. When the PTC target is participating in a PTC Session, a Floor Control event is generated when the target requests to speak (e.g., presses the PTT mechanism) or the target is given permission to speak in response to a request (e.g., the network responds positively to the PTC Subscriber’s request) or is refused the request to speak and when the target is finished speaking (e.g., the PTC Intercept target releases the PTT mechanism). These elements will be delivered to the DF2 if available:

	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	TargetIdentity

	PTCCorrelationID

	PTCSessionInfo

	FloorActivity
Choice of: 
a) TBCP_Request
b) TBCP_Granted
c) TBCP_Deny
d) TBCP_Queued
e) TBCP_Release
f) TBCP_Revoke

	FloorSpeakerIdentity

	Queued_FloorControl

	Queued_Position_Status

	Max_TB_Time

	Talk_burst_priority

	Talk_burst_reason_code




Z.4.17 	PTC Target Presence   
If the Presence functionality is supported by the PTC Server and the PTC Server assumes the role of a Presence Source, this event is generated when the PTC Server publishes network presence information to the Presence server on behalf of PTC target. These elements will be delivered to the DF2 if available:

	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	TargetIdentity

	TargetPresenceStatus



Z.4.18 	PTC Associate Presence    
This event is generated when the PTC Server receives presence status notifications from the Presence Servers after having subscribed to the PTC presence status of other PTC Clients (i.e., Associates of the PTC Intercept target). These elements will be delivered to the DF2 if available:  

	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	TargetIdentity

	AssociatePresenceStatus:	



Z.4.19	PTC List Management Events 
This event is generated when the target PTC Client attempts to change their own contact list or their own PTC Group list(s).  This event is also generated when the network notifies the Intercept target’s PTC Client of changes made to their PTC-specific documents stored in the network (i.e., contact lists or PTC Group lists). These elements will be delivered to the DF2 if available:

	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	SIP message header offer 

	SIP message header answer 

	SDP offer

	SDP answer

	TargetIdentity

	ListManagementType
Choice of: 
a) ContactListManagementAttempt
b) GroupListManagementAttempt
c) ContactListManagementResult
d) GroupListManagementResult
e) Request unsuccessful

	ListManagmentAction
Choice of: 
a) Create
b) Modify
c) Retrieve
d) Delete
e) Notify

	Contact_Identity

	Group_Identity

	PTCHost

	List_ManagementFailure



Z.4.20 	PTC Access Policy event 
This event is generated when the PTC Intercept target attempts to change the access control lists (e.g. PTC user access policy and PTC Group authorization rules).  In addition this event is generated when the network responds to a modification or query by the PTC Intercept target to the access control lists (e.g., PTC user access policy and PTC Group authorization rules). These elements will be delivered to the DF2 if available: 
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	TargetIdentity

	Access_Policy_Type
Choice of: 
a) PTCUserAccessPolicyAttempt
b) GroupAuthorizationRulesAttempt
c) PTCUserAccessPolicyQuery
d) GroupAuthorizationRulesQuery
e) PTCUserAccessPolicyResult
f) GroupAuthorizationRulesResult
g) Request unsuccessful


	PTCUserAccessPolicy
Choice of: 
a) Allow_Incoming_PTC_Session_request
b) Block_Incoming_PTC_Session_request
c) Allow_Auto_Answer_Mode
d) Allow_Override_Manual_Answer_Mode 

	GroupAuthorizationRules
Choice of: 
a) Allow_Initiating_Conference
b) Block_Initiating_Conference
c) Allow_Joining_Conference
d) Block_Joining_Conference
e) Allow_Add_Participants
f) Block_Add_Participants
g) Allow_Subscription_Conference_State
h) Block_Subscription_Conference_State
i) Allow_Anonymity
j) Forbid_Anonymity

	Contact_Identity

	Group_Identity

	PTCHost

	Access_PolicyFailure




*** End of Second MODIFICATION ***
*** End of MODIFICATIONS ***
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